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1 Introduction

1.1 Background

The Ultra Ethernet ConsortiumJEQis an industry effort involvingmany contributorsancluding
hyperscagrs, system vendorsilicon providersand otherst  with a missiorto enhance Ethernet for
use in Al and HRPC

Contributorsareaiming to cover all aspects of a successful specificatisiudingsoftware APIs,
network protocols, hardwarériendliness andgcalability network operation, compliance, and
extensibility.In service ofi K S misiof &is document provides a specificatiometW protocols for
use over Ethernet networks araptional enhancements texistingEthernet protocols that improve
performance, function, and interoperability of Al and HPC applications

TheUltra Ethernet B specification covers a broad range of software and hardware relevant to Al and
HPC workloads: from the API supportedifgcompliant devices to the services offered by the
transport,link, and physical layers, as well asanagementjnteroperability, benchmarksand

compliance requirements.

UEdoes notrequireor mandate changeto the network layeror the Ethernet PH¥YNndlink layers. For
instance, dJEcompliant implementatiomight use Ethernet switches common in the market at the
time of publishing the specification. Howevélt-offers optional network, EthernetPHY andlink layer
features thatenablebetter performance for demanding applicatior@ver time,andas experience is
gathered.,it is possiblghat some of these optional featureaight become commonplace and even
required.A UEcompliant implementatiorsupportsthe mandatory requirementén this specification

1.1.1 UEC Organization

UEarchitecture comprisethe four lower layers of the classic ISO/@8tworking modeklong with
software services anthe APk that exposethese services tthe upper layers. Each difie four layersis
addressed by a UBGrking group(depictedas rowsn Figurel-1), which defines the required
architecture with strict requirements and characterization in terms of scalability, capability,
performance, and interoperabilitythe UEC managemewbrking groupprovidesEthernetfabric and
endpoint management. ThdEmanagement architecture includes management protocols, transports,
and data modelsThe UEC Complianagorking groupin collaboration with the Technical Advisory
Committee (TACHefinesthe compliance anéhteroperability requiremers. The UEC Management and
Debug & Performanceorking groug interact with all the aforementioneavorking groups

Additionally,UEC isddingstorage services alongside the network services for relevant application and
workloads.The working groups depicted as columngigurel-1 were formed after the initial set of
working groups depicted as rows. Their contribugém the UE specificatioand other standalone
documentsare scheduled for a future release.
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UEC is incorporated under the Linux Foundaflomt Development Foundatiod@f as aninternational
Standards Development Organization (SQBspecifications are OPHbF public downloadFuture
versionspncecreatedand ratified will alsobe publicly availabléor download It is the intention of UEC
members toproposetheir work products to appropriate standards organizations and/or relevant epen
source communities to encourage broad adoption anddatribute as appropriatéo mainstream
industry $andardization efforts for Ethernetpternet Protocol (P), software, and APl development.
Potential relevant SDOs to consider include, but are not limited to, IEEEQIEFBFA SONIC/SAand
various storage and management SDOs.

1.1.2 UETransportProfiles

UET specifieghree profiles: ABaseg Al Fulland HPCThe ABaseprofile is designed to provide the
functionality required by current and future Al applications where high performance is required at the
lowest cost. The Al Full profile adds additional featesg.,deferrablesend, exact matchand support

for atomicprimitives). The HPC profile addresses the needs of High Performance Gogggyplications
andhas all the features of the Al Full profile except deferrable send

Each profile lists the services providaud the distinctfeatures required at the transport layer of a
compliantproduct. The pofiles themselves are defined section3.3. The details of the hardware

interfaceat the endpoint are out of scope for theEspecificationsSoftware APIs to the upper layers

are specified to provide interoperability with highkayer softwareTK S 321+t A& GKFd RAFTTFS

22

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



devices supporting a given profile exhibit interoperability and functionality as desdnlibdse
specifications

Profilesmayinclude optionalto-implement featureslf optional features arémplemented they MUST
follow the defined specification to claim compliance.

1.2 UESpecification Conventions
TheUEspecification uses the following conventions for normative language, informative notes,
terminology, units, numbersand figure formatting.

1.2.1 Normative, Informative and Implementation Statements

Normative language is identified using terms defibgd. 9 ¢ C . / t Mn® ¢ KS 1 S@& 62 NRa
bh¢éeéx aw9v, Lwo9seX af{fIl![[€é€ZX {1 !'"[[ bhe¢eXxX af{l h}[5EZ
w9/ haa9b595¢3x da!, ¢ YR ahte¢Lhb! [ ¢ Ay GKEIR R2O0dzy
BCP 144], IETF RFC 2119, and IETF RFC 8124when, and only when, they appear in all capitals, as

shown here.

All text not explicitly identified as informative comment is normati&a.[informative] marking in the
section title applies to the entire section including any subsecti@iggrams and tables are considered
normative unless marked in the title as [informative].

Sections of text are marked as informative using the following convention:

Informative Text
Informativetextisincluded in this area

Occasionally, notes to the implementer of this specification are included for informational purposes.
Thesenotesare intended to clarify the intent of the specification and to provide guidance to the
implementer. They are indicated with the following format

Implementation Note:
Implementation note tet isincluded in this area

1.2.2 Terminology

1.2.2.1 Abbreviations

Abbreviation Definition
AAD Additional authentication data
ABI Application binarynterface
ACK Acknowledgement
AEAD Authenticatedencryptionassociated data
AES Advanced encryption standard
Al Artificialintelligence
AN Association number
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Abbreviation

Definition

API

Application programming interface

AV Libfabric address vector

BDP Bandwidthdelayproduct

BER Bit errorratio

BTS Backto sender

BW Bandwidth

c2c Chip to chip

ca2™m Chip to module

CBFC Creditbased flow control

CcC Credits consume(Link Layer) congestion control (Transport Layer)
CCC Congestion control context

CCL Collective communications library
CCR Corrected codeword ratio

CF Credits freed

CG Codeword group

CID Company identifier

CIR Codeword interleaving ratio

CL Credit limit

CMS Congestion management sublayer
CP Credit packet

CQ Libfabriccompletion queue

CRC Cyclic redundancy check

CSIG Alayer 2congestionsignalingmechanism
Ctlos Controlorderedset

Cu Credits in use

DPA Differential power analysis

DIC Deficit idle count

ECMP Equalcost multi-path

ECN Explicitcongestionnatification (RFC 3168)
EP Libfabric endpoint

EQ Libfabric event queue

EQDS Edgegueueddatagramservice

EV Entropy value

FA Fabric address

FEC Forward error correction

FEP Fabricendpoint

FI Fabricinterface

FLR Frame loss ratio

FPC Frames per codeword

GCM Galois counter mode
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Abbreviation

Definition

GMAC Galois message authentication code
gNMI GRPQ@etwork managemeninterface

gNOI GRPQ@etwork operationsinterface

gRPC gRPQCemote procedurecalls

HPC Highperformance computing

ICV Integrity check value

IP Internet protocol(RFC 791 and/or RB200)
IPG Interpacket gap

v Initialization vector

KDF Key derivation function

KMD Kernel mode driver

LACP Link Aggregation Control Protocol (IEE&802.1AX)
LAG Link aggregation

LLDP Link Layer Discovery Protocol (IEHEB02.1AB)
LLR Linklayerretry

MAC Mediaaccessontrol

MDIO Management data input/output

MID Message identifier

Mil Mediaindependent interface

MMF Multi-mode fiber

MPI Message passing interface

MR Libfabric memory region

MTBPE Mean time between PHY errors

MTTFPA Mean time to false€802.3packet acceptance
NACK Negative acknowledgement

osl Operating system instance

PASID Process address space identifier

PCS Physical coding sublayer

PDC Packet delivery context

PDS Packet delivery sublayer

PFC Priority-based flow control

PGAS Partitioned global address space

PHY Physical layer device

PID Process identifier

PLS Physical layer signaling

PSN Packet sequence number

QoS Quality ofservice

RI Resource index

RoCE RDMA oveconverged Ethernet

ROD Reliable ordered delivery
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Abbreviation Definition
RS Reconciliation sublayer
RSFEC ReedSolomon forward error correction
RTO Retransmission timeout
RTR Restart transmission request
RTT Roundtrip time
RUD Reliable unordered delivery
RUDI Reliable unordered deliver of idempotent operations
SACK Selective acknowledgement
SD Secure domain
SDK Secure domain key
SDKDB Secure domain key database
SD Secure domain identifier
SDME Secure domain management entity
SER Symbol error ratio
SES Semantic sublayer
SHMEM Shared memory Symmetrichierarchicalmemory
SMF Singlemode fiber
SSli Secure source identifier
TC Trafficclass
TSC Timestamp counter
TSS Transportsecurity sublayer
UCR Uncorrectable codeword ratio
UE Ultra Ethernet
UET Ultra Ethernet Transport
UEC Ultra EthernetConsortium
UuD Unreliable unordered delivery
VAS Virtual address space
VC Virtual channel
VLAN Virtual LANIpcalareanetwork)
WDM Wavelength division multiplexing
YANG Yet another next generation
1.2.2.2 Terms
Class Term Description
Operating System | CPU Central processing unit;generic processor for arbitrary
Communication computation functions.
Memory An electronic holding place for the instructions and data us
by CPUs and accelerators.
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Class

Term

Description

Operatingsystem
instance (OSI)

An instance of aoperatingsystem (e.g., a virtuahachine).

Process An instance of a program executing on an OSI owned by a
specificuser and having a privatértual addressspace(VAS)
Aprocess is identified by process ID unique to the OSl it rul
in.

Processddressspace | A unique identifier for a VAS within each OSI. A target PAS

ID (PASID) can be determined based on a combination of JobID and

PIDonFEP.

Process ID (PID)

Operatingsystentassigned identifier for arocess

User

An entity with access privileges nodes of acluster capable
of executing compute processes.

Virtualaddressspace
(VAS)

Processspecific virtual address for memory allocation

Fabric

Communication

Absolute addressing

A mode of addressingrasource within the client/server job
model. Includes three complementary parts of the destinati
address: (1) an FA identifying a FEP, (2) a PIDonFEP
interpreted without a JoblPand (3) a Resource Index.

Accelerator

A compute module or device designed for the efficient
execution of specific functions.

Acknowledgment
packet (ACK)

Apacket used by the UET to implement reliability. ACKs ar,
transmitted by thedestinationPDC to thesourcePDC to
indicate successful receptiarif packets at the PDS lay&CKs
cancarryasemantic response

Besteffort network

Anetwork (as opposed to a losslasstwork) where packets
are senton at least some linkaithout any explicit
communication of buffer availability between a transmitter
and thelink peer Packes may be dropped due to insufficient
buffering

Cluster

A set ofnodes connected by one or mofabricplanes.

Congestion control

Used to control the rate of data transfer between two FEPs

context(CCC) for RUD and ROD traffinm somecasesa CCC is shardy one
or more PDCs.
Congestion The part of the Ultra Ethernet Transport (UET) protocol

managementublayer
(CMS)

responsible for managing congestion

Entropy value (EV)

Thevalue ofthe field within a packetheader(e.g., UDP sourc
port) usedto load balance packetscross pathsvithin the
fabric

Fabric

One or morefabricplanes.

Fabricaddress (FA)

IPv4 (RFC 791) or IPv6 (RFC 8afess.
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Class

Term

Description

Fabricendpoint (FEP)

A logical entity addressable by a single (assigned) FAJEhe
transport protocol, including the optional security context,
terminates at a FEP. A FEP connectsfabéac using a port
and can be usednly by a single OSA FEP can have multiple
ports using a single FA, as long as the ports are each
connected to completely isolatefdbricplane.A node can
have one or more FEPs.

Fabricpath orpath

An ordered set of linkhppsbetween nodes and/or switches
through whicha specificpacket is transmitted frona source
FEP to a destination FERackets can be routed along multip
paths or planes between two FEPs.

Fabricplane orplane

A set of FEPs connected withks and switches (optionally)
allowing any FEP to communicate with other FEPs in the s
set. Communication between FEPs on differfatiricplanes

is beyond the scope of this specification.

Folded Clos Type of multistage network topologgomposed ofrossbar
switches Also known as #at tree.

Frame Aunit of datatransmission on an Ethernet netwousing
layer 2 encapsulation, starting with the MAC address and
ending with the CRC

Initiator The FEP that initiates the creation of a PDC for RUD and R
modes.

Link A physical connectiobetween two ports.

Losslessetwork

A network in which knetwork device (switchesand
endpoints) avoidpacketloss due to buffer overflow by
transmitting apacketonly when it is known that the link peer
has available buffers to receive and store gracket Packet
loss avoidance is applied to all links in the network.

Message One or more packets with the same messageAnessage is
split into a spatially (with respect to memory addressing)
ordered set ofpackets at the sourcédne or more messages
(and supporting packets) make up a transaction.

Negative A packet used by the UETitoplement reliability. NACKs are

acknowledgement transmitted by the destination PDC to the source PDC to

packet (NACK)

provide an explicit indication of packet loss.

Node

A computing device with one or more FEPs. A node may
contain one or more CPUs and/or one or more accelerator

Packet

An IPv4 or IPv6 datagram transferred across the network.

Packets are routed through the network along patRackets

of the same PDC traversing different paths may arrive in a
different order than how they were sent

Packetdelivery
context (PDC)

A logical unidirectional and often transient entigs(ablished
by the transport) between two FEPS, which exists at the
initiator and at thetarget FEP to control the successful
transmission of packets.
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Class

Term

Description

Packetdelivery
sublayer (PDS)

The part of the Ultra Ethernet Transport (UET) protocol
responsible for delivering packets with desiredering and
reliability over IP/Ethernet networks.

Packetwindow

The maximum number afnacknowledged bytes that can be
outstanding on a congestion control context between two
FEPs.

Port

A singleMediaAccesgontrol (MAC) as defined by IEEE 802
and anyUEextensions

Relative addressing

A mode of addressing a resource within the parallel job mo
to ensure scalability tthe largest process counts. Includes
four complementary parts of a destination address: (1) an |
identifying a FEP, (2) a JobID identifyingkein a cluster
uniquely, (3) a local PIDonFEP ranging from Go P
identifying one of the P OSI PIDs that are associated with ¢
destination FEP (that are part of the job), and (4) a Resour,
Index.

Semanticsublayer
(SES)

The part of the Ultra Ethernet Transport (UET) protocol tha
implements the OFI libfabric API.

Switch A device with two or more ports that forwards packets
NEOSAGSR olFaSR 2y GKS LI O}
Target The FEP thaespondgo the initiation of a PDGrom an

initiator. The targetdoes natinitiate messagson the PDC
and onlyresponds tanessage$rom the initiator.

Trafficcdlass (TC)

Aclassification of network traffic that identifiesechanisms
and resources within endpoints and switches used for the
isolated transmission gdackets(e.g, queues, buffers,
schedulers)Traffic classes amistinct from one another and
can be prioritized between one anothékttributes and fields
of receivedpacketsare used to identify a traffic class (e.g.
Differentiated Services Code Point (DJGF)

Transaction

One or more messages (and supporting packetgded to
implement the libfabric requesinddeliver the payload
requestedby the user

UETransport Protocol
(UET)

A method including protocol, packet formats, and FEP poli
by which FEPs communicate.

Parallel
Communication

Job Ajob consists of one or momanks.

JobID A unique identifier for a parallel job within a clustdoblDs
are used for addressing and authorization purposes.

Parallel job A collection of processes running on a cluster that belongs

the same user and can communicate.

Parallel job model

A mode of cluster operation that involves MPI/*CCL or
{la9ad ¢KS LI NIttSt 2206 SE
G2 O02YLX SliA2yé Y2RSt oAy ¢
reliability technique).
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Class

Term

Description

PIDonFEP

An identifier of a process associated with a FEP numbered
from O to R1. If each FEP has tekame number of processes
associated with it, each endpoint can easily compute the
PIDonFEP of a particular RankID.

Rank A process that cooperates to compute a particular workloa
A job can spawn multiple ranks on each,@8tl an OSI can
host ranks of multiple jobs.
RankID An assignedank number pejob starting from 0.
ClientServer Client A software entity on a node that communicates to a server

Communication

through FEPs.

Client/server job
model

A mode of cluster operation in whiaients connect to
servers, e.g., storage or Function as a Service (FaaS). The
client/server execution typically runs the server for an
indefinite time, serving an indefinite number of clients (oftel
with complex reliability and availability guarantees).

Discovery

The pocess of findingervers using statitabricaddresses or
adiscoveryservicesuch adDNS or LLDP

Resource Index (RI)

Identifies resources within a process such as a service, libr
or other entity (e.g., MPI vs. *CCL).

Server

Asoftware entity on a node that provides a service to one ¢
more clients.

Server PIDonFEP

In combination with a Resource Indexseaver PIDonFEP
identifiesa service available on a specific FEP. The same F
may be used by multiple servers (on a single,@8¢) a single
server may offer services through multiple PIDonREPS
combination withresourceindiceson multiple FEPs.

Security Threat
Model

Attacker Anentity that wants to extract information from a
communication or modifgommunicated data

Ciphertext The packet data containing the encrypted plaintext that is
senton the wire between sender and receiver

Information Data or properties of the data exchanged between two

participants that would allow the attacker to take or cause ¢
adverse action. Examples include cryptographic keys,
decisions of the FEP, etc.

In-scope threat

Threatthat is explicitly addressed by TSS #mat has defined
mitigations.

Intermediary/switch

An entity that routes or forwards packets tareceiver

Out-of-scope threat

A threatthat is not considered or addressed in this
specification

Plaintext

Theoriginal data that needs to be encrypted by the sender
before transmission and the resulting data after it is
decrypted by the receiver

30

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



Class

Term

Description

Protocol secrets

UET secrets thatre protected from users of the protocol
and/or attackers to maintain the trusted connection

Side channel A method foran attacker to extract information without the
knowledge of the sender or receiver
Threat Damage or danger that could expgs®tocol secrets, allow

the leaking of packet data, or degrade the integrity of the
network.

Threat mitigation

HowTSSpecifically addresses the possible threat

Trusted entity

The prtion of the FEP entrusted to handle key material anc
perform cryptographic functions.

Privileged entity

A portion of the FEP and kernel dribat is responsible for
assigning transpottritical information such as JobID and
security context.

User entity User applicatiorthat uses a UET transport service
Transport Security | Additional The additional data authenticated with the ciphertext. Used

authentication data conjunction with @ AEAD cipher.

(AAD)

Association number
(AN)

Selects between one of the two active keys (SDK) for an S
TheactiveAN is carriedn the TSS headeallowing theuse of
both the old and new keys until the key rotationdemplete.
The AN is sed for key rotation.

Authenticated
Encryption with
AssociatedData
(AEAD)

A ymmetric cryptographic schentbat combines
confidentialityand authenticity.

Advanced Encryption
Standard (AES)

A symmetric encryption algorithm used with AGEM

Cryptographic key

Either a truly randonbinary string of a length specified by th
cryptographic algorithm or a pseudorandom binary string o
the specified length that is computationally indistinguishabl
from one selected uniformly at random from the set of all
binary strings of that length. Thdefinition is from NIST
SP806aL08.

Differentialpower
analysis (DPA)

A sidechannel attack that involves statistically analyzing
power consumption measurements from a cryptosystem.

Epoch

A key epoch is a subinterval between changes in security
associationKey epocls are managed by the SDME to ensure
the IV is uniqgue and MAY be used to automatically generat
new SDK by using a KDF.

Initial secure domain
key (SDKi)

A ymmetric key fromthe SDKDBThiscanbe used directly as
the SDK or optionally used in a KDF to form the SDK.

Galois/Counter Mode
(GCM)

A mode of operation for symmetrikey cryptographic block
ciphers
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Class

Term

Description

Galoismessage
authenticationcode
(GMAC)

Anauthentication algorithm used with AESCM

Initialization vector
(V)

The initial block/condition of the block cipher.

Integrity check value
(ICV)

Thechecksuntalculated by the sender over the AAD and
ciphettext and sent with thegpacket The receiver usebe ICV
to validate the cryptographic integrity of thgacket

IPv4SIP IPv4 (RFC 791) source address.
IPV6SIP IPv6 (RFC 8200) source address.
IPv4DIP IPv4 (RFC 791) destination address.
IPv6DIP IPv6 (RFC 8200) destination address.

Key derivation
function (KDF)

A process to derive a new symmetric key (Ko) frermaut
key (Ki) using a pseudo random funct{®Rf. A KDF uses a
derivation key (Kj)abel andcontextinput parameters to
generate an output key (Ko). In pseudo code faio, =
KDF(Ki, label=x, context}y)

SDK database (SDKD

AnSDdatabase indexed by SDI and used to store/retrieve
security parameters for an SDhe SDI, AN, and possibly SS
areused to obtain the key for thpacket

Secure domain (SD)

A set of FERfat communicate using the security services
(confidentiality and encryption) of TSS. Members of an SD
share a common set of security parameters (keys,
confidentiality offset, etc.). The SD is represented in the
packet as using an SDI.

Secure domain
management entity
(SDME)

Abstract secure domain administrator

Secure domain
identifier (SDI)

An identifier of the SD, carried within the packet. The SDI il
conjunction with the association number (ANgntifies the
SDIOBkey slot.This is used for rekeying.

Secure domain key
(SDK)

A symmetric key used for packet AEAD cipher or KDF
operation. SDK is a cryptographic =y NIST security
definition.

Secure source
identifier (SSI)

A unique identifier of the source of the packets. This identif
can be explicitly carried within the packet (SSI) or the sour
IP header address.

Timestamp counter
(TSC)

Amonotonic counter (different for each packet sent).

Transport Security
Sublayer (TSS)

The UE Transport Security Sublayer defined by this
specification
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Class

Term

Description

Libfabricmapping

Applicationbinary
interface (ABI)

An interface between twdinary program modules (e.,giser
program and a library or operating system). The interface
defines how data structures and computational routines are
accessed in a lodevel hardwaredependent format.

Application
programming
interface (API)

A type ofsoftware interface An APDbffersa service to other
pieces of software and prowiga way for two or more
computer programs or components to communicate.

Collective
Communications
Library (*CCL)

One of any number of Collective Communicatidloraries

that implement collective operations common in parallel
computing (e.g., Broadcast, AllReduce, AllGather, etc). An
accelerator vendor commonly provides a proprietary *CCL
AYLX SYSy Gl GA2y GKIF G &dzlJli2 N
capabilities.

Kernelmodedriver
(KMD)

A component of the operating system that runs in the
privileged kernel modeallowing code to access the system
memory and hardware directly.

Libfabricaddress
vector (AV)

A mapping of highelevel addresses, which may be more
natural for an application to use, into fabispecific
addresses. See libfabric
<https://ofiwg.qgithub.io/libfabric/v1.20.1/man/fi_av.3.htr.

Libfabriccompletion

Highperformance event queues used to report the

queue (CQ) completion of data transfer operations. See libfabric
<https://ofiwg.github.io/libfabric/v1.20.1/man/fi_cq.3.htn.
Libfabricendpoint (EP)| A communicatiorendpointusing the libfabric API that can

listen for connection requests and perform data transfers.
Endpoints are configured with specific communication
capabilities and data transfer interfaces. See libfabric
<https://ofiwg.github.io/libfabric/v1.20.1/man/fi_endpoint.3.
html>.

Libfabricevent queue

(EQ)

A queue used to collect and report the completion of
asynchronous operations and events. Event queues report
events that are not directly associated with data transfer
operations. See libfabric
<https://ofiwg.github.io/libfabric/v1.20.1/man/fi_eq.3.htn.

Messagepassing
interface (MPI)

A standardized and portable messaggssing
communications library interface designed fmarallel
computing (e.g.MPF4.1 as defined by the MPI Forum).

Partitionedglobal
addressspace (PGAS)

A parallel programming model that uses a logically partitior
global memory address space to enhance performance ani
efficiency indistributed systems.

Sharedmemory /
symmetrichierarchical
memory parallel
programminglibrary
(SHMEM)

A communications library for distributed memory
environments focusing on orgided communication allowing
applicationgto read and write each other's memory.
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Class

Term

Description

Creditbased flow
control

Besteffort VC

A virtual channel configured to not use the CBFC credit
mechanisms.

CBFC message

A linklevel message between a CBFC sender and receiver
Different CBFC messages are formatted as either a CtlOS
fully formed Ethernet packet.

Cel

A unit of storage in a data buffer. Packets are usually divid
into one or more cells for storage. The number of cells in a
NEOSA@PSNDRa RIGlI 0dzZFFSNI AaA
credits that asender can use.

Controlorderedset

An 8byte message format used by CBFC and LLR to pass
information between link partners.

Credit

A token representing a unit of data storage at the receiver.
Credits allow a sender to transmit data packets and are
consumed at the sender as packets are transmitted. Credit
are returned to the sender by the receiver when the receive
has released bufferesourceghat can be utilized for new
packet arrivals.

Lossless VC

A virtual channel configured to require CBFC credits for
transmission of packets with guaranteed buffering available
the receiver. A lossless virtual channel can be flowtrolled
separately from other lossless VCs on a single physical lin}

Receiver

The link partner functiotthat receives packet data and
transmits CBFC credits.

Sender

The link partner functiothat transmits packet data and
receives CBFC credits.

Virtualchannel (VC)

'y Syaiade GKFG O2yidlAya |
traffic characteristics, dedicated buffering, and flow control
management.

Link Layer Discover

Link Layebiscovery
Protocol (LLDP)

A mediaindependent protocol, standardized by IEEE as IE}
Std 802.1AB, capable of running on all IEEE 802® LAN ste
allowing ports to learn the connectivity and management
information from adjacent stations.

Company IICID)

IEEE Std 802: A unique-Bi4 identifier assigned by the IEEE |
identify an organization. A CID cannot be used to generate
universally unique MAC addresses.

Management

gNMI

A standard gRPRasednetwork managemeninterface
defined bythe OpenConfigroject andused to retrieve and
modify network device configuration as well as provide
control and generation of telemetry.

gNOI

A standard gRPRasednetwork operationsinterface defined
by the OpenConfigroject andused for executing operationa
commands on network devices.

gRPC

A highperformance opersourceframework foruniversal
remote procedure calRPQ.
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Class Term Description

Yet Another Next A data modeling language for the definition of data sent ovi
Generation (YANG) | network management protocols such as the NETCONF ani
RESTCONF.

1.2.3 Formatting

Figures are used to define protocol headers and protocol sequence exchanges. The conventions for
these figures are shown beloWherever diagrams and figures inadvertently contradict the textual
description, the text always takes precedence.

1.2.3.1 Header Format Figures

Figurel-2 isan exampleof afull-header staclas illustrated in other sections of the specificatidimese
full-header stacks do not shoall the details of each header in each layer, but rather identify
important fields needed for parsing the headers and finding the next layer of the Sthekayers of the
header stack are shown on the left and are differentiated by color.

L2 Ethernet header [ ETF]BI'_T\/E)B__|E """""
L3 _______ IpvdorlIPvb header
! protocol/next_hdr !
L4 ,,,,,,,,,,,,,,,EF’EECE,JEQEEEV,‘HQPX,,,,,,,,,,,,,,i, ,,,,,,,,,,,,,, destination_port=UET
UDP header
T
|Ee= e LT
TSS header
______ type | next_hdr |
PDS header
UET SES header
UET payload
TSS ICV
L2 Ethernet FCS

Figurel-2 - ExampleFullHeader Format

Figurel-3is an example of an individual detailed heaflgure used in other parts of the specification
Bytes are labeled across the top athown the left sideThe least significant bit (LS&)a byte is the first
bit on the left and the most significant bit (MSB) of a byteisthe right. Header fields are labeled
below the byte labelat the topand to the right of the byte offsdabels Header feld widths are based
on actual bit sizeReserved fieldare to be ignored upon receipt and transmitted as zeEech
individual header is a staralone figureand shows the header starting at a byte offeézero. The
actual offset of the header within a receive packet depends uperspecific format of the previous
headers which are not shown in the staralone figure.
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Header Start © 31

Byte ‘ byte 0 ‘ byte 1 ‘ byte 2 byte 3
E| rsvd ‘ opcode ver |dc| ie |rel|hd |eom|som message _id
ri_generation JobID
rsvd PIDONFEP ‘ rsvd resource_index

buffer_offset

buffer offset

.
H

initiator

memory key / match_bits

N
=

memory_key / match_bits

rsvd payload length

w
El

message_offset

request _length

Figurel-3 - Example Individual Headdformat

A description of the header fields is provided in a table followingd@iled header figure.

1.2.3.2 Sequence Diagrams

Figurel-4 showsan example of a sequence diagram used in this specification. Sequence diagrams are
used toillustrate the timeline for specific information exchanges between two entities and across
functional layers within entitiesThe event timeline flows from top to bottonT.he sequence diagrams

do not provide a normative depiction of the complete set of information exchanged between entities,
but rather are used to describe a particular instance of a communication sceflag@xampleshowsa
message provided to the UBgmantics layer by aaxternalentity (e.g, a libfabric provider), and how

is broken into packets and passed to the PDS layer for transmission over the wire to a remote target.
Some of the importanUET header fields are shown above the arrows indicating packets transmitted on
the wire. Actions and events that ocaduringthe information exchange are highlighted using dashed
arrows and supporting text.
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FEPA FEPB
Initiator Target

SES PDS PDS SES

Messages Packets {\r/lfr::nﬁ)i?tgdggg FSpackets Packets Messages

%%%SEQ? [Send, MID L, MO O]

Mark PSN 333
as received

[Send, MID 1, MO 1]

[Send, MID 1, MO 0]
[MID1,MOO,RESP], def

[Send, MID 1, MO 2]

=
ol
r \

[MID1,MO1,RESP], def_r4p
Mol RESPY __oe-eecT [Send, MID 1, MO 2]
<t = 1, MO Zlaemmet >
IMID 1, MO 0, RESP| 5oy = 334 M-+ | JMID1M02 RESP], e rip
Pt el PR oS © e e
" [MID 1, MO 1, RESP 2, RESPY_omeme” "

MO 2.2
_ 235, IMIR 2 22=== 7R \
- SES response not stored fi

—_— _
REQUEST |52, MID 2, MO O], _ack=

=

\
< S \ Non-default PSN 333 & 334,
“Vso [MID 1, MO 2, RE\_/S state (e.g. NACK) |SES response is stored fo
COMPLETION Free state y PSN 33
for PSN 334 MID 2 o o]

7 F\
e ~ Free SES response
e state for PSN 335

If there is no Re uestPacket to transmit, this is
Control Packet of type ®€lear OnI®

Figurel-4 - Example Sequence Diagram Figure

1.2.4 References

TheUEspecification makes both normative and informative references. Normative references are
required to assure interoperability amorngEcomponents. Informative references are intended to
provide additional background and further understanding of tHeoperating environment Each
chapter of the UE specification may provide a list of normative and informative references.

The followingnormativereferences areaised in this introductory material:

[1] IETF RFC 2119, "Key words for use in RFCs to Indicate Requirement Levels," 1997. [Online].
Availablehttps://www.rfc-editor.org/rfc/rfc2119

[2] IETF RFC 8174, "Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words," 2017. [Online].
Availablehttps://www.rfc-editor.org/rfc/rfc8174

[3] IETF RFC 2474, "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers," 1998. [Online]. Availabletps://datatracker.ietf.org/doc/html/rfc2474

[4] IETF BCP14, "IETF Best Pratice 14," 2023. [Online]. Available:
https://datatracker.ietf.org/doc/bcpl4/

1.3 System Viewand Nomenclature
The field of Al and HPC is evolving at a very fast pace. Al naodelzanging at an even faster pace.
This has created a need for fitiened systems that scale horizontally and vertic&dlyvariousAl and
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HPC workloads. Horizontal scaling involves adding more endpoints and/or fabric swiettiesl
scaling involveendpoint expansion by adding more processing, memamg/or storage.

Algorithm and modelevolution is outpacing the hardware (mainly on mematorageand network
aspects). An optimal system balanegsiangle ofcompute, network (.e.,fabric) and the associated
data (i.e., model parameters and training dat@BheUEspecification explicitly addressastwork
technology and implicitly addresses other elements.

TheUEspecification addressatistributedworkloads, whether they ardlor HPC, and naturally inherits
some nomenclature from parallel computifngigurel-5 providesa system overview of the parallel
computing componentsterms,and concepts addressed by thiEspecification.The following text
provides a higHevel overview and introduction of the UE environment and associated nomenclature.
Technical details of the procedures, protocols and operation of the components specified in this
standard are provided in subsequent naative chapters.

UEis specified to operate within a cluster, which includes an interconnection of nodes through a fabric.
A port implements a singlglediaAccesgontrol (MAC) as defined by IEEE Std 80&g8pnally

including anyJEspecific extensionsas required by th&ET profile it complies with A link connects two

ports. Afabricinterface (FI) is a physical entity that provides one or more ports and exposes one or more
fabricendpoints (FEPS) to one or more operating system instances (O&ibyicaddress (FA) isither

an IPv4 or IPv6 addresnd aFEHRSs a logically addressable entdgsigned single FA. ThaEtransport
protocol terminates at FEPoptionallyincludngasecurity context. Specificallg,FERanonly be used

by a single OSI, anchademay have one or more FEPs. Each OSI may use one or more Fls with one or
more FEPs to connect tdfabric.

Aswitchhas two or more porteindis apacket forwardinglevice that is part of the fabric. Packets are
forwarded along a path basesh forwarding informationthat includesi K S LJ- Qdthérihéader C'!
fields(e.g.,the UDP sourceort used as amntropy value)andswitchstate. Any two packets with the
same path forwarding information are expected to take the same patbugh the fabric Afabric plane
is asetof FEPs connected with linkad optionallyswitchesallowing any FEP to communicate with
other FEPs in the sanset. Communication between FE&Rs0s different fabric planess beyond the
scope of this specificatiorA path exists within a fabric plane, but not across fabric planéshric is
made upof one or more fabric planes.
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Node /, Fabric . |

== -,
. -

OS

Process
PASID=X

Process
1 PASID=Y

Figurel-5 - System Overview

Anodeis a compuing device with one or more FERScluster is a set of such nodes connected by a
fabric(Note that the simplified diagram irigurel-5is for illustration purposes anshowsonly a single
node in thecluster. A typical UE deploymerdan haveéhundreds of thousands of nodeg)n accelerator
is a computing module or device designed for the efficient execution of specific funcA@RU is a
generic processor for arbitrary computation. CPUs and accelerators have memory aitactiad-EP
has access to that memory through virtual addressing. A nodehanag local storage ancbntain one
or more CPUand/or one or more accelerators.

A uselis an entity with accegwivilegesto nodes of a clusterA usercan executgrocesses. A process is

an instance of a program executing on an OSI owned by a specific user and having aipighte
addressspace (VAS) in the memory. A process is identified by a process ID (PID) unique to the OSl it runs
in. Aprocessaddressspace IDJPASID) is a unique identifier for a VAS within each OSI.

Clusters can be used in two fundamentally different witngd can potentially ceexist

1. Executing in a parallel job modé.g., MPI/*CClor SHMENL
2. Executing in a client/server modéi which clients can connect to servdesg., storage oa
Function as a Service (FaaS)

Each packet carries an identifier indicating which model it is participating in. The parallel job execution is
OKI N} OGSNAT SR o6& | ,dviNdiye clied/se®é ¥xedutidritypizayfyérunditeR&vier

for an indefinite time, serving an indefinite number of clients (often with complex reliability and
availability guarantees).
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Two FEPs require-IBvel connectivity to communicate. Multiorted FEPs are supported inJ&

network providedthere is oneFA(i.e., IP addrespassociated with any FEFheFAassociated with the

FERs used as the source for all packets sent from the FEP, or as the destination for all packets sent to
the FEP

A FERanhave multiple port§e.g, scenario An Figurel-6). UEdoes not mandate how those ports are
used. Many multported configurations are possible, includindirk aggregatioffLAG with members
terminating on the same switcfe.g, scenario D ifrigurel-6), a multiswitch LAG with members
terminating on different switchege.g, scenario E ifrigurel-6), or IRlevel multipath connectivity to
NB I OK (iri$iduala@idreQsivia multiple ports or in an actiseandby configurationOther
scenarios for supporting multiple ports on a comnfabricinterface are possibland are
implementationdependent(e.g, Senarios B, @nd F irFigurel-6). Scenario F dfigurel-6 shows an
embedded switch on &abricinterface card.

Plane 1 S

.. -.
:

Switch

Split
Mult-Link =
LAG N i i m i mm s ==

FI (Fabric Interface p

cccpdc |

Y mm s mmon ommon omm o

s s mm o = o=

FI (Fabric Interface : Fl (Fabnc Interface) | @

___________ === Red Fabric Plane
=== Blue Fabric Plane

Figurel-6 - Multi-plane Networks and Multi-port FEPs

In multi-ported FEP architectures, the UET congesti@magement sulayer chooseshe entropy value
for each packet. The UET does not mandate any specifiesplettion method for multported hosts; it
canvary between implementations.

Informative Text

In multi-ported configurations, the network is expected to provide a mechanism that aloREsRo
detect if a destination IP address (eihpe FAof a peer FEP) is unreachable on any given plangifin
so,avoid using that plane for that destination. Possible methods to do this inclsithgIP routing
protocols or ICMP unreachable messages to communicate unreachability to, dHeEBEThowever,
does not mandate any specific technique. In the future, mechanmightbe defined in the UET to
allowthe determination ofreachability.
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Two differentcomputing modelsre differentiated in terms of addressing: parallel job and client/server.
Asingle FEP may be designed to suppioettraffic type ofboth or just onecomputing modelBoth

modes caroperate simultaneouslgver a single FEPigurel-7 and Figurel-8 are overviews of the two
different computing models within a cluster.

Rank2 .
PIDONFESX I PiDonFEx | (LR

Rank1 Rank3 1y
PIDonFERY . . PIDonFEEY |

FEF

EESYLYLY ] I

Rank0 . Rank1 q 1

PIDonFEFZ " . PIDonFEEZ

User 2

A Switch J

Figurel-7 - Parallel Job Model

Aparallel jobis a collection of processes runniagd communicating@n a cluster that belongs to the

same user. A job is often started collectivahd isuniquely identified by a JobID within a cluster. JoblDs
are used for addressing and authorization purposes. Jobs consist of one orankse which are

processes that cooperate to compute a particular workload. A job can spawn multiple ranks on each OSI
and an OSI can host ranks of multiple jobs. If agjoballycontainsRprocesses/ranks, then theare
numberedwith RankIDs from 0 t&1. In the parallel job model, thecalPIDonFEP addressing ranges

from O to R1 whereP processes are associated watirEFor a given jobIf each FEP has the same

number of processes associated with it, each endpoint can easily compute the PIDonFEP of a particular
RankIDAs anexample assume §ob runs on Ranksacross Nodes where each nodéas F FEP$he
RanklDrange is 0 to A, the ranks pemodeis R/N and theranks per FEP is R/NAR this caseR is

R/N/F andthe PIDonFEP range is ORd, or 0 toR/N/F1.

A server is a software entity on a hode that providesevice to one or more clients. Clients and servers
communicate through FEPs. A serP¥DonFEP identifies a service available on a specifiafdER
Resourcdndexidentifies a resource within that service. The same FEP may be used by multiple servers

(on a single OSBnd a single server may offer services through multiple PIDonFEPEBRA

client/server JoblID is conceptuathe sameas y ab (2 mé¢ O02yySOGA2Y Ay GKIFQ
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Figurel-8 - Client/Server Job Model

of a client toward a server, but it may be ephemeral in that it exasty while traffic is active. The
combination ofserver PIDonFEP amke®urcelndex is conceptuallthe same as TCP/UDP port.

UET serversanuse wellknownserver PIDonFEP valuasd a set ofesourceindicesfor specific

services, and UET clients may e#ber preconfigured static server FAs or various discovery
YSOKFyAaYya G2 NBaz2t @S | nFA SIS NISDHISEReaffldwvidS 2 NJ | € A |
clients to establish communications with a server. Additionally, UET clients and servers can choose to

utilize nonrUET discovery methods such as first establishing a TCP/IP connection and subsequently
exchanging UET cdpifities, addresses, and identifiers.

UET has both relative and absolute endpoint addressing m@def-igurel-9). The relative addressing
mode provides consecutive addressing within the parallel job model to ensure scalability to largest
process countsAbsolute addressing usedn the client/server model

In the relative addressing mode, UET defines four complementary parts of a destination address:

An FA identifyinga FEP

AJoblDuniquelyidentifying ajob in a cluster

APIDonFEP ranging from O tdlP

AResourcdndex(Rl)identifying a service, library, or other entity within the target process (e.g.,
MPI vs. *CCL).

b

When a packet arrives at a destination FEP, the target Rz&Blie determined based on a combination
of JobID and PIDonFEP.
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Informative Text:

Assume a job contains K endpoints and P processes per endpoint. This addressing scheme all
table of size KL at the source to translate to a destination FA and then, at this destination, a tabl¢
size Ro translate to the target process at the destination. In a system that supports multiple jobs
endpoint, the JobID disambiguates different jobs at the destination to find the right PIDonFEP ta
size P. This avoids O(K*P) tadahdriesat the sourcehat would be required if one flat address spact
was used. This approach replaces the O(K*P) &mieeswith O(K+P) entries.K is expected to be in
the tens of thousands, P in the hundreds.

In the absolute addressing modéEdefines three complementary parts of an address:

1. An FA identifyingx FEP
2. APIDonFEP identifying one of the OSI PIDs that are associated with a destination FEP
3. AResourcdndex(RI)identifying a service or other entity within the target process.

TheRlis useful to address a specific subroutine or function in a sé€evgr,running a Faa8r rPC
servicg. When a packet arrives at a destination FEP, the target PASID is determined based on the
PIDonFEP. The JoblID is not part of addressing but is used for authorization.

Messages represent a single communication transaction irJtaeetwork. Figurel-10 shows the main
concepts behind message communication deliveryraAsactionis created by a process calling into the
UET libfabric providewhich in turn calls into the semantics lay&he semantisubdayer creates various
messages to complete the transactio message and its associated bufiee split into a spatially
ordered set of packetwith respect to memory addressing, at the source FEP. The packedsrdrand
routed, potentially outof order, through the network along paths. A message may initially involve a
rendezvous protocol steps discussed in the UBGmanticsspecification
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The source of such a message is calledntimtor, and the destination is called thtarget. Each packet

has a sourc&ERandadestination FEP. A path is an ordered set of links (between nodes and/or

switches) through which two FEPs communicsitthout considering packet loss in the fahnackets

of the same traffic class (TC) sent along the same path are always received at the destination FEP in the
order they were sent at theource When packetsarerouted along multiple paths between two FEPs

no ordered arrival among different paths isaganteed UET expects thawitcheswill, in the absence of
routing changes, deliver two packets from the same R the same entropy value and traffic class,

along the same pathfTheUEtransport protocol (UETdefinesprotocols, packet formats, and FEP

policies by which FEPs communicae-EP can be designed to support either parallel, client/sgover

both traffic types

Figurel-10- Transport Data Delivery and Packet Delivery Contexts

A packet delivery context (PDC) isradirectionallogical and often transient entity (defined by the
transport) between two FEPHat exists at thenitiator FERand at thetarget FEP to control the
successful transmission of packets. The packet delsniayer(PDS) creates and uses BBprovide
the requested ordering and reliabilieliverymode. Reliability ismplemented using acknowledgment
packets i.e., ACK&and NACKswhich thedestinationtransmits to thesourceto indicate successful end
to-end reception. Theongestion managememstublayer(CMS)xontrolsthe number of byteghat a
sourcecan transmit toa destinationat any given timeA packet window is the maximum number of
unacknowledgedbytes that can beutstanding on a CC@®lultiple processesf the same joltan share

a single PDC, and a single proaaasuse multiple PDCs to communicate with anaitiprocess. Between
two FEPs, there can be one or more P2@d each packet identifies an associated PDC.
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1.3.1 Workloads[Informative]
The information in this subclause background material anepresents the state of the afor
workloadsas ofthe publication of the UE Specification v1UEtargetsthe followingfour workloads

Al training (AIT)

Al inference (All)

High-performance computing (HPC)
Client/server €.g, storagetraffic)

e

1.3.1.1 Al Training Workloads

Al training workloadsvere originallyfO K I NI OG SN INS Rt &8 A@orsE 6 KSNB G(KS O2Y
pattern could be expressed as a 8Bus if it were beneficial. The first dimensiordeta parallelism

(DP) where the examples in a single minibatch are processed through multiple model replicas, and

gradients or weights are synchronized with allreduce operations.

The second dimension gpeline parallelism (PRWhere each pipeline stage is a set of layers of the
model, and communications of the activatioimsthe forward directiorand errorsin the backward
directionare performed between neighboring layers on different accelerators forming a pipeline with
point-to-point communications.

The third dimension isperator parallelism (OP), which depends on the typdayker. For large language
models(LLMs) the main layer operation is matrix multiplication. Thus, layers would implement a

LI NJ £ £ St YFGNRE Ydzf GALX AOIFGA2y GKIG OFy faz oS S|
models often usexpertparallelism (EP) that is similar to operator parallelisnthe 3D parallelism

view. EP bundles k (for typical k=16 to 256) models together and performs an alltoall(v) operation

among themThe alltoall(v) operatiois not always balancedl inference parallelism is very similar. It

differs in that it does not consider data parallelism and usually uses very small batches. Thus, both job

sizes and transmitted messages are generally smaller.

Later, additional parallelism dimensions, such as sequence and context parallelism were added and may
lead to higherdimensional communication structures.

As a workload examplgirca 2023)the weltknown GPI3 model ha 175 billion parameters in 96
transformer layers. Storing those parameterd-ialGequired 350 GiB, which requicemultiple state
of-the-art accelerators available in 2023 (not accounting for stashed activations or other temporary
values or copies during trainingih thisscenariq if there aresix accelerators along the pipeline and four
in the operator parallelism dimensiothen there arel6 GPT decoder layers per four accelerators. On
acceleratorsavailable in 2023this wouldhavetaken approximately 160 msec compute time. The
communication is then 50 MiB per layer along each dimension (pipeline and operator).

Assuminga targetservice level objectivef 200 msecthen 40 msearefor pipeline communicatios

and the ring allreduce (which sends data twice). Each accelerator now sends 50 MiB 16*2 times for
allreduce and once along the pipeline dimension. Thus, it needs to communicate 1.7 GiB in 40 msec,
requiring 41 GiB/s. For lower latency, one can scale tlexator dimension and decrease the
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communication time. For a 10 msservice level objectiveone would need approximately 1500
GiB/s throughput.

Al training workloadfollow a 3D parallelism scheme but in addition to the weights, each accelerator
GeLIAOrtte aidz2NBa | a32f RSy O2Lk¢ 2F GKS ¢gSAaTKiGa |
appliesthe gradients on the backward pass. In general, Al training workloads require extremely high

(cheap) bandwidth and have low to moderate latesepsitivity Typical message sizes are in the

megabyte or larger regime.

1.3.1.2 Al Inference Workloads

Al inference workloads follo@3D parallelism scheme but do not offer data paralleliameach input
sample is a user request. They may be batcheadtl usually this is usednlyto improve accelerator
efficiency. Al inference workloads sometimes have stringemntice level objectiveequirements to
satisfy interactive usage patterns. In this case, batches are siialiding to smaller activations
(pipeline messages) as well as operations (allreduce). These often remain in the kiliabyamge

Gonsider generative Al inference on GB&s an examplén this casenly one tokeris inputinstead of

a full sequence in the GRBTexample above. Thus, everything is approximadedequence length

smaller (2048 for GP3). In practice, generative inference systems often use beam search for improved
quality. With a beam width of fouthere isa total shrinking factor of 512. Unfortunately, the weight
memory remains the same, leading to the same distribution (OP=4, PP=6). The computation now can be
as small as 1 msec and would send 3.3 MB of data per accelerator. Béithice level objectivef 1.2

msec, a reduction would be performed in 0.2 msec, leading to a bandwidth requirement of 16 GB/s

but now with allreduce of size arourkd0 KBIf thosewere split across multiple planes, then message
sizeswould bein the singledigit kilobyte range. The bandwidth requirements grow with distributed KV
caching! Inference requires lower latency than training in general.

1.3.1.3 HPC Workloads

HPC workloads fall into two categories: (1) low depth,(WBich ishighly parallel and (2) high depth
(HD, which hadong dependency chains. HD workloads often have long and sHiregted acyclic
graphs(DAG$leading to latencysensitive execution. Many strong scaling problems have this shape.

Gonsider weather forecasting as an exampiethis casehe computation must finish in a certain time.

The algorithms run many iterations during the simulation, where the time step inversely depends on the
resolution. More accurate higher resolution models lead to smaller timesteps. In practice, such models
have high communication overheads (88%) with mostly smalsinglepacke) messages (2.5 kiB) in
recurring patterns.

Many other workloads are LD and thus less lateseysitive. Most wealscaling workloads where one
can adjust the local domain size to run well on a given system fall into this category. Some of those
workloads may need high bandwidthesd.,Al training) or high message rate (e.g., graph algorithms).
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1.3.1.4 Client/Server (e.g.Storage Traffii

Storage traffic serves data from storage servers to endpaintsis an example alient/server

communication The communication stacks often split larger requests into multiple smaller messages
(e.g., some MiB or even some KiB). Those sizes can, to some extent, be tuned to the transport protocol.
The data access patterns and sizes are-degendent ancarerarely controlled by the system

administrator. Thus, random incast evengsg.,many customersccessinghe same storage server)
regularlyoccur.

1.4 Software

1.4.1 Al and HP@PI Interface

UEis designed to suppotibfabricv2.0APkand collaborates with the libfabr communityto allow an
endpoint to interact with Aframeworks and HPC workload&meUEoptional featuresrequire support
from network devices€.g., switches) for advancechpabilitiessuch agpacket trimming Tothat end,
the network operatingsystem (NOS) requisextensiongdo supportUEfeatures

UEdoes notcurrentlyaddress interactionacrossadministrative domains.

1.4.2 FabricEndooint Software Stack
Figurel-11 shows thesoftwarestack running oa FEP

UEis designedo support existing Atraining (AIT) andlinference (Allframeworks.Theseframeworks
like TensorFlow, PyTorch, JAKd others are expected tavork seamlessly on topf a UEsoftware
stack.In other words, a goal of UEto enablehe migrationof applicatiors, relying onthese

| Applications & Frameworks |
UE
v i i defined
API
Color Coding provisioning *MPI *CCL SHMEM y

e ] # \

Ultra Ethernet

UE vendor provider

Kernel.org

User Mode netlink . optional |
v : ‘

|
Kernel Mode Y v

UE Vendor Kernel Mode Driver

Hardware UE Vendor FEP

Figurel-11- UE SoftwareEndpoint Stack

frameworks to UEpowerednodeswithout requiring changdt is common for thédrameworks to
leverage ahardwaredependentvendorspecific *CCL librarfdowever,a UEcompliant*CCL library
while not directlyspecified, doesiot require an application change
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1.4.3 Switch Sftware Stack

Figurel-12 shows & exampleof aswitchsoftware staclsupportingUEfeatures UE operats over
existing Ethernet switchedbutadditionalcapability may be obtained by supporting optiotttfeatures
in switches Switchesin the UEenvironmentare expected taun a varietyof network operating systes
(e.g, SONIC, FBOSS, JuB&slOS etc.). OptionalUEfunctionality within the switch silicooan be
accessed through a switahipabstraction interface (e.gSA) that has beersuitably enhanced fodE
Nochangesarerequiredto the forwarding paradignof the switch andts associatedhetwork operating
system (NOS)IRbased forwardinganremainunchange¢however, optional featuresare definedfor
UE(e.g, packet trimming)

=

Management Space R

SDN ControlleNMaa$

User Space I Control Plane

Application Containers
— 5 .
Switch State Service (SWSS)

Switch Abstraction Interface (SAI)
Technology Provider ASIC SDK

Kernel Space

. Data Plane
ASIC Drivers

Hardware

Switch Silicon

Figurel-12 - Switch Module Layering

1.4.4 Network Operating System (NOS) Interface
The NO$rovides essential services switches for configuration and contrddome NOS components
may need to be updatetb support UE featureshe bllowing are examples:

1 UEorganizationallyspecific TLV#or LLDP.
1 Packet trimming.

Figurel-12 shows the layering of variowwitchmodules. The layer abowseswitch abstractioninterface
(SAl) is referred to abe NOS controplane andfunctionalitybelow is referred to athe NOS data
plane.

The ontrol plane softwarénteractswith data planefunctionalitythrough an abstract API. One example
interface is theswitch abstractioninterface (SAljlevelopedin the Open Compute Project (OCBAI
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provides an abstraction layer on top @fendorprovidedsoftwaredevelopment kit This abstraction
helpsthe NOS interact witla single consistent set of APIs for hardware programn@eg the following
references:

1 <https://www.opencompute.org/wiki/Networking
1 <https://www.opencompute.org/wiki/Networking/SAd

An SDN controller may lpart of UEimplementations buis not within scope of th&Especificatiors.

1.5 Networking

1.5.1 Al and HPC Network Taxonomy
UEdifferentiates three network typesas illustrated irFigurel-13:

1. Frontendnetwork
2. Backendscale-out network
3. Scaleup network

1.5.1.1 Frontend Nework

Thefrontend network is the operational network in datacenters that connects all compute nodes to the
outsideworld (e.g.,other datacenters or endustomers on the Internet). This makes finentend

network one of the most important components in the datacenter. Any loss of availdhitt

frontend transport lead to direct customer impact and related cosBecausehe frontend network
connects customers and distant datacentatsnaysupporta variety of transport protocols (e.g.

TCP/IP, UDP/IP, and @)that can operate over longistance links witimillisecondleveldelays.
Furthermore, multitenancyof the compute nodas frequently used andchay require network overlays

to supportvirtual machinemigration and network virtualization.

Fundamentallyfrontend networks carry two types of trafficc y 2-BlB 8z0 K¢ ob{ 0 OGN} FFAO (:
outsideworld (.e.,2 G KSNJ RI (i OSY (i SN&E W\BR(1G0dzdD®2 VS NINI THFRRD FINR I
endpoints within the same datacenter. Edcaffic typehasfundamentally different characteristics. For

example, EW traffic is often higher bandwidth than NS traffig R LJF O1 Sda | NS f Saa agdl
can be discarded and retransmitted at lower cost than for NS traffic). Furthermore, EW traffic usually

has more stringent latendfj.e., microsecons) andhigher bandwidth requirementée.g.,tens-of-

gigabit/s) as it often connectdiverse servicessuch asleep callchains of microserviceserverless

functions or storage access. NS traffic is often custofiacing and bottlenecks oftemccuroutside the

datacenter These characteristianaylimit latencies to singkaligit milliseconds and tersf-megabit/sec

bandwidths.
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Figurel-13- Network Types

Handling theetwo types of traffic in addition t@roviding highavailability makdrontend networks
guite complex. Switches and NICs need to support confplestionalitysuch as filtering, policing,
encapsulation, and security.

1.5.1.2 BackendScaleout Network

Thebackend network is usually a specialized higifformance network of limited scope relative to the
frontendnetworkt 2 F 1 Sy RS LX 2 & SR e.4.,@3¢Pofirdws)! It iscs@rietin@giadNdalleda
G a G2 dzi¢ vy thé BagkbBidgebleout networkoften forms its own layeB subnet and isiot

usually connectedlirectlyto the frontend network. Communicatiorbetweenfrontend andbackend
networks oftenoccursthrough compute nodes with network interfaces into both networks.

The ackendscaleout network servevery special purposes. For example, an H&&endscale-out
network enablescommunication viaa message passirigterface(MPI) while adeeplearningbackend
scaleout network deliverstraining traffic. AnAloriented backendscale-out network mightinclude
specialpurpose optimizations such asvitchsupport for collective operations over bulk data, while an
HPCGoriented backendscale-out network might support latency optimizationsnly for small collectives.

Having two networks may increase the cost of the overall systemtvo networksinstead of oner
separate frontend and backemetworks. Howevertwo networksprovidea clean separation of traffic
(i.e.,no interference) and designé., allowing for different architectures and technology deployments).
In some classic HPC systems, libekendscale-out network provides all the connectivity and network
services fothe compute nodesHowever, thisis achieved byetrofitting traditional transportprotocols
(e.g., TCP/IP) over the top of the HPC transport (eagtals, IPoIB) and accepting the trad#s thatare
implied.
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1.5.1.3 Scaleup Network

Scaleup networks aretypicallyvery specialized shorange interconnects that often come with only a

single tier of switches grossiblyno switchat all.

Historicalscaleup networks supportl/O coherency that is naalwayspresent in altypes of
interconnects. Modern examples used to connect acceleratag ,KPUknown asGPUs, FPGAS, or

AaLISOAFf AT SR

{2/ 40

Ay Of dzR S
systems. The capabilitied thesenetworks usually include memory semantics (which is similar to RDMA

abQa

Dal z

for bulk transfes) at the lowest available latencies (targeting suizrosecondfor a smaklscale or
programmed memory accesks UEprimarily focuses on backerahd scaleout networks, butconcepts
and portions ofUEtechnology may apply to scaig networks.

In typical 202 datacenter environments, the three types of networks are distinguishediffgrent

characteristicssummarizedn Tablel-1.

Tablel-1 - Distinctivecharacteristics by network typécirca 2024)

b+xL5L!

(per accelerator)

Characteristic (202) Frontend BackendScaleout Scaleup
(Intra Data Center)
Latency requiremenigOneway delay) 100pus+ < 10us <1us
Singlelink bandwidth requirements up to 100 Gbit/s | up to800 Gbit/s up to 800 Gbit/s
Number oflinks 1 per node lto2 Many

(per accelerator)

Multi-tenancy requirements

Hundreds of
tenants per
endpoint

Up to tens of
tenants per
endpoint

Usually, single
tenant

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.

Security requirements Important today | Important in the Optional
(SSL/TLS encrypt| future for some
everything) (depends on

offering, encrypt
everything should
be optional)

Protocol requirements Wide variety of Proprietary Proprietary
transport protocols ok protocols
protocols (all IP (desired for necessary
compatible, some Work!oe}d . (probably no IP for

specialization, performance
workloa probably L3 reason, L1/L.2
specialized headers for headers only,
proprietary, need | compatibility, no | some provide
to co-exist) need toco-exist) coherency)

Maximum link length requirement 1500 m 150 m 510 m

Deployment scale 256k+ 256k 100-1000

(network endpoints)

Topology 3level Clos 2-3 level Clos or full mesh orsingle

Dragonfly stage switch

Singlejob scale 100 256k 100-1000

(network endpoints)
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Characteristic (202) Frontend BackendScaleout Scaleup
(Intra Data Center)

Note:
1. The htency requirement is a bound on the range of the congestion window for full bandwidth.

Informative Text

This spgcificationis focused on théackendscaleout network. UEC will consider opportunistic
support forfrontend andscale-up networks. The intent is that when making trad#s, the goal of
supportingfrontend orscale-up networks will not impact the performance backendscaleout
deployments and will not impact the schedule fbrs specification delivery

1.5.2 UETransport (UETDbjectives

UET is focused on enablifgetworkloads and use casks HPC and ARIT and AINUET mainly targets
RDMA service and attempts to provide the best, moderniaed highly optimizedransport service for
carrying RDMA in Al and HPC workloddie general characteristics are summarizedablel-2. The
three use case§.e.,dedicated Alkrainingcluster,cloud Al/HPCand at-scale HPGhvolveorganizations
that leverage the full system scabéa single application as well asganizationsvho fill a significant
fraction of the machine with singleode applicationg and the full spectrum in between. The objective
for UET is to serve the breadth of these use cases with a single trapsptwtol.

Tablel-2 - Characteristics of UET Deployment Model

Characteristic (2026+) Dedicated Al Training Cloud Al/HPC At Scale HPC
Cluster

Networkscale 100k ¢ 256k 256 80k ¢ 256k

(Ethernetports)

Target unloaded ongvay 2¢10 ps 2¢10us 2¢10 s

latency

Ethernet port speed 800G+ 400G+ 800G+

Average network utilization Up to 85% 20-40% overall BW Varies, 6680% for
60-80% for Al cloud BWintensive apps

Packet rate Low Mixed High

Message size Relatively large Mixed Tinyto Mixed

Encryption Optional Required Optional

Multi-tenancy Nodelevel job isolation| Nodelevel job isolation + Nodelevel job
network virtualization isolation

An additional UET goal is to provide an accelerfriendlyinterface This involveslefining a

specificationthat minimizes the required hardware complexity for integrated endpoints. Another aspect
involvesdefining a software solution that enables accelerators and other processais more in

hardwarep C2 NJ SEIl YLIX S ' 9¢ Yl & [tt26 Fy | OO0St SNI (2N i1
(e.g., management and complex error handling) to a separate processor (e.g., host CPU). The details of
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hardwareimplementation andnterfacewithin anendpointto an acceleratoare out of scope for this
specification

While UETprovides excellent performanaen besteffort networks leveraging mulpathing and
improved congestion control assisted by network telemetris @lso architected to run odlossless
networks.Forbesteffort networks UET embraces two fundamental lesstesrnedfrom the success of
Ethernet, TCP/IPand largescale networks deployed for various applications including the cldioak
transport protocos should provide loss recovery and thaanylargescale lossless fabrics are
challenging to operate without triggering headH-line blocking and corestion spreading. Following
these principlesthe UEtransport builds on the proven path of distributed routing algorithms and
endpointbased reliability and congestion control.

1.5.3 Network Fabric
The network fabric consists &thernetswitches and the associated elemerdsscribed below

1.5.3.1 Elements
TheUEswitchfabricincorporatesthree commonfunctional planescontrol plane,data plane, and
managemeniplane Theseare depicted irFigurel-14 anddescribed as follows

1.5.3.1.1 Control Plane

The controlplaneis responsible for running critical functioesch asouting protocols to maintain
communication between fabric switches. This layer is manageetwyorkingoperatingsystems (NO§
such asSONIC, FBOS®dothers. The ontrol plane interacts witlthe switchdata planeusing standard
APEsuch asSAl or vendespecific APIs.
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Figurel-14- Layered View of Networking Functionality
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1.5.3.1.2 Data Plane

The data plane also referred to ashe forwarding planeis responsible for forwarding packets in the
network. This layer spans th¢Eendpoint {.e., FEP) and the network switchd=or clarity, he data
plane does notontrol or manage the UET FEPBis layecomprisesalower-level abstraction othe
switch hardware and is responsible for forwarding packets according to the forwarding information
provided by the control plane

1.5.3.1.3 Management Plane

The managemerplaneis responsible for ensuring th#te switch fabric is operationateliable and
secure.Management systems araksociated protocolperform software upgrades, monitoringnd
other administrativeactivities.The nanagement plane interacts wittme control plane using standard
interfacessuch afNetconf, gNMI, SNMRnd others.The managed objectaanipulated by the
management planare defined bystandardized data modelsuch asy ANG and supported by vendor
neutral software such a®penConfigsee:<https://openconfig.net).

Informative Text

Traditionally the management of endpoints has been separated from the management of the fa
UE follows the traditional separation that industry and organizations are accustomed to. The UE
management working group responsible for ensuring full functionality, performance, and
interoperability of UEcompliant devices.

1.5.3.2 UESwitch Operation in PhysicalNetworks
A UEcompliant switchoperates intwo typesof physical networks:

1. UEdata planenetwork: A network connectingrERto one another throughJEswitches. This
network carriesapplication traffic for various workloads andaigtimized forUEspecifications

2. Switch managemennetwork: Every switch provideat least onededicated Ethernet port to
connect nonfabricendpointssuch assSDN controlles, fabric manages, telemetrycollectors,
SNMP servex andother devices responsible for managing the infrastructdnis network is
not latencysensitive and typically has low bandwidth requirements.

1.5.3.3 Topologes

Topology is a critical part of an Al and HPC fabric as it sets the performance bounds by establishing the
network diameter and bisection bandwidth. Deploymemieed to consider the optimal system cost in
terms of energy consumption and physical aspscish acable costs.

Gongestionmanagementn this specificatiortargets Clos networkswhile not excludingther
topologies However no optimization or performance objectivase set far topologiesother than a
folded Closetwork (i.e.,afat tree). Gongestion managemerih this specificatiomas been simulated
over afat tree network topology.
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1.5.3.4 Network Constraints

TheUEfabricis constrained to use IPv4/IPW@ised layer 3 forwardingh UEfabric that uses tunnels
(e.g., VXLANS notcurrentlyspecified and is left to implementarMultitenancycan beaddressed at
the FEP level through encrypted tenant application ¢ageecific allocation of JoblRsd may alstake
advantage ogxistingtunneling mechanisms

UEdoes notrequire changego the network layerand can use existing routing protocol$E switches
useequal cost multipath (ECMPJouting forload balancingvhere the entropy values are managed by
the UET congestion management sublayer (CMS). The congestion management algorithms agd design
with the expectation that fabric switchedn not modify the entropy valueand that any two packets
with the sameentropy values take the same path through the UE fal@MSexpectsUE switches to
supportexplicit congestionnotification (ECN) aspecified in IETF RFC 3,168t with the additional
constraint ofmarkingcongested packetehen dequeuing for transmissigather than enqueung.
Packettrimming,as specified igection4.1, is an additional mechanism for congestion notification and
makes useof multiple differentiated servicescode points (DSCRp identify packets that can be trimmed
and have been trimmeds well as assure they are mapped to appropriate traffic cldssexpedited
forwarding

Traffic classeare embodied in thenechanisms and resources within endpoints and switches used for
the differentiated transmission opackets(e.g, queues, buffers, schedulerd)rafficclasses are
differentiatedfrom one another and can be prioritized between one anotlacketsare mapped to
traffic classesisingattributes and header fields of the receivedckets UEprimarilyreliesuponthe
DSCHield in the IP header to identify the traffic clasfka receiveacket

Informative Text

Trafficclasses are specified at multiple levell=e maps théraffic class specifie@t the libfabric layer
to traffic classesacross the fabrid-or example, UET recommends sepataadfic classedor requess
and ACKs/NACHKJET chooses a broad definition dfaffic classto acknowledgemplementationsthat
incorporate queuing resources aforwardingmechanismghat enable the differentiated forwarding
of packetddentified by thedifferentiated servicescode point (DSCP)he 5CRan identify64
distinctdifferentiated services, 16 of which are available for lodefinition and uselmplementations
provide a variety ofvays to configure the mapping of packédentified by DSC® traffic classesat
the endpoint link and switt level. here is no currenstandardidentified or defined by U perform
this mappingIn somecasesmultiple DSCRalues may map to the same traffic classetthe UET
DSCPnappings table in the CMS secti8r6.4.7). UEfeatures depend upon the consistent
configurationand useof traffic classesat the endpoint and across the fabrldE recommenda
consistentmapping,and the network operator is responsible fassuring thiconsistency.

Figurel-15shows themapping of application requested traffic classesraffic classesavailable at the
link layer on endpoints and switchdtems depicted within the dashed boxes a@nfiguration values
availableto the UE operatoat different layers of the UE solution staéipplications can specify the

desiredlibfabric traffic class using tHe domain()library APIIf unspecified, the UE libfabric mapping
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section2.2 provides default DSCP values to use for requdsts.CMS specification provisie table of
DSCP to Traffic Class mappingeittion3.6.4.7 This table describes how different classes of DSCP
values are mapped ttraffic classest the link.

The DSCP values provided for message requests from the libfaygicare passed through and
categorized as either DSCP_TRIMMABLE or DSCP_NOTH&RIMET protocahcludes DSCP valukes
generatal ACKs, NACKand control packetshat are categorized as DBGCONTROTLhe UET protocol
can also categorize retransmitted data packets idthCP_TRIMMABLE_RBRAIXheseDSCP categories
are mapped intdhe link leveltraffic classesT C highand TClow that are prioritized higlr and lower
with respectto one another.

Switches that trim packet&enoted by the scissor ican Figurel-15) change the DSCP values to
DSCP_TRIMMED or DSCP_TRIMMED _LA88&p#D8ing upon where they are in the fabric topology.
The DSCP values for trimmed packets can be mapped to a third traffic classe(l € available
otherwise TChighis used. Thenanagement actions fanapping DSCP values to thraffic classes
within the switches iither vendorspecific or currently unspecified.

Thecongestion managemerstublayer oflUETis designed with the expectation of usiagleasttwo

traffic classes for P3Qo achieve high performanc&he network operator is responsible for allocating
and configuringhe traffic classes used by UHhe mapping oUET packet types timaffic clasgs is
dependent on whether the network is best effort or lossleSseCMSsection3.6.4.7for further details.
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Figurel-15- Traffic Class Mapping
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1.6 UESpecificationOverview. Layers

TheUEspecification spans multiple layers from software down through the physical leigenel-16
shows therequired and optional components of tHéEspecificatiorby layers An overview of each
layeris providedn the following sections
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Figurel-16 - UE Specifications by Layers

1.6.1 Software Layer
UESoftware speifications areprovidedin section 2. Thisincludesa mapping to the libfabric API.

libfabric mapping:UEcompliant implementations support the Open Fabrics Interfatbfabric API
<https://ofiwg.qgithub.io/libfabric/>. Libfabricv2.0denotes the baseline API falecompliant endpoints.
Libfabric is the northbound API whettee UEAPI is defined and compliance is checkefl. specifications
are expectedto maintain alignment with the libfabric communitiibfabric is chosen because it

supports many workloads over RDNbAsed fabrics and is implemented by many vendors building
hardware and software to meet the specification. Multiple vendors have successfully created products
that enable MRbased HPC applications while also allowing PGAS, SHMEM, and other programming
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models. At the same timerendors have created libraries that support populaframeworks (e.g.,
PyTorch, TensorFlgwr ONNX). All these vendor offerings have proven to be easily and efficiently
mapped over libfabridJEC collaborates witthe libfabric community to extend thibfabric API, as
appropriate and necessary to suppoew UEfeatures.

1.6.2 Transport Layer

UEtransportlayerspecifications are provided section 3. TheUEtransport protocol is designed to
servethe networking demands of both HPC and Al worklo&iferent profiles are defined to allow
product optimizatiorfor satisfyinghe uniqueneeds of the workloadst is anticipatedthat the network
requirements forAl and HPC workloaddll increasingly overlapl heUEtransport protocolenablesa
wide range ofmplementations.The components of thelEtransport protocol include message
semanticspacket delivery reliability modes, congestioranagementand security.

Semantics (SESheSESublayeris designed to integrate intbroadly deployed Al frameworks and

HPC libraries througalibfabricmapping Applications using libfabric exchange messames the fabric
andplacethose messagedirectlyA y 12 2y S | y 2 (i K 8 goputardzd@ofyNJ Y SY 2 NE
techniques TheSESublayerspecifies a protocdhat defines howapplication messages are identified

how the associatedbuffers are addresse@ndhowthe preferred operation®n the messages are
employed.TheSESubayer is the primary interface between théEtransport and the libfabric

provider.

Packet Deliverysublayer(PDS)Application requirements determine the selection of the appropriate
UETpacket delivenservicesDifferent applicationsre optimized fowariousreliability andpacket
orderingconstraintson message deliveryThrough the UET layering modaeld associated libraries
applications can selethe transport protocol functionality that best suits their need$iePDS gblayer
defines a protocol with multiple modes of operatitimt offer all combinations of reliableinreliable,
ordered and unordered packet delivery services.

CongestiorManagement 8blayer (QVS): Endto-end congestion managementéssential to achieve

high network efficiency, reduce packet lpasd minimize latency while maintaining fairness between
competing flowsTraffic classes are used in the networks&parate traffic flows that have different
characteristics andequirementsfrom the network.To maintain fairness and assure a low latency

control loop UEcongestiommanagemenis designed to baised on all traffic in the same traffic class.
Traffic class configuration is the responsibility of the network operaddagh netwak efficiencyand

reduced latency are achieved by allowldgT congestiomanagemento enable multipath packet
sprayingacross the fabrieand avoid hot spots when congestion signals artseder UETRPDCs with
unordered flowsmay simultaneously use all paths to the destination, achieving a more balanced use of
all network paths. Link load imbalances are avoided by the coordinated choice of the paths between the
endpoints and switches guided by ra@he congestion managementhis finegrained load balancing
results in improved network utilization and reduced tail latency.

TransportSecuritySublayer (TSSAI training and inference often occur in hosted networks where job
isolation is required. Moreover, Al models are increasingly sensitive and become valuable business
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assets. Recognizing this, tb&transport incorporates network security by design and can encrypt and
authenticate all network traffic sent between computation endpoints in an Al training or inference job.
As jobs grovin scale it is necessary to support encryption without ballooning the session state in hosts
and network interfaces. In service of this, UET incorporates new key management mechanisms that
allow efficient sharing of keys amotayge numberof compute nodes participating in a job. It is
dedgned to be efficiently implemented at the high speeds and scales required by Al training and
inference.HPC jobs hosted on large Ethernet networks have similar characteristics and require
comparable security mechanisms. Nditat TS3s anoptionalfeature.

1.6.3 Network Layer

OptionalUEnetwork layerfeature specifications are provided section4. UEdoes not require any
changes to the networlkayer, but UET congestiananagemenexpects support foexplicitcongestion
notification (ECN) as specified in IETF RFC, 8l68vith the additional constraint of marking congested
packetswhen dequeuindor transmissiorinstead of enqueuing

Packet TrimmingCongestion is inevitableithin the fabric As fabric speeds increase amdre
pressure is put on limited switch chip bufferjrmpngestion signals become more prevalant the
informationwithin thosesignals becomes more importaim determininga corrective course of action
UEdefines gpacket trimmingfeature that allows switches to truncate contested packet®difythe
DSCP fieldf the truncated packetand forwardthe truncatedpackettoward the destinatiorasthe
congestion signaPacket trimming provides considerably more congestion information thareCN
bits alone Packet trimming is optional for switch&simplementand mandatory for FERS receive
trimmed packets.

1.6.4 Link Laye

OptionalUEIlink layer specifications are providedsection5. The UE specification adds several optional
features to the Link Layer, acknowledging that it may take longer to roll out products supporting these
features Sme workloads may benefit from these featuresid experimentation at scalenightbe the

best way to prove itin addition other SDOssuch as the IEEE §02ayhave interest in changingpme

of these features

Figurel-17 shows the areas of focus for théElink layer specifications with respect to IERER

architectureat the link layee ! 9 Q& 2 LJiA 2y £ NBEnKL2ayérfeae Blthé shadgdi T2 NJ G K

areas All features are optional for UE compliance.
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Figurel-17 - UELinkLayer Specification Focus Areas

LinkLayerRetry (LLR)With speeds and scale increasing, and with the extreme bandwidth densities
common in accelerator networks, the traditional approach of relying only onterahd retry to address
packet drops is increasingly burdensome for latesegsitive workloads. loal error handling at théink
Layer has proven valuable in scalet HPC networks, such as those used in exascale systems. The UE
specification provides this capability for Ethernet.

CreditBasedHow Control (CBFCJraditionally Ethernet networkrefrain from using credibased links,
which arecommon infabric technologies. However, some recently introduced products support it with
optional improvements for some workloads. CB&#&h optional featureof the UElink layer.

UELinkNegotiation: UEspecificationst dzLJLJ2 NIi & S E dwitchey Dntsidlude St

optional new featureghat benefit fromdiscovery and feature negotiation capabiliti®ghile it is an

objective ofUEto operate on a dedicateackend network for interaccelerator communicatiorithe

objective does not mitigate the nedd support discovery and featurgegotiationamongstall entities

(endpoints as well as switches) onthe netwddELINR Y2 1 Sa (KS ytdidescybe 2 F & LINR F
requiredandoptional features. It imecessary to detectliscoverand reach consensus among all

network entitiesto interoperatewith profile-supported featuresUE assumethat standard negotiation

mechanisms likeLDRare prevalent in the industry and are extensible for the aforementioned purposes.
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1.6.5 Physical Layer
UEphysicallayer specifications are provided $action6. UE is specified for physical layers using 100G
per lane signaling as defined by IES##802.3

Figurel-18 shows the areas of focder the UEphysicalayerspecificationsavith respect to IEEE 802.3
PHY architecturdJEIQ A& 2 LJGA 2y | f  FeBt@PNSiclayér telate tf the shaded areas.

ETHERNET
LAYERS
os| HIGHER LAYERS
RTAF(ESEEFCE LLC (LOGICAL LINK CONTROL) OR OTHER MAC

LAYERS MAC CONTROL (OPTIONAL)
MAC¢ MEDIA ACCESS CONTROL

APPLICATION
RECONCILIATION
PRESENTATION Y, % il
/
SESSION / PCS
TRANSPORT FEC
PMA
NETWORK
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DATA LINK |, AN
PHYSICAL <—— MDI
MEDIUM

Figurel-18- UE Physical Layer Specification Focus Areas

IEEE 802.3 100R&r-Lane Sgnaling The UEphysical layesectionliststhe IEEE 802.3 specifications that
are within the scope of UE

ChannelQuality Assumption Accelerator nodes are more complran standard endpoints or TOR
switches. At the time of publication, it is assumed tHaEEtandardsare sufficient, whileUEproducts
are encouraged to build more robust channels.

FECHatistics for Prediction of Link Quality: UE networks are assumed to comprise multiple high
performance links protected by forward error correction (FEC), on which data loss due to physical layer
errors is extremely infrequent. However, on a laigmle network there can be a few outlier linkshwit

more frequent errors than the rest of the network. With massively parallel applications, such links can
require frequentretransmission&nd thus become the performance bottlenecks of the whole network.
TheUE PHY specification includemethod of estimating the mean time between PHY errors (MTBPE)
on each link from the statistics of the FEC decoder. This estimation enables identifying poor
performance and thus provigeanopportunity to improve the network performande.g., by removing

the weakest links from the network or servicing their endpajints
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2 UESoftwarelLayer

2.1 UE Software Overview
The UE@evelogs specifications and/or software Af&d/or opensource code for various Al/HPC use
cases/applicationsThis includes, but is not limited to, software related to tbowing areas:

1 Support of UE transports and API within the OFI libfabric ecosystem (e.qg., libfabric mapping
specification).

1 Software reference models of UET transport.

Linux kernel API changes and extensions to support UET.

91 Interfaces between layers within the UET transport and other external components (e.g., Linux
kernel APIs).

1 Example applications.

=

2.1.1 Software Specifications

2.1.1.1 Libfabric Mapping

The HPC and Al industries have established the use of abstraction layerscoititmunicationlibraries

to isolate lowlevel details of the transport layer from the inner workings of the communication libraries.
UE adopts libfabrifl], also known as Open Fabric Interfaces (OFI), asamnunicationabstraction

layer. The libfabric mapping specificatidefineshow the libfabric v2.0 APIs are implemented using

Ultra Ethernet TransportThe goal of this mapping is to extend and change libfabric as required to
provide a vendointeroperable mapping that supports all the Ultra Ethernet profiles defined by the
transport working group. The specification also identifles requirements imposed on UHibfabricby

this mapping.

2.1.2 Software Components and Interfaces
UE software spans components and interfaces in user space and (Linux) kernel space. The complete
scope of the work is illustrated Figure2-1 and summarized iffable2-1.
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Libfabric Application

I

Libfabric

vendor_libfabric_provider.so

1

libuet application

libuet

user space

kermel

In-kernel UET
application
(e.g. NVMeORJET)

I

Kernel subsystems
(rdma_core, netdev etc

uet_core —
UET Kernel
impl.* vendor_uet_
. kernel_driver.ko
(uecon.ko) —

UET Netlink Interface

Libfabric application API
LibUET application API

UET Core kernel application API
Kernel subsystem APIs

UET Core kemel module API
Defined by UEC

Extended and/or modified by UEC

poot? titilt

Vendor implemented

Job Control
TSS Key Manageme
FEP Address Assignmgnt

*The UET Kernel implementation leverages UDP tunnel interfaces to
transmit and receive over standard netdev devices

Figure2-1 - Components and Interfaces Defined By UEC

Table2-1 - UE Software Components and Interfaces

Interface or Component

Functionality

Scope of Work

91 libfabric
9 libfabric application API

User space application API

Definition and implementation
of changes anéxtensions
required of libfabric and
extensions.

Definition of interoperability
requirements between vendor
provider implementations
Definition and implementation
of libfabric provider for
Transport Reference Provider
Model[3] and Linuxernel
implementation[4].
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Vendor device data and control interface

UET Core usespace application API




1 Common application API,
infrastructure and semantics
for command and control.

Interface or Component Functionality Scope of Work
1 [libUET 1 Common device modeicross Definition and implementation
1 [libUET application API vendors. of the liIbUET application API.

Definition and implementation
of libUET functions

1 UETcore

1 UETcore userspace
application API

1 UETcore kernel application
API

1 UETcore kernel module API

1 Common control and data
plane infrastructure used by
kernel UET applications and
UET kernel drivers.

1 Command, contrgland data
API for usespace and kernel
applications communicating
with or using UE¢€ore.

Definition and implementation
of the UETcore userspace,
kernel application and kernel
module APIs.

Definition and implementation
of UET core functions.

UET kernelmplementation

Kernel software implementation of
a subset of UET.

Definition and implementation
of the SESPDSand CMs
subayers.

Upstream as necessary

Kernel subsystem APIs

Access to common kernel function
and interface with specific
subsystems (e.g., rdma_core)

Define and implement
extensions to other kernel
subsystems to support UET.
Upstream as necessary

2121

Integration Model of FEP

A FEP exposes a raw L2 Ethernet device to the operating system to facilitate integration into the
Ethernet ecosystem (i.e., ARP, ICMP, etc.). A UE FEP implements d6&]diteernet device for
integration into the Linux kernel networking stack and a verslgpplied libfabric provider driver for

integration into libfabric. In the Linux kernel, the UET transport is included via a stack driver architecture
similar to how a RoG#evice is integrated into the kernel. Vendor implementations may vary from the
FEP integration model described in this specification.

2.1.3 Reference Software Models and Supplementary Software
UEC provides several software artifacts to assist implementors as follows:

Table2-2 - UE Reference Software

Software
UET reference provider modd]

Description
A user space implementation of a subset of UET (SES, PDS, CMS, q
core algorithms) deployable as a standalone model or as a libfabric
provider driver.
UET Linux kernel implementation | Kernel implementation of a subset of UET (SES, PDS, TSS, and CM
[4] sublayers). Includes kernel subsystem interface and functional chang
appropriate
A version of the RCCL networking plugin that providesterehd
connectivity for a subsengclSend, ncclRéoef the RCCL networking

UE RCCL pludsi
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Software Description

calls over UET using the UET reference provider model. This provide
example of how an application can use the UET libfabric implementai
UE Wireshark plugif2] A fork of the Wireshark opesource network protocol analyzer with a
dissector for UET

2.1.4 References
The following references are utilized by the UEC Software Working Group.

[1] GitHub, "ofiwg/libfabric OpenFabrics Release v2.0.0," 2024. [Online]. Available:
https://github.com/ofiwg/libfabric/releases/tag/v2.0.0

[2] Github, "ultraethernet/uetwireshark UE Wireshark Plugin,” 2025. [Online]. Available:
https://github.com/ultraethernet/uet-wireshark

[3] Github, "ultraethernet/uetref-prov UET Reference Provider Model," 2025. [Online]. Available:

https://github.com/ultraethernet/uet-ref-prov.

[4] Github, "ultraethernet/uetlinux-kernel UET Kernel Implementation,” 2025. [Online]. Available:

https://github.com/ultraethernet/uetlinux-kernel

[5] Github, "ultraethernet/uetrcckplugin UET RCCL Plugin," 2025. [Online]. Available:
https://github.com/ultraethernet/uet-rcckplugin

[6] Netdev, "Network Devices, the Kernel, and You!," [Online]. Available:
https://www.kernel.org/doc/html/latest/networking/netdevices.html[Accessed 2025].
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2.2 UELibfabricMapping

This document specifies the mapping between libfabric v2.0, also known as Open Fabrics Interfaces
(OFI), and the Ultra Ethernet Transport (UET v1.0), as well as the requirements imposed on UET OFI
providers. The mappings are an important part of enablimgmmunication libraries and services over

UET, including support for MPI, *CCL, SHMEM/PGAS, and other communication uses. UET must uphold
the expectations of these communication libraries and servigdslitionally, the mapping is dependent

on the UET semaigs and profiles. It is expected that each UET Fabric End Point (FEP) vendor will
provide a UET libfabric provider that is optimized for their FEP; however, this specification defines
requirements that enable interoperability between UET FEPs.

Libfabric has been selected as the primary network data plane API for UET as it is a flexHseuspen
framework utilized by various communication libraries for Al and HPC workloads. Libfabric is
incorporated into this specification by normative refecen This specification does not attempt to

provide a tutorial description of libfabric. Details about libfabric and the libfabric APIs are available from
libfabric.org. Where possible, references to the libfabric main pages are provided. Note that these
references are subject to change.

In summary, libfabric provides a communication API tailored for-pagformance, parallel, and

distributed applications. As a lel@vel communication library, it abstracts various networking
technologies. However, in this context, we define its use for,dming to eliminate ambiguity while
enhancing interoperability and simplifying debuggibhdfabric has been deployed at scale, and its epen
source ecosystem is suitable for future enhancements that can be delivered as UET evolves. Libfabric
supports Liux, Windows, FreeBSD, and macOS platforms and uses a dual GPLv2/BSD license or a
compatible license, such as MIT. Extensibility has been designed into the API.

[ AGFIFIONARO A& o0dzAf G | NRPdzyR GKS O2yOSLIi 2F LX dAAY A
functionality are part of a vendesupplied UET provider. The libfabric core communicates with all

providers via a common provider API. The libfabricveafe architecture is illustrated iRigure2-2. The
applications shown in the diagram are illustrative and not meant to be comprehensive.

66

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



MPI CcCL * e SHMEM

Libfabric Enabled Applications

?

libfabric core

Control Communication Completion Data Transfer

| Discovery | |Connecti0n Mgmtl | Event Queues | Messages | | RMA
| Address Vectors | Completion |Tag Match'lng‘ | Atomics |
Cueues
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| Discovery | |Connecﬁon Mgmt‘ | Event Queues ‘ | Messages ‘ ‘ RMA |
Address Vectors Completion |Tag Matching‘ | Atomics ‘
Queues
NIC ‘

TX Queues RX Queues

Figure2-2 - Libfabric Software Architecture

The libfabric APIs are partitioned into fomain categories:

1 Control (discovery)
0 Used to determine the types of communication services available
1 Communicatior{connectionmanagementaddressvectors)
0 Used to seup communication between endpoints
1 Completion(event queues,completion queues,aunters)
0 Used to report data transfer operation resultsnnection setup status, collective
joining resultsand other asynchronous events
1 Data Transfefmessagestagmatching, RMAatomics, collective$
0 Used to transfer data between endpointjpportingdifferent communication
paradigms
o Four of the data transfer paradigms showrHigure2-2 (messages, tagged messages,
RMA, and atomics) target poitd-point communication. Collectives are a fifth data
transfer paradigm targetingoordinated atomic operations among a larggt of peers.

Each of these API categories is covered in this specification.
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A libfabric provider implements the libfabric APl over vengpecific lowetlevel software and hardware
interfaces. Libfabric does not define the software/hardware interfaces that a provider uses to access
network hardware. The libfabric UET Provider ®afe Architecture is illustrated iRigure2-3.

Applications
Y
HPC & Al Middleware (MPI, SHMEM, *CCL) ‘
el e i libfabric APIs
v
libfabric Core
——————————————————— ProviderAPls
\i
Vendor UET Provider
Implements libfabric features required by UET User
Control | Communication = Completion = Data Transfer Space
——————————— i— ——— Vendor APIs
Vendor Low-Level NIC HW Interface
UET Control
APls Tttt T TTTyY T T T T T TTTTTyT T T T T T T T T TT
Vendor Kernel Driver Kernel Kernel
* Bypass

Figure2-3 - Libfabric UET Provider Software Architecture

A kernel driver MUST be provided to facilitate operations that require a privileged entity, sdobl&s
assignment, provisioning, or security key manageme&he vendor lowevel NIC hardware interface
SHOULD use kernel bypass techniques when accessing the hardwaegdomance reasons.

The interface between the kernel driver and a privileged entity is referred to as the UET Control API. The
privileged entities that interface with the kernel driver are expected to vary across deployments. Thus,
UET standardizes the UET Control APIs fioxlimplementations to allow:

1 Kernel drivers that implement the standard interface to interoperate across deployments, and
91 Privileged entities to interoperate with kernel drivers from multiple vendors.

Netlink was selected as the foundation for the UET Control APIs in Linux environments due to its
flexibility, extensibility, and wide availability. Implementations for Adnux operating systems are
expected to provide similar functionality. More details the UET Control APIs are provided in
subsequent sections of this specification.
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2.2.1 ApplicationUse Cases

Different applications have different communication requirements. This section highlights several
application use cases that were considered by UET along with davighsummary of their expected
usage of the libfabric APIs. Additional use cases wersidered, but not documented here, such as a
variety of client/server applications for purposes such as storage or remote procedure callSTEIRC).
2-3 summarizes the expected libfabric API usage for selected UET targeted applications.

Table2-3 - UET Application Categories

Application Use Case Summary of Expected API Usage

Reliable communication
Matching based on sender ID
Tagged messages using exact matching
o With no guarantees about which tag matches if duplicate tags are
Data transfers using RMA Write
Message and data ordering not required
Optional use of collective offload
Reliablecommunication
Matching based on sender ID
Tagged messages with wildcard matching and duplicated tags
Send/receive untagged messages
Datatransfers using RMA Read and RMA Write
Tagged message ordering is required
Data ordering is not required
Optional support for atomic operations
Optional use of collective offload
Reliable communication
Message and data ordering not required
Data transfers using RMA Read, RMA Write, and atomics
Optional use of collective offload
Unreliable datagram communication
Send/receive MTWized messages
Message and data ordering not required

=a =

*CCL

=

*MPI

SHMEM

ub

= -4 _a_-8_8_-48_90_-4._-._-29._-24._--42._-92_-92._-24._-242@9..2._.92._-9

2.2.2 UET Profiles

UET defines multiple profiles thatiow for tradeoffs between implementation complexity/cost and
capabilities. Each UET profile corresponds to a set of required capabilities. The details of the capabilities
required by each profile are defined in the SES specification. The three UESsprofitder of

functionality (least to most) are:

1. Al Base
2. Al Full
3. HPC

Profiles specify theninimumrequired set of functionality and features for support of the profile. UET vendors providing
additional features beyond the profile specification MUST provide a means of selectively emalolitigabling those features
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Libfabric provides flexibility by making a broad set of parameters available to applications. These

parameters are typically carried in libfabric structures. UET places constraints on the set of parameters

that MUST be supported.able2-4 summarizes the parameters that MUST be supported for each

profile. Parameters not shown have venekpecific values.

Table2-4 - PerProfile Libfabric Parameter Requirements

Structure Field Value(s) Required Notes
Al Al HPC
BASE | FULL
fi_info
caps FI_LOCAL_COMM Y Y s libfabric capabilities
FI_REMOTE_COMM Y Y Y
FI_MSG Y Y Y
FI_SEND Y Y Y
FI_RECV Y Y Y
FI_TAGGE(@xact match) Y Y 1See footnote 1
FI_TAGGED (wildcatd) Y
FI_DIRECTED_RECV Y 2See footnote2
FI_TAGGED_DIRECTED_R Y
FI_SELECTIVE_COMPLET| Y Y Y
FI_SHARED_AV Y Y Y
FI_RMA Y Y Y
FI_WRITE Y Y Y
FI_REMOTE_WHEIT Y Y Y
FI_READ Y Y
FI_REMOTE_READ Y Y
FI_RMA_EVENT Y Y Y 3See footnote 3
FI_ATOMIQnonHetching} Y Y Y
FI_ATOMIfetching$ Y Y
FI_HMEM Y Y Y
FI_FENCE Y Y Y
addr_format FI_ADDR_UET Y Y Y New for UET
fi_fabric_attr
name UET Y Y Y
prov_name Vendor specific
fi_domain_attr
name Vendor specific Usually in the form of
[vendor]_[instance]
threading FI_THREAD_SAFE Y Y Y Support for other
values is vendoer
specific
mr_mode Provider requires application Y Y Y
use ofFI_MR_ENDPOINT
mr_key_size <=6 Y Y Y Seesection2.2.5.3.4.1
cq_data_size 8 Y Y Y
max_ep_tx_ctx >=1 Y Y Y
max_ep_rx_ctk >=1 Y Y Y 4See footnotet
max_ep_stx_ctx 0 Y Y Y No shared transmit
gueues
max_ep_Srx_ctx 0 Y Y Y No sharedeceive
gueues
mr_iov_limit >=1 Y Y Y
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Structure Field Value(s) Required Notes
Al Al HPC
BASE | FULL
mr_cnt >=8 Y Y Y Floor is subject to
overall availability of
MR resources if MRs
are a shared resource
tclass FI_TC_BEST_EFFORT Y Y Y Maps to default TC
FI_TC_UNE&E Y Y Y Maps todefault TC
DSCP value Y Y Y
auth_key_size Oor3or Y Y Y Seesection2.2.4
FI_AV_AUTH_KEY \
max_ep_auth_key >=1 Y Valid onlyin
conjunction with
auth_key_sizes
FI_AV_AUTH_KEY
fi_ep_attr
type FI_EP_RDM Y Y Y Reliable datagram
FI_EP_DGRAM Y Y Y Unreliable datagram
protocol FI_ PROTO_UET Y Y Y New for UET
protocol_version FI_VERSION (1, 0) Y Y Y
max_msg_size Max | 4GB1 | 4GBl | 5See footnote 5
PDU
max_order_raw_size 0 Y Y Y No data ordering
max_order_war_size 0 Y Y Y No data ordering
max_order_waw_size 0 Y Y Y No data ordering
tx_ctx_cnt >=1 Y Y Y
rx_ctx_cnt >=1 Y Y Y See footnoted
auth_key JobID when Y Y Y Seesection2.2.4
auth_key sizés 3
fi_tx_attr
op_flags FI_COMPLETION Y Y Y
FI_INJECT Y Y Y
FI_INJECT_COMPLETE Y Y Y
FI_TRANSMIT_COMPLET| Y Y Y
FI_DELIVERY_COMPEET Y Y Y Appliesonlyto reliable
endpoints
msg_order 0 Y Y Y No message ordering
FI_ORDER_SAS Y Y Y
Any combination of defined Y Y
Message ordering modes
comp_order 0 Y Y Y Field being deprecated
by libfabric
inject_size Vendor specific
iov_limit >=1 Y Y Y
rma_iov_limit >=1 Y Y Y
fi_rx_attr
op_flags FI_COMPLETION Y Y Y
msg_order 0 Y Y Y No message order
comp_order 0 Y Y Y Field being deprecated
by libfabric
fid_nic All fields supported Y Y Y
by the platform
should be set
Note:
1. 9EIF OG0 YIGOK @SNEdzA 6Af ROFNR (I 34 | NEaggRd()APisisgedeato
22542
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Structure Field Value(s) Required Notes

Al Al HPC
BASE | FULL

2. The level of required support for FI_DIRECTED_RECV/FI_TAGGED_DIECTED_RECYV is limited to the g
requirements specified in sectidh2.4.3and the initiator ID matching requirements specified in section
225421

3. Alibfabric provider indicates the atomic operations that it supportdivia@omic()APIs; fetching and nen
fetching atomics are different operations; see sectibd.5.4.4

4. If scalable receive queues are supported, consecutive indices must be allocated for the endpoint with on
for each receive queue. The allocation of consecutive indices can be accomplished using the service
configuration file described imable2-7 or by the provisioning system as described in secZi@5.3.5.1

5. Max PDU is the maximum payload of a single frame (i.e., UET payload) per definition in UE SES specifig

Libfabric v2.0 has added the capability to separately set the maximum message size for RMA operations
via thefi_setop{) API. The UET requirements for all profiles are:

1 GB <= UET Maximum RMA Message Size <= (4GB i 1)
The petprofile requirements for completion counters are specified in secldh5.3.7
Table2-5 contains a mapping of the application use cases showWale2-3 to UET profiles.

Table2-5 - Application Use Case Mapping to UET Profiles

Application Use Case UET Profile(syith Optimal UseCase Support
*CCL Any of Al Base, Al Full, or HPC
*MPI HPC
SHMEM Either Al Full or HPC
ubD Any of Al Base, Al Full, or HPC

2.2.2.1 Profile Negotiation and IntefProfile Interoperability
A logical priority, shown ifiable2-6, is associated with each profile to resolve conflicts when source
and destination FEPs have overlapping profile support.

Table2-6 - Profile Logical Priorities

Profile Logical Priority
Al Base 0
Al Full 1

HPC 2

UET libfabric endpoint addresses, which are specified in seZtib8.], include aabric Endpoint
Capabilitiedield that indicates the profiles supported by the fabric endpoint. If there is an overlap
between the profiles supported by the source and destination FEPs, the common profile with the
highest logical priority MUST be used for communication between BiesF

72

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



The Al Base profile is a subset of both the Al Full and HPC profiles. So, the Al Base profile can always be
used. The HPC profile is not a superset of the Al Full profile. However, deferrable send, which is
discussed in sectioh.2.5.4.1.2is the only Al Full capability that is not supported by the HPC profile.

Thus, the Al Full profile and the HPC profile can interoperate subject to the following restrictions:

w The operations MUST be limited to those supported by the Al Full profile,

w The HPC profile MUST treat a deferrable send operation the same as a send operation, and

w The HPC profile MUST treat a deferrable tagged send operation the same as a tagged send
operation.

2.2.3 Configuration Information
The libfabric UET provider configuration parameters are showralre2-7.

Table2-7 - Libfabric UET Provider Configuration Parameters

Parameter Data Type Description

Environment variable specifying the path name
for an optional service configuration file
UET_PROVIDER_SERVICE_PATH string containing usedefined service name strings and
associated Indices. The service hame strings cd
be used as a parameter to ttie getinfo() API to
allocate an index or a range of indices for the
service. The file format is simply one service en
per line formatted as follows:

service_name start_index num_indices

The service_name is a string with a maximum
length of 64 characters. The start_index and
num_indices are integers, where (start_index +
num_indices] <= 4096.

Messages with sizes >=
UET_PROVIDER_MSG_RENDEZVOUS| uint32_t UET_PROVIDER_MSG_RENDEZVOUS_SIZE
SHOULD be sent with a rendezvous protocol.

Tagged messages with sizes >=
UET_PROVIDER_TAG_RENDEZVOUS | uint32_t UET_PROVIDER_TAG_RENDEZVOUS_SIZE
SHOULD be sent with a rendezvous protocol.

UET_PROVIDER_MAX_EAGER_SIZE  uint32_t Maximum amount of eager data in bytes for the
rendezvous protocol.

TheSES specification defines eager as follows:
The initial rendezvous request MAY have an
GSFISNE LRNIAZ2Y 2F RI
Eager transfers are payload transfers before the
buffer for the transfer has been identified at the
target.

UET_PROVIDER_DEF DATA_TC uint8_t Optional override of default DSCP codepoint for
data traffic class. See secti@rR.7.

UET_PROVIDER_FALLBACK_JOBID_SU boolean Configuration support for assigning endpoints tg
fallback JoblID if one cannot be obtained from th
job provisioning system. See sectidi2.4.2
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Parameter Data Type Description

UET_PROVIDER_INITIATOR_ID uint32_t Environment variable containing the initiator 1D
for endpoints configured through the fallback
JoblD mechanism described in sectibf.4.2

2.2.4 JoblIDs

TheJoblDis part of UET addressing, is carried in §i&$eaderas theses.JoblDield, and is used for
authorization. TheJobIDMUST be assigned by a privileged entiyprivileged entity MUST provide the
assigned JoblID to the provider kernel driver as described in either s@cahlor section2.2.5.3.5.1
After assignmentthe JobIDMAYbe passed tdibfabricuserspace software, bulobI3 presented to the
UET provideby libfabricuserspace software MUST be validateihin a hardware contextMultiple
methods for assigningobl3 are specified:

1. JoblDassignment ajob initializationtime
2. JoblDassignment atibfabricendpoint creationtime
3. Fallback JobID assignment

2.2.4.1 JoblDAssignment at Job Initialization Time

A privileged entity, such asjob launcher MAYassignlobl3 at job initialization timeWhen JobID
assignment is performed at job initialization timégtprivileged entity NUSTconfigure {OS Process ID,
Service Name¥> {JoblIDinappings vidhe UET Control ARlith the provider kernel driveras illustrated

in Figure2-4. The privileged entity MAY also configure components of the local UET address and security
bindings as part of the mapping.
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Privileged Job Laucher ‘

Job ID Mapping:
{Service Name, Job ID}

A

‘ Applications ‘
v
| HPC & Al Middleware (MPI, SHMEM, *CCL) |
UET CONTROLAPI | e l~ —————————————— libfabric APIs
Job ID Mapping Request:
{05 PID, Service Name, Job ID, | libfabric Core |
UET Addr, Security Bindings} )
i ProviderAPls
Vendor UET Provider

Implements libfabric features required by UET

Control = Communication = Completion = Data Transfer

——————————— i— ——— Vendor APIs

Vendor Low-Level NIC HW Library

Kernel

Kernel Driver Bypass

{Job ID Validation Info}

Figure2-4 - JoblDAssignment at Job Initialization Time
TheUET Control API Jobhiappingparameters are specified ifiable2-8.

Table2-8 - UET Control ARlobIDMapping Parameters

Parameter Name | Size (bits)

Flags 8 Valid Flags

Bit 0:0 ¢ Indicates validity of UET Address Field
0=>UET AddresBeld isNOTvalid
1 =>UET Addresgeld is valid

Bit 1:1¢ Indicates validity of security bindings field
0 =>Security binding§ield isNOTvalid
1 =>Security binding§ield is valid

Bits 2:7¢ Reserved, MUST be 0

JobID 24 JoblDassigned

Description
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Parameter Name | Size (bits) Description
OS PID 32 Operatingsystemprocess ID thafoblDis assigned to
Service Name 136 NulHterminated gring identifyinga service thatJoblDis assigned to. A
NULL string indicates thimblDis assigned to all services of the process.
UET Address SeeTable | MAY be used to assign components of the local UET address (e.g.,
2-10 PIDonFEP or Initiator ID)
The UET address format is specifiedatle2-10
Security Bindings| SeeTable | MAY be used to assigecurity bindings
2-33 Securitybindingparameters are specified ifable2-33

I W/ Q & NYzO G dzNfe URIEChiind AP 6k D niappihg req@iebt is showigime2-5.

#define UET_CTRL_FLAG_ADDR_V1 << 0) /* wuet address field valid *
#define UET_CTRL_FLAG_SEC M1 << 1) [*  security bindings  field valid */
#define UET_MAX_SERVICE_NAME_CHAR® /* max len of service name str */

struct  uet_ctrl_job_id_map_req {
uint8_t  flags;
uint32_t  job_id;
uint32_t 0s_pid;
char service[UET_MAX_SERVICE_NAME_CHARS+1];
struct uet addr uet_addr;
struct  uet_sec_hindings sec_bindings;

}1
Figure2-5- UET Control API JobID Mapping Request Structure

Security bindings MAY be assigned for the entire JobID mapping usisgcthigindingéeld of the
uet_ctrl_job_id_map_regtructure. Alternatively, in th&inuximplementation ofthe UET Control API

(see sectior2.2.11), security bindings MAY be assigned for each allocated resource index using a series
of UET_NL_ATTR_SEC_BINDINGS Netlink attributes.

JobID mappings MAY be removed using the UET Control APl JobID unmappinglrequést. Q & G NHzO (i dzN
representation othe UET Control API JobID unmapping request is shofigume2-6.

struct  uet_ctrl_job_id_unmap_req {

uint8_t  flags;

uint32_t  job_id;

uint32_t  os_pid;

char service[UET_MAX_SERVICE_NAME_CHARS+1];
struct  uet addr uet_addr;

h

Figure2-6 - UET Control API JobID Unmapping Request Structure

More than oneJobIDMAYbe assigned to the same {OS PID, Service Name}. When miittip@sare
assigned tahe same {OS PID, Service Nantted libfabric FI_AV_AUTH_KEY capallit\STbe used to
select theJoblDassociated with a data transfer operatiois an example, multiple JobIDs allawingle

libfabric endpoint of a server to communicate with multigléent jobs. Another use case is when
multiple jobs need to communicatgith one another
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WhenJobIB are configured at job initialization time by a privileged entity, the provider kernel driver
MUST maintain the configuretbblDmappings for subsequent use. The privileged eniyYalso pass
the JobI» to userspace applicationfor use as parameter® subsequentibfabric APkalls

A UET provideMUST support at least ordoblDper libfabric endpoint and MAY support mulépiWhen
a singleJoblDper libfabric endpoint iprovided the JobIDMAY be carried in the libfabrauth_key
attribute (the FIAV_AUTH_KEapabilityMAYalso be used to support a singleblDper endpoint).
When multipleJobIB per libfabric endpoinare supported, theJobl» MUST be inserted into the
address vector bound to the endpoint using tieav_insert_auth_ke§jy API (i.e., thelobl¥ are inserted
as authorization keys). The insertédblZ MAYthen be used for:

91 Authorization of posted receive buffers,
9 Authorization of registered memory regions, and
1 Selection of theloblDused for message transmission operations.

When theauth_key_sizattribute is set to FI_AV_AUTH_KEY, all authorization keys are associated with
the address vectoiTheauth_key_sizéMUST be set to FI_AV_AUTH_KEY when multiple JobIDs are
supported. Otherwise he auth_key siz&UST be set teither 0 or3. When theauth_key_sizés set to

0, the UET provider supplies the assigned JobID on behalf of the user. Whaarththkey sizés set to

3,the JobIDMUST bearried in theauth_keyattribute. Themax_ep_auth_kegomain attribute

indicates the maixnum number of authorization keys thate supported per libfabric endpoint.

For notation convenience, the following terms are defined:

T Indirect JoblD methoda(ith_key_size= 0)¢ this is the default behavior
91 DirectJoblDmethod (@uth_key_size 3)
1 AVJoblDmethod @uth_key size FI_AV_AUTH_KEY)

The HP@rofile MUST support the AYoblDmethod.

The AV JobID method MUST supportfihav_insert_auth_kewnd thefi_av_lookup_auth_kelibfabric
APIs.

JoblID assignment MAY also occur when the libfabric endpoint is created as specified in section
2.2.5.3.5.1and illustrated inFigure2-9.

2.2.4.2 Fallback JobID Assignment

¢KS LINPOARSNI O2y FAIdzNI GA2Y Yl & SyloftS Frttol O]l w2
cannot be determined through the previous methods it is assigned a fallback JobID. The value of fallback
JobID is 16777215. When fallback JobID suppertabled, the Initiator ID of the endpoint is sourced

from the UET_PROVIDER_INITIATOR_ID environment variable. If the environment variable is unset,

endpoint creation MUST fail.

e
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2.2.4.3 Authorization

The authorization procedures described in this section MUST be implemented for absolute addressing
mode. The procedures are not required for relative addressing mode because the JoblID is a component
of the addressing information that is used to locate theéfer and memory region. Please refer to the

SES specification for a description of the absolute and relative addressing modes.

Authorization allows access to receive buffers and registered memory regions to be controlled. The
JoblD is used for authorization of access to receive buffers and registered memory regions. The specific
requirements defined in the SES specification are:

1 Implementations MUST allow an option for buffers and memory regions to be exposed for
exactly one JoblID.

f LYLX SYSy{(lGAz2ya al{¢ tt2¢ +ty 2LWGA2Y F2N 0dzFFS
JoblID.

The JobID associated with a receive buffer is determined when the buffer is posted using one of the
fi_msg()APIsTheJoblDassociated with anemory regioris determined when thenemory regioris
registeredusing the fi_nm APIsThe procedures for determining the JoblID that is associated with a
posted receive buffer or registered memory region are specified in the following subsections.

Authorization is performed by checking that thes.JoblDield in the SES header is allowed to access
the targeted receive buffer or registered memory region.

2.2.4.3.1 Untagged Message Buffer Authorization

This section covers how the authorization requirements are managed for untagged message buffers.

The JoblD for buffer authorization is obtained differently based on whether the JobID method used is
the indirect, direct, or AV JobID method.

With the indirect JoblD method, the UET provider supplies the assigned Joblimtagded message
buffer access MUST be authorized only for operations carryiagstéss.JoblDield in the SE$ieader.

With the direct JobID method, the JoblID for untagged message buffer authorization is taken directly
from the auth_keyattribute of the libfabric endpoint, anbuffer access MUST be authorized only for
operations carrying thases.JoblDield in the SE®eader.

With the AV JoblDnethod, the JoblDfor untagged message buffer authorizatiordetermined using
the src_addiparameter of thefi_recvmsg(API when the FI_AV_AUTH_KEY flag i¢nstttis case, the
src_addiistreated as a source authorization kesturned by thefi_av_insert_auth_key APl when the
JobID was inserted into the address vector bound to the libfabric end@irfiter access MUST be
authorized only for operations carrying ttées.JoblDield in the SE®eader.In all other cases (e.qg.,
fi_recv()API usedfi_recvv()API used, FI_AV_AUTH_KEY not set):

1 The posted buffer MUST be for any JoblID, and
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1 CGomponents of the UET address referenced bydte addmparameterMAYbe used to direct
received messages to specific buffers according to the FI_DIRECTED_RECYV semantics.

2.2.4.3.2 Tagged Message Buffer Authorization

The tagged messadpiffer authorizationrequirements are thesame as specified for untaggetessage
buffersin section2.2.4.3.1

2.2.4.3.3 Memory Region Authorization

This section covers how the authorization requirements are manageaedistered memory regions
To associate a registered memory region withadID, he fi_mr_regatt() API MJSTbe used

When theauth_key_sizéield of theattr parameter tofi_mr_regattr()is 0, the memory region MUST be
for any JobID.

When theauth_key_sizdield of theattr parameter tofi_mr_regattr) is 3, the memory region MUST be
associated with the JoblID carried in theth_keyattribute of the libfabric endpoint.

When theauth_key_sizdield of theattr parameter tofi_mr_regattr()is set to FI_AV_AUTH_KEY:

1 Theauth_keyfield of theattr parameter tofi_mr_regattr()MUSTpoint to a userdefinedstruct
fi_mr_auth_keythat specifies:
0 An address vector, and
0 An address that has been inserted into the address vector.
1 The memory region MUST be associated with JoblDrepresented by the authorization key of
the address specified in tHe_ mr_auth_keystruct.

In all other cases (e.g., usefofmr() registration APIs other thafi_mr_regattr)), the memory region
MUST be for any JoblID.

When a registered memory region is associated with a Jaud®ss MUST be authorized only for
operations carrying tat ses.JoblDield in the SES®eader.

2.2.4.4 JoblDSelection for Data Transmission Operations
Using the indirect JoblD method, the provider references the assigeedoblDield within the SES
header to facilitate data transfer operations.

In the direct JoblD method, thees.JoblDield within the SES header of data transfer operatiBhdST
be takendirectly from theauth_keyattribute of the libfabric endpoint.

With the AV JoblDmethod, theses.JoblDield withinthe SESieader of data transfer operations MUST
be determinedfrom thefi_addr_t dest_addparameter of the libfabric API (i.e., the authorization key
associated with the destination address when it was inserted into the address vector).
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2.2.5 Libfabric APIs
This specification targets the libfabric v2.0 release.

Libfabric provides many APIs that are currently documented in the groups summariZathleg-9.

Table2-9 - Libfabric API Groups

API Group Name Description
fi_atomic Remote atomic operations
fi_av Address vector operations
fi_av_set Address vector set operations
fi_cm Connection management operations
fi_cntr Completion and event counter operations
fi_collective Collective operations
fi_control Fabric resource operations
fi_cq Completion queue operations
fi_domain Fabric domain operations
fi_endpoint Fabric endpoint operations
fi_eq Event queue operations
fi_errno Fabric error operations
fi_fabric Fabric network operations
fi_getinfo Fabric discovery operations
fi_msg Message data transfeperations
fi_mr Memory region operations
fi_peer Provider to provider operations
fi_poll Polling and wait set operatior{being deprecated by libfabric)
fi_provider Provider operations
fi_rma Remote memory access operations
fi_tagged Tagged daté&ransfer operations
fi_version Library interface version operations

Each individual API is not explicitly covered in this specification. Instead:

T

Detailed coverage is limited to the key APIs in each of the four main API categories identified in
section2.2(i.e., control, communication, completion, and data transfer).

Requirements for other libfabric APls are specified in se@i@rb.5

Unless explicitly stated otherwise, all libfabric APIs SHOULD be supported.
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Some of the libfabric APIs also have parameters that were not covered by the UET profile parameter
requirements specified in sectidh2.2 and a subset of those parameters require special handling by a
UET provider. An effort has been made to identify such parameters and specify the required handling.

Figure2-7 provides a togevel depiction of relationships between key libfabric objects and the
associated APIs. The purpose of the diagram is to provide context that promotes easier understanding
of subsequent text in this specification. A typical API flow foating the objects is summarized in the
following bullets:

1 Thefi_getinfo()API is used to identify locally available providers and their capabilities.
o fi_getinfo()returns a list ofi_info structures.
1 The application selects tHe info structure associated with the desired provider and uses the

fi_info structure as a parameter to thié_fabric()API, which creates a fabric object.
o In libfabric, a fabric represents a network.
1 Thefi_eq_open(API is used to create an event queue that is bound to the fabric.
o0 Event queues are used teport the completion of asynchronous control operations and
events
1 Thefi_domain()API is used to create a domain object that is bound to the fabric.
0 In libfabric, adomainrepresents aNIC.
1 Thefi_endpoint()API is used to create an endpoint object that is bound to the domain.
o In libfabric, an endpoint represents a transpéet’el communication portal.
1 Thefi_cq_open(API is used to create one or more completion queues.
o Completionresourcedi.e., completion queues or completion counteasg used to
report the results of submitted data transfer operations
1 Thefi_cntr_open()API is optionally used to create one or more completion counters.
1 Thefi_ep_bind()API is used to bind the resource to the endposich agventqueues,
completionqueues,completion ounters,addressvectors, orsharedtransmit/receivecontexts
1 Thefi_mr_reg()API is used to create a memory region that is bound to the domain.
1 Thefi_mr_bind()API is used to bind the memory region to the endpoint (instead of the domain).
o UET requires memory regions be bound to endpoints as specifieabile2-4.
1 Thefi_av_open(API § used to create aaddressvector under thedomain, to be bound to the
endpoint
0 Address vectors are used to efficiently represent destination endpoints.
1 Thefi_av_insert()API is used to insert one or more entries in the address vector.
I The data transfer APIs are be used for endpoint communication.
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Figure2-7 - Key Libfabric Objects and Associated APIs

2.2.5.1 LibfabricAddressing

Libfabric provides flexible endpoint addressing, where the available address formats are defined by an
enumeration. A new value, FI_ADDR_UET, is added to the enumeration to identify the UET address
format. Support for representation of UET libfabric endpoint addresses in the FI_ADDR_STR format is
NOT required.

The components of a UET libfabric endpoint address are shoWwahile2-10.

Table2-10- UET Libfabric Endpoint Address

Field Name Size (bits) Description
Version 8 Version number that identifies the format of the address
1 The fields in this table are associated with version O
Flags 16 Valid flags, see footnote 1

Bit 0:0 ¢ Indicates validity ofdbricendpoint capabilitiesfield

0 => Fabriendpoint capabilitiesfield isNOTvalid

1 => Fabriendpoint capabilitiesfield is valid
Bit 1:1- Indicates validity ofabricaddresdields (fabric address
type and fabric address)
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Field Name

Size (bits)

Description

0 => Fabri@addresdields are NOTvalid
1 => Fabriaddresdields arevalid
Bit 2:2- Indicates validity of PIDonFE®id
0 =>PIDonFEReld isNOTvalid
1 =>PIDonFEReld is valid
Bit 3:3- Indicates validity of indefields (start resource index and
num resource indices)
0 =>Resource Indefields are NOTvalid
1 =>Resource Indefields arevalid
Bit 4:4¢ Indicates validity of Initiator Ifeld
0 =>Initiator IDfield isNOTvalid
1 =>Initiator IDfield is valid
Other Flags
Bit 5:5¢ Indicates whether relative or absolute addramsdeis
used
0 => Relative addressing
1 => Absoluteddressing
Bit 6:6¢ Fabricaddresstype, IPv4 or Pv6
0 =>IPv4
1=>Pv6
Bit 7:7¢ Indicates if maximum message size is limited to MTU
0 => Maximum message size not limited to MTU
1 =>Maximum message size = MTU
Bits8:15 ¢ Reserved, MUST be 0

Fabric Endpoint Capabilitie

16

Bit 0:0¢ Indicates support for ABase profile
0 => Al Base profile NOT supported
1 => Al Base profile supported
Bit 1:1¢ Indicates support for Al Full profile
0 => Al Full profile NOT supported
1 => Al Full profile supported
Bit 2:2¢ Indicates support for HPC profile
0 => HPC profile NOT supported
1 => HPC profile supported
Bits 3:6¢ Reserved, MUST be 0
Bit 7: 7¢ Indicates support for optimized nematching SES
header
0 => Optimized nomatching SES header NOT supported
1 => Optimized nomatching SES header supported
Bits8:15 ¢ Reserved, MUST be 0

PIDonFEP

16

Process ID in context of fabric endpoint
Meaning depends on the address mode

Fabric Address

128

IP address

Start Resource Index

12

Servicddentifier
1 Index O is reserved for a UET provitieprovider control
channel
0 No standardized provideo-provider control channel
operations have been defined
0 The providetto-provider control channel MAY be used
for vendorspecific operations

NumResource Indices

12

Number of sequential indices assigned to the service

Initiator 1D

32

Initiator identifier (as defined in the SES specification)
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Field Name | Size (bits) | Description

Note:
1. The valid flags enable requests for specific components of a UET addresdfiogetiafo()API (see sectior
2.2.5.2.3 and thefi_endpoint()API (see sectioR.2.5.3.5.

Informative Text:

The Resource Index field of the UET address enables athralided application supporting multiple
services to open a libfabric endpoint for each service. Each service gets a unique index that is u
differentiate theendpoints.

Libfabric endpoint addresses are allocated when libfabric endpoints are opened, as discussed in section
2.25.3

I W/ Q A0GNHZOGdZNE NBLINBaSyiGldA2y 2Hguke28! 9¢ [AGTFI 6 NKO

#tdefine UET_ADDR_FLAG_FEP_CAP V (1 << 0) /* FEP capabilities valid flag */
#define UET_ADDR_FLAG_FA_ V (1 << 1) /* fabric address valid flag */
#define UET_ADDR_FLAG_PID_V (1 << 2) * PIDonFEP valid flag */

#define UET_ADDR_FLAG_RI_V (1 << 3) /* resource index vald flag */
#define UET_ADDR_FLAG_INI_V (1 << 4) [* initiator id vald flag */

#define UET_ADDR_FLAG_ABS MODE (1 << 5) /* absolute address mode */
#define UET_ADDR_FLAG_REL MODE (0 << 5) /* relative address mode */

#define UET_ADDR_FLAG_IPV6 (1 << 6) /* IPv6 fabric address type */
#define UET_ADDR_FLAG_IPV4 (0 << 6) /* IPv4 fabric address type */
#tdefine UET_ADDR_FLAG_MTU_MSG_SIZB << 7) /[* max message size is MTU?*
#define UET_ADDR_FEP_AI_MIN (1 << 0) /* Al base profile supported  */
#define UET_ADDR_FEP_AI_FULL 1 << 1) /* Al full profile supported  */
#define UET_ADDR_FEP_HPC (1 << 2) [ HPC profile supported  */

#define UET_ADDR_FEP_OPT_NM_SEM (1 << 7) /* non-matching hdr supported */
#define UET_ADDR_IPV6_ADDR_OCTET36

struct uet fa { /> fabric address */
union {
uint32_t v4;
uint8_t  v6[UET_ADDR_IPV6_ADDR_OCTETS];

3

struct uet_addr { /* UET address */
uint8 t  ver;
uint8_t  reserved; [* for alignment */
uintlé_t flags;
uintl6_t  fep_cap;
uintl6_t pid_on_fep;
struct uet fa fa;
uintl6_t  start_resource_index;
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uintlé t num_resource_indices;
uint32_t initiator_id;
h
Figure2-8 - Libfabric UET Endpoint Address Structure

2.2.5.2 Discovery APIs
Discovery APIs are used to discover the available libfabric communication services.

The following twadiscovery APIs are discussed in this section:
uint32_t  fi_version (void );

<https://ofiwg.qgithub.io/libfabric/main/man/fi version.3.htn

int  fi_getinfo (int version , const char *node, const char *service , uint64_t
flags , const struct fi_info *hints , struct  fi_info ** info );

<https://ofiwg.qithub.io/libfabric/main/man/fi getinfo.3.htm$

2.2.5.2.1 fi_version()API

Thefi_version()APIlis used to discover the libfabric version. The API returns an encoded version, which
can be decoded using thtd_MAJOR §ndFI_MINOR (nacros. The information MAY be used to ensure
the libfabric version meets the minimum that the application requires. For UET, this minimum should be
Major Version 2 and Minor Version 0.

2.2.5.2.2 fi_getinfo() API

Thefi_getinfo()API is used to identify locally available providers and their capabilitieparhemeters
to fi_getinfo()in Table2-11 merit additional description:

Table2-11-fi_getinfo() Parameters

Parameter Description
node The node parameter is usually set to NULL and ignored by the provide
MAY be used as a filter to limit the returned providers. For UET, if the n
parameter is nofNULL, it MUST point to a UET address. If the node
parameter is norNULL and the FI_SBQGE flag is set, UET providers
SHOULD filter the returned info based on the fields of the UET address
are valid (sedable2-10). If the node parameter is neNULL and the
FI_SOURCE flag is not set, UET providers SHOULD NOT return info.

service Previously, the service parameter has usually been set to NULL and igf
by the provider. For UET, the service parameter MAY contain a service
name string. The string MAY be a joefined value associated with a
particular service supported by UET orserdefined value read by the
provider from an optional service configuration file as describestation
2.2.3 The set of pralefined service strings is shown in Table 1 10 below
a pre-defined service string value appears in the service configuration fi
the mapping defined in the service configuration MUST take precedenc
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Parameter

Description

When the service parameter is specified, UET providers MUST filter the
returned providers based on the service parameter, and only return
providers that support the specified service.

flags

UET providers MUST support the following flag values:
1 FI_SOURCE

hints->addr_format

Indicates the format of addresses referenced by the fabric interfaces an
data structures. If the value is not FI_ADDR_UET, UET providers MUS
return info.

hints->src_addr

This parameter MAY be used as a filter to limit the returned providers in
manner like the case where the node parameter is-NLL and the
FI_SOURCE flag is set. If hirgec_addr is notNULL, the UET provider
SHOULD filter the returned info based & fields of the UET address thg
are valid.

hints->dst_addr

This parameter is intended as a filter to limit the returned providers. If th
hints->dst_addr parameter is specified, UET providers SHOULD NOT r¢
info.

(*info)->src_addr

Because full UET addresses are not available until the libfabric endpoin
opened, the components of the UET address that MUST be returned af
limited to the following:
Version
Flags
Fabricaddresstype
Fabricaddress
Startresourceindex
0 The returned start resource index is NOT required to be the
actual start resource index, but the provider MUST be able
identify the service based on the returned start resource ing
value (i.e., when thisrc_addiis used as a parameter to the
fi_endpoint()API).
o If the service parameter is not specified, the start resource
index is associated with the generic service.
9 Fabric endpoint capabilities

=A =4 -8 4 -4

(*info)->dst_addr

The UET provider MUST NOT return a destination address

Table2-12 - Pre-Defined UET Service Names

Pre-DefinedService Name Reserved Starting Resource Number of Resource Indices
Strings Index Value
G3IASYSNROE None (dynamically allocated) 1
G O00ft ¢ 1 5
a YL € 6 5
GakKyYSyY¢ 11 5

Multiple resource indices MAY be assigned to a service. Scalable endpoints (created with the
fi_scalable_ep(}\PIl) MUST assign a unigue resource index to each rx conteit (seeontext()API).
The UET address of an endpoint created withfthendpoint)API MUST be assigned a single
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applicationvisible resource index (there MAY also be an additional resource index associated with the
endpoint that is not applicatiotvisible but used as a providés-provider control channel).

2.2.5.3 Communication and Completion APIs
The communication and completion APIs are used to perform the setup required for data transfer and
to report data transfer operation results

The following communication and completion APIs are discussed in this section:

int fi_fabric (struct  fi_fabric_attr *attr , struct  fid_fabric ** fabric
void *context );

<https://ofiwg.github.io/libfabric/main/man/fi_fabric.3.html >

int fi_eq_open (struct fid_fabric *fabric , struct fi_eq_attr *attr
struct fid_eq ** eq, void *context );

<https://ofiwg.github.io/libfabric/main/man/fi_eqg.3.html >

int fi_domain (struct fid_fabric *fabric , struct fi_info *info
struct  fid_domain  ** domain, void *context );

<https://ofiwg.github.io/libfabric/main/man/fi_domain.3.html >

int fi_mr_reg (struct fid_domain *domain, const void *buf, size 't len,
uint64_t access , uint64 t offset , uint64 t requested_key
uinté4_t  flags , struct fid_mr ** mr, void *context );

uinté4 t  fi mr_key (struct fid_mr *mr);

<https://ofiwg.github.io/libfabric/main/man/fi_mr.3.html >

int fi_endpoint  (struct fid_domain  *domain, struct fi_info *info
struct fid_ep **ep, void *context);

int fi_ep_bind (struct fid ep *ep, struct fid *fid , uint64_t flags );

<https://ofiwg.github.io/libfabric/main/man/fi_endpoint.3.html >

int fi_gethame (fid t fid , void *addr, size .t *addrlen );

<https://ofiwg.github.io/libfabric/main/man/fi_cm.3.html >

int fi_cg_open (struct fid_domain  *domain, struct fi_cq_attr *attr
struct  fid cq ** cq, void *context );

<https://ofiwg.github.io/libfabric/main/man/fi_cq.3.html >
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int  fi_cntr_open(struct fid_domain  *domain, struct fi_cntr_attr *attr,

struct  fid_cntr **cntr, void *context);
<https://ofiwg.github.io/libfabric/main/man/fi_cntr.3.html >
int fi_av open (struct fid domain  *domain, struct fi_av_attr *attr

struct fid_av ** av, void *context );

int fi_av_insert (struct fid_av *av, void *addr, size_t count ,
fi_addr_t *fi_addr , uint64 t flags , void *context );

<https://ofiwg.github.io/libfabric/main/man/fi_av.3.html >

2.2.5.3.1 fi_fabric() API

Thefi_fabriq) API is called to open a fabric network provider object. A fabric represents a collection of
hardware and software resources that access a single physical or virtual network. A pointer to a fabric
attributes structure is a parameter t#_fabriq(). Thefi_info structure returned by thdi_getinfo) API
contains a pointer to a fabric attributes structure.

2.2.5.3.2 fi_eq_open() API

Thefi_eq_opelt) API is called to create a new event queue for the fabric. EQs are for control operations
and are not for completion of data transfer operations such as sends and receives. EQs are used to
collect and report the completion of asynchronous control operagiand events. EQs are used for

control events that are not directly associated with data transfer operations such as:

1 Asynchronous completion of libfabric control API calls
0 Some libfabric control APIs support either synchronous or asynchronous operation
1 Asynchronous error notification for problems with fabric resources such as completion queues
or endpoints

EQs are typically implemented completely in software.
An EQ MAY also be bound to a domain using the fi_domain_bind API.

UET providers MUST support event queues. A minimum of one event queue per libfabric endpoint MUST
be supported.
2.2.5.3.3 fi_domain() API

Thefi_domain)) API is called to open an access domain on the fabric. A domain is a logical connection
into a fabric, often corresponding to a physical or virtual NIC fiTldemain() API takes a pointer to a
fi_info structure as a parameter. ThHi info structure returned by thdi_getinfo() API contains a pointer

to a domain attributes structure.
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2.2.5.3.4 fi_mr_reg() and fi_mr_key() APIs

A memory buffer MUST be registered with a resource domain before it can be used as the target of a
remote RMA or atomic data transfer. Additionally, a fabric provider MAY require that data buffers be
registered before being used in local transfers (el liuffer is the source for a write operation or the
destination for a read operation). THie mr_red) API is used to register a memory region on the
domain. A memory regiois bound to an endpoint using thie_mr_bind()API.

Thefi_mr_key()API is used to obtain theeythat remote endpointseed to access a registered memory
region Libfabric offers options that enable the key for a memory region to be assigned by the
application or the provider. A UET provider SHOULD supporasségned keys and therefore SHOULD
NOT require thé-|_MR_PROV_Kméde flag.

Informative Text

Supportfor userassigned keys can enable applications to avoid exchanging memory keys if the
application uses a convention where the appropriate key values arekweiin.

2.2.5.3.4.1 Memory Key Format
Forinteroperability, he format of the memory region key is standardized as specifid@lohe2-13.

Table2-13- Memory Region Key Format

Field Name Bit Size Description
Location| (bits)
IDEMPOTENT_SAF 63 1 0 => Memory regioMUST NO®Be used as target of idempotent

transport operations

1 => Memory regioMAYbe used as target of idempotent

transport operations (i.e., there are no completion counters

bound to the memory region)

Idempotent operations can improve the efficiency of the

transport protocol

OPTIMIZED 62 1 0 => Memory region does not support optimized roatching

headers(the optimized normatching header format is defined in

the UET SES specification; optimized refers to a header that ig

smaller than the standard SES request header).

1 => Memory region supports optimized nroratching headers

RESERVED 56:61 6 Reserved for future UET definitigddUST be 0

VENDOR_SPECIF| 48:56 8 MAYbe used in vendespecific mannefor providerassigned

memory keys; MUST be 0 for ussssigned memory keys.
OPTIMIZED =0

RKEY | 0:47 | 48 | Memory key for MR
OPTIMIZED =1
RESERVED 12:47 36 Reserved for future UET definitigndUST be 0
RKEY / INDEX 0:11 12 Index for MR
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The memory region key format shownTiable2-13MUST be used for both ussupplied keys and
providersupplied keys. The full édit key format MUST be passed acrossfiher() APIsBit mask
definitions will be provided to assist in forming keys with the desired foriflat. size of the RKEY field is
fixed at 48 bits, but the range of RKEY values that are supported MUST be based on the value of the
mr_key_sizattribute in thefi_domain_attrstructure. Ifmr_key_sizés < 6, the unused mostgnificant

bits MUST be 0.

The format of providesupplied RKEYs is providgrecific (since the format is only locally significant at
the assigning providerY.he provider implementatioMUSTchoose howhe RKEY usedn identifying

a registered memory region (e.g., the KéAYbe used as a table index, part of hash lookup tuple, etc.).
A UET provider MAY choose to partition the RKEY into a portion that carries the memory key and
another portion that carries additional authentication information.

The RKEY values in the range [0..4095] merit additional discussion, since thesé/alibesused in
conjunction with theoptimizednon-matchingSE$ieader in some cases. Thptimizednon-matching
SE$eader SHOULD be used when the criteria specifid@line2-14 are satisfiedThe RMA operations
that the criteria specified in this section are applied to are associated with the libfabric APIs defined in
the fi_rma() API Group kttps://ofiwg.github.io/libfabric/v1.20.1/man/fi_rma.3.htr.

Table2-14 - Criteria for Optimized NorMatching SESHeader for RMA Operations

Criteria for Use of Optimized NeMatching SES1eader for RMA Operations
OPTIMIZED bit is 1 in Memasgionkey format
RMAoperationsize <= MTU
FI_REMOTE_CQ_DATA is NOT set for theoRéation

When theoptimizednon-matchingSES$eader is used for RMA operations, the RKEY/INDEX value MUST
be carried in theses.resource_indefeld of theSE$eader.

The criteria that MUST be satisfied to use sheall RMASES éader for RMA operations are shown in
Table2-15. Thesmall RMASES$ieaderSHOULDe used for RMA operations when the criteria specified
in Table2-15are satisfied.

Table2-15 - Criteria for Small RMAE$Headerwith RMA Operations

Criteria for Use of Small RMBESHeader for RMA Operations
RMAoperationsize <= MTU
FI. REMOTE _CQ_DATA is NOT set for theoRdfation

If the criteria for use of theptimizednon-matchingSE$ieader is NOT satisfied and the criteria for use
of the small RMASE$eader is NOT satisfied, then tsendard SEdieader MUST be used for RMA
operations.

90

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.


https://ofiwg.github.io/libfabric/v1.20.1/man/fi_rma.3.html

The criteria that MUST be satisfied to uhe RUDIpacket delivery modér RMA operations are shown

in Table2-16. The RUDI packet delivery mode is optimized for idempotent operations and is described in
the PDS reliability specification. If supported, R&gDbacket delivery mod&HOULD be used when the
criteria specified imMable2-16 are satisfied.

Table2-16 - Criteria for RUDI &ket Delivery Modewnith RMA Operations

Criteria for Use of RUDI PDC for RMA Operations
Libfabric endpoint is NOT configured ffW messageordering
IDEMPOTENT_SAFE bit isthémoryregionkey format
Target supports use of RUprcket delivery mode
As indicated by théabricendpoint capabilitiesfield of the destination UET address

Both usersupplied and providesupplied memory keysIAYbe marked as IDEMPOTENT _SAFE and/or
OPTIMIZED. A UET provider SHOULD honor the IDEMPOTENT_SAFE and OPTIMIZED bits in the
requested_keparameter of thefi_mr() APIs even when FI_ MR_PROV_KEY is configured. If the user
attempts to bind a completion counter to a memory region marked as IDEMPOTENT_SAFE, a UET
provider MUST fail the bind operation. If an OPTIMIZED prosigdgplied key is requested but cannot
be allacated, the provideSHOULD fall back to naptimized operation.

Requirements for the scope of the RKEYs are specifiahile2-17.

Table2-17- RKEY Scope Requirements

Sematic Header Format | Scope in Relative Addressing Mod¢ Scope in Absolute Addressing Mode
Optimized Non-Matching {FA,JoblD PIDonFEP} {FA, PIDonFEP}
All Others {FA,JoblD PIDonFEP, Index} {FA,PIDonFEP, Index}

2.2.5.3.5 fi_endpoint() and fi_ep_bind() APIs

Thefi_endpoint()API is used to open an active endpoint on the domain. Endpoints are trardspelt
communication portalsThe data transfer interfaces are associated with active endpoints, which

typically have transmit and receive queudhefi_endpoint()API takes &_info structure as a

parameter. Thdi_info parameter is typically th&_info structure returned by thdi_getinfo()API. The

fi_info structure includes a source address field that is used as part of opening an active endpoint. The
soure address field MAY be used to request assignment of a specific UET address. Selected components
of a UET address MAY be requested using the valid bits in the flags field of the UET address.

Libfabric endpoint address assignment MAY be a mstdije process, where a portion of the endpoint
address MAY be assigned at job initialization time or byfithgetinfo()API; the remainder is assigned
when the endpoint is opened. An application can learn its full UET address only by calling the
fi_getname()API, which is described in secti?2.5.3.6

The JobID MAY be assigned at job initialization time or when the endpoint is opened. The JobID MUST
be programmed into the hardware by a privileged entity.
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UET providers MUST support the following libfabric endpoint types:

1
)l

FI_EP_DGRAM
FI_EP_RDM

Each libfabric endpoint is of a single type, either FI_EP_DGRAM or type FI_EP_RDM.

Thefi_ep_bind()APIlis used to associatesources withan endpoinf such as event queues, completion
gueuescompletioncounters, address vectors, or shared transmit/receive contexts

2.2.5.3.5.1 UET Address Assignment Architecture
The following bulletsummarize the procedure for assigning UET address fields:

T

]

The UET provider makes a request to a kernel mode driver that is relayed to a privileged user
mode process, which is part of the provisioning system responsible for UET address assignment.
The request contains information about the endpoint being opened.

The privileged entity returns the needed address information.

Additional information MAY also be returned such as JobID and security domain bindings.

An architecture diagram depicting the UET address assignment procedure is sheigura2-9.
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Figure2-9 - UET Address Assignment Architecture

The steps shown iRigure2-9 are:

1.
2.
3.

5.

UET provider makes an address assignment request to the kernel driver.

The kernel driver relays the request to the privileged user process via the UET Control API.

The privileged user process communicates with a provisioning system and returns the requested
address information.

The kernel driver programs the JoblID validation information and security bindings into the NIC
hardware.

The kernel driver relays the response, without the security bindings, to the UET provider.

Requirements associated with this architecture are:

w A UET provider MUST send address assignment requests to the kernel driver.
w The address assignment request MUST contain the following information:
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o FEP IP address

A The FEP IP address is a parameter of the address assignment request from the
UET provider.

A The FEP IP address parameter is used as part of the UET address.

A The UET address assignment request does not configure IP addresses of NIC
interfaces.

0 OS process ID

0 Service name
In Linux implementations, the UET provider SHOULD use a Netlink interface for address
assignment communication with the kernel driver.
The kernel driver MUST relay the address assignment requegtrivikeged user process using
the UET Control API.
The privileged user process MUST return the address assignment response to the kernel driver
using the UET Control API.

o In Linux implementations, the kernel driver MUST accept responses only from a

privileged process running as root.

If not provided at job initialization time (see secti@r2.4), the address assignment response
MUST include the following information:

o JoblD

A If the requesting process was configured with a single JobID at job initialization
time, a JobID provided in the response SHOULD take precedence.

A If the requesting process was configured with multiple JobIDs at job initialization
time andthe FI_AV_AUTH_KEY capahiitynabled, a JobID provided in the
response SHOULD be ignored.

0 Address mode
o PIDonFEP
o Initiator ID
The address assignment response MAY optionally include the following information:
0 Securitybindingsfor crypto operations (see sectich2.9
A Security bindings are assigned as specified in se2tidd.1
0 Start resource index
0 Num resource indices

A Resource index bindings provided in the response SHOULD take precedence
over other methods of Index configuration.

The kernel driver MUST program the JoblID validation information and security bindings into the
NIC hardware.

The kernel driver MUST relay the address assignment response, without the security bindings, to
the UET provider and SHOULD use a Netlink interface when relaying the response in Linux
implementations.

The parameters comprising tRéET Control ARbdressassignmentequest are specified iable2-18.
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Table2-18- UET Control AFAddress Assignment Request Parameters

Parameter Name Size (bits) Description
Flags 8 Bit 0:0- Indicates FEP IP address type
0=>IPv4
1=>1Pv6
Bits 1:7- Reserved, MUST be 0
FEP IP Address 128
OSProcess ID 32
Service Name 136 NULEerminated character string identifying service

The parameters comprising théET Control ARHdressassignmentesponse are specified ifable
2-19.

Table2-19- UET Control ARAddress Assignment Response Parameters

Parameter Name Size (bits) Description

Flags 8 Bit 0:0¢ Indicates validity of JobID field
0=>JoblD field is NOT valid
1 => JoblID field is valid
Bit 1: 1- Indicates validity of Security Bindings Field
0 =>Security bindings field is NOT valid
1 => Security bindings field is valid
Bits 2:7¢ Reserved, MUST be 0

JobID 24
UET Address SeeTable | The UET Address format is specifiedatle2-10
2-10
Security Bindings SeeTable Securitybindingparameters are specified ifiable2-33
2-33

WY/ Q & i NHzO G dzNesf theWFETONGN &l AR adtirésd adsjgnment request and respanse
shown inFigure2-10.

#define UET_CTRL_ADDR_REQ FLAG IPV4 (0 << 0) /* IPv4 fabric address type */
#define UET_CTRL_ADDR_REQ FLAG_IPV6 (1 << 0) /* IPv6 fabric address type */
#define UET_CTRL_ADDR_RESP_FLAG JOB {4 << 0) /* JobID vald *

#define UET_CTRL_ADDR_RESP_FLAG_SEC << 1) /* security bindings  valid */

struct  uet_ctrl_addr_req {

uint8_t flags;

uint8_t  reserved[3];

struct  uet fa fa;

uint32_t 0S_pid;

char service[UET_MAX_SERVICE_NAME_CHARS+1];
h

struct  uet_ctrl_addr_resp {
uint8 t  flags;
uint8_t  reserved[3];
uint32_t  job_id;
struct  uet_addr addr;
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struct  uet_sec_bindings Sec;

h
Figure2-10- UET Control APl Address Assignment Request and Response Structures

2.2.5.3.6 fi_getname() API

Thefi_getname()APlis calledto retrieve the localUETaddressof a libfabric endpointThe call returns
an address object that typicallyshared with other endpointsf the job.

2.2.5.3.7 fi_cq_open() and fi_cntr_open() APIs

Completion resources are used to report the results of submitted data transfer operations. The
completion resource MAY be a completion queue, which is often implemented in hardware, or a
completion counter, which can be implemented in hardware or softw@ne.fi_ep_bind()APlis called
to binda completion resource to an endpoint

Completion counters simply return the number of operations that have been compl€muhters are
intended as lightweight completion objedisat increment whenever an identified type of data transfer
has occurredwhichavoidsthe overhead ofonveyngcompletionqueueentries to the application
Completion ounters are used by applicatiossich as MPIThefi_cntr_open()API is called to open a
completion counter.

Thefi_cq_open(API is called to open a CQ. Multiple jpiefined CQ entry formats are supported.
Providerspecific CQ entry formats are also supported.

The UET provider MUST support completion queues.
The pefprofile requirements for completion counters are specified able2-20.

Table2-20- Completion Counter Requirements

Profile Completion Counter Requirements
Al Base None
Al Full FI_SEND, FI_RECV, FI_READ, FI_WRITE
HPC FI_SEND, FI_RECV, FI_READ, FI_WRITE,
FI_REMOTE_READ, FI_REMOTE_WRITE

The profiles that are required to support completion counters MUST sutyaatht the
FI_CNTR_EVENTS_COMP and FI_CNTR_EVENT_BYTES event types.
2.2.5.3.8 fi_av_open() and fi_av_insert() APIs

Address vectors are used to map higherel addresses into fabrgpecific addresses. The purpose of
the AV is to associate a higHewel address with a simpler, more efficient vathat isused by the
libfabric API in a fabriagnostic way.
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Thefi_av_open()API is called to create an address vector,fthep_bind()API is called to bind an

address vector to an endpoint, atide fi_av_insert()APIlis calledto insert the addresses of destination
endpoints into the address veatoThefi_av_insert()API returns a mapped address of tyfpeaddr _t,

which is passed to data transfer APIs to identify the destination endpoint, thereby avoiding the need to
pass the full address of a target endpoint with every data transfer. There are two types ekaddr
vectors:

1 FI_AV_MAP
0 Addresses inserted into an AV are mapped to a native fabric address for application use.
The use of FI_AV_MAP requires that an application store the retdinaddr_tvalue
that is associated with each inserted addrdsis.AV_MAP is being deprecated in
libfabricv2.0. The enum will stay, but the behavior will be like FI_AV_TABLE
1 FI_AV_TABLE
0 Addresseshat are inserted into an AV of type FI_AV_TABLE are accessible using a
simple index. When FI_AV_TABLE is used, the retdrredlr_tis an index, with the
index for an inserted address being the same as its insertion order into the table. The
index of the first address inserted into an FI_AV_TABLE will be 0, and successive
insertions will be given sequential indices. Sequential indidk$e assigned across
insertion calls on the same AV.

The AV attributes structurdi_av_attr, contains a name field andraap_addrfield that are useful for
sharing an AV between processes.

The UET provider MUST support the FI_AV_TABLE type. The unspecifiet e UNSPERIUST be
treated as the FI_AV_TABLE type.

Informative Text
One approach for using an FI_AV_TABLE is to insert addresses for each rank sequentially sucl
AV table indices are the same as the rank number.

2.2.5.4 OFI Data Transfer APIs
This section covers the following groups of data transfer APlIs:

fi_msq) <https://ofiwg.qgithub.io/libfabric/v1.20.1/man/fi_msg.3.htnH
fi_tagged) <https://ofiwg.github.io/libfabric/v1.20.1/man/fi_tagged.3.htnH
fi_rma() <https://ofiwg.github.io/libfabric/v1.20.1/man/fi rma.3.htr
fi_atomiq) <https://ofiwg.github.io/libfabric/v1.20.1/man/fi_atomic.3.htn#

1 fi_collective) <https://ofiwg.github.io/libfabric/v1.20.1/man/fi_collective.3.htnH

=A =4 =4 =

2.2.5.4.1 fi_msg() APIs

Thefi_msg()APIs are used to perform message data transfer operations. There are APIs to post receive
buffers for incoming messages and APIs for initiating transmission of outgoing meSdafeansg()
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https://ofiwg.github.io/libfabric/v1.20.1/man/fi_msg.3.html
https://ofiwg.github.io/libfabric/v1.20.1/man/fi_tagged.3.html
https://ofiwg.github.io/libfabric/v1.20.1/man/fi_rma.3.html
https://ofiwg.github.io/libfabric/v1.20.1/man/fi_atomic.3.html
https://ofiwg.github.io/libfabric/v1.20.1/man/fi_collective.3.html

APISMUST be gpported forboth FI_EP_DGRAMd FI_EP_RD&hdpoints.Thefi_msg()receive API
requirements are summarized fable2-21.

Table2-21-fi_msg() Receive APl Requirements

receive operation per call using flagrameters

The following flags MUST be supported:
o FI_COMPLETION

fi_msg) API Description Requirements
fi_recv Posts a data buffer to the receive queue of the API MUST be supported
corresponding endpoint. Posted receibeffersare
searched in the order they were posted to match sends. | The requirements for supporting
Message boundaries are maintain&thesrc_addr the src_addmparameter are
parameterMAYbe used to indicate that a buffer should be specified in sectio.2.4.3.1
posted to receive incoming data from a specific remote
endpoint.
fi_recvv Thefi_recvv()APladds support for a scattegather list to API MUST bsupported
the fi_recv()API
Maximum size of scattegather
list is vendor specific
fi_recvmsg | Thefi_recvmsg(APIsupportsmore granulaccontrol of the | APIMUSTbe supported

FI_MULTI_REGV
FI_TAGGED_MULTI_RECV
capabilitiesand associated flag
parameters SHOULD be
supported

UET providers SHOULD allocate independent receive queues (i.e., lists of posteduafeis for
messages and tagged messages.

Table2-22 summarizes théi_msg()send API requirements and shows the mapping of the APIs to the

UET SES opcodes.

Table2-22-fi_msg() Send API Requirements

fi_ msq) API Description Requirements SES®pcode
fi_send Thefi_send()APltransfers | API MUST be supported UET_DATAGRAM_SHND
data to a remote endpoint FI_EP_DGRA#&hAdpoint type
UET_SEND for FI_EP_RDM
endpoint type
fi_sendv Thefi_sendv(APladds API MUST be supported UET_DATAGRAM_SEND for

support for a scatter
gather list tothe fi_send()
API

Maximum size of scatter
gather list is vendor specific

FI_EP_DGRAM endpoint type

Al Full profile:

UET_SEND or
UET_DEFERRABLE_SEND fg
FI_EP_RDM endpoint type

Use of UET_SEND vs.
UET DEFERRABLE_SEND is
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fi_ msq) API

Description

Requirements

SES®pcode

based on message size as
specified in sectio®.2.5.4.1.2

HPC prdfile:

UET_SEND or
UET_RENDEZVOUS_SEND f
FI_EP_RDM endpoint type

Use of UET_SEND vs.
UET_RENDEZVOUS_SEND is
based on message size as in
section2.2.5.4.1.2

fi_sendmsg | Thefi_sendmsg(API APIMUSTbe supported Same as fi_sendv
supports more granular
control of thesend The following flags MUST be
operation per call using supported:
flag parameters 1 FI_REMOTE_CQ_DATA
1 FI_COMPLETION
1  FLINJECT
1 FLINJECT_COMPLETE
1 FIL_TRANSMIT_COMPLE
1 FI_DELIVERY_COMPLE]
1 FI_FENCE
fi_inject Thefi_inject()APlis an API MUST be supported Same as fi_sendv
optimized version of
fi_send(with the following | The message size used with
characteristics fi_inject()is limited bythe
1 The data buffer is inject_sizeattribute of the
available for reuse transmit context, which is
immediately on return | vendor specific
from the call
1 No CQ entry will be
written if the transfer
completes successfull
1 Anerror CQ entry
MUST be written
when used with a
libfabric endpoint of
type FI_EP_RDlnd
when the message
cannot be delivered
(this requirement
applies to all inject
operations)
fi_senddata | Thefi_senddata(APlis API MUST be supported Same as fi_sendv

likefi_send() but allows
for the sending of remote
CQ data as part of the

Theremote CQata is carried
in the ses.header_datdield of

transfer(the remote CQ the SESeader
data is written into the
target endpoint CQ)
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fi_ msq) API Description Requirements SES®pcode
fi_injectdata | Thefi_injectdata()API is API MUST be supported Same as finject
likefi_inject() but allows
for the sending of remote | The remote CQ data is carrieg
CQ data as part of the in the ses.header_datdield of
transfer the SES header

2.2.5.4.1.1 Unexpected Messages

UnexpectednessageMUST be supportedsing one of the approaches defined in tBESpecification,
where the choice of which approach to use at the target is vendor specific. The initiator MUST respond
appropriately to all target behaviors.

2.2.5.4.1.2 Message Rendezvous
The SESpecification currently defines two types of rendezvous protocols that are referred to as:

w Rendezvous, and
w Deferrable send.

The Al Full profile MUST support the deferrable send option, while the HPC profile MUST support the
rendezvous option.

Additionally, the SES specification describes two rendezvous approaches for mapping *CCL send and
receive APIs to the libfabric and UET semantics APIs. Both approaches utilize protocols implemented by
*CCL plugins that are layered on top of the libfabiiRisA One approach utilizes thietagged()APIs, and

the other approach is based on tfierma()APIs.

For the Al Full profile, messages with sizes >= UET_PROVIDER_MSG_RENDEZVOUS_SIZE bytes SHOULD
be sent with the UET_DEFERRABLE_SEND semantic opcode.

For the HPC profile, messages SHOULD be sent with the UET_RENDEZVOUS_SEND semantic opcode
when the following criteria are met:

1 Message size= UET_PROVIDER_MSG_RENDEZVOUS_SJaBRdytes
1 The source buffer is associated with a local memory region registered for reeedeaccess

Theamount of eager dataent as part of a UET_RENDEZVOUS_ SEND operation MUST be <=
UET_PROVIDERAX EAGER_SIbltes.

2.2.5.4.2 fi_tagged() APIs

Thefi_tagged()APIs are used to perfortaggeddata transfer operations. There are APIs to post receive
buffers for incoming messages and APIs for initiating transmission of outgoing messages.

Thefi_tagged()APIs are NOT supported ek EP_DGRAM endpant

Thefi_tagged()APls MUST be supported by the Al Full and HPC profiles.
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Thefi_tagged()Receive API requirements are summarized able2-23.

Table2-23-fi_tagged()Receive API Requirements

fi_tagged) API Description Requirements
fi_trecv Likefi_recv()but with a tag.Posted APIMUST be supported by Al Full and HPC
receivebuffersare searched in the orde| profiles
they were posted to match sends.
The ignore parameter contains a bitma| The Al Full profile is required to support only
that is applied to the tag to support exact match tags. If wildcard tags are not
wildcard tag matches. supported, the UET provider MUST fail the API
request if any of the ignore bits are set
The HPC profile MUST support wildcard tag
matching
fi_trecvv Likefi_recvv(but with a tag API MUST be supported by Al Fulll &PC
profiles
fi_trecvmsg | Likefi_recvmsg(put with a tag API MUST be supported by Al Fulll &PC
profiles

Table2-24 summarizes thdi_tagged()send API requirements and shows the mapping of the APIs to the
UETSE®pcodes.

Table2-24 - fi_tagged) SendAPI Requirements

fi_tagged) API Description Requirements SESpcode
fi_tsend Likefi_send(Jout with tag API MUST be Al Full profile:
supportedby 1 UET _TAGGED_SHEND
Al Full and HPC 1 UET_DEFERRABLE_TSEND
profiles Use of UETTAGGEDSEND vs.
UET_DEFERRABIEEND is based o
message size as describadsection
225341
HPC profile:
1 UET_TAGGED_SEND
1 UETRENDEZVOUBSEND
Use ofUET_TAGGED_SEND vs.
UETRENDEZVOUBSEND is based
on message size as described
section2.2.5.3.4.1
fi_tsendv Likefi_sendv(put with tag Same adi_tsend() Same a$i_tsend()
fi_tsendmsg | Likefi_sendmsg(put with Same a$i_tsend() Same a$i_tsend()
tag
fi_tinject Likefi_inject()but with tag Same a$i_tsend() Same a$i_tsend()
fi_tsenddata | Likefi_senddata(put with Same a$i_tsend() Same a$i_tsend()
tag

2.2.5.4.2.1 Tagged Message Initiator ID Matching
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The SES header for received tagged messages inclggssritiator field used as part of the matching
criteria. The Initiator ID associated with a posted tagged buffer is determined based erctlagldr
parameter of thefi_tagged()APIs. If thesrc_addmparameter is not set to FI_ADDR_UNSPHeCposted
taggedbuffer MUSTbe matched only when the tag matches thes.match_bitdield in the SES header,
and theses.initiatorfield in the SES headaratchesthe Initiator ID component of the UET address
referenced by thesrc_addmparameter. Other components of the UET address referenced by the
src_addmparameterMAYbe used to direct received messages to specific buffers according to the
FI TAGGEDIRECTED_RECV semairifitse src_addmparameter is set to FI_ADDR_UNSPEC, the
ses.initiatorfield MUST NOT be used as part of the matching criteria.

Implementations of the Al Full and HPC profiles MUST support the use of FI_ADDR_UNSPEC with the
fi_tagged()APIs. Implementations of the Al Full profile SHOULD support settirggahaddmparameter

of thefi_tagged()APIs to reference a specific source UET address. Providers can indicate that
FI_ADDR_UNSPEC is not supported and that sétirgyc_addmparameter to reference a specific

source UET address is supported viafheEXACT_DIRECTED_R&&ility. Implementations of the

HPC profile MUST suppaetting thesrc_addmparameter of thefi_tagged()APIs to reference a specific
source UET address.

Informative Text:

When used with FI_AV_TABLE, ¥h&ie ofses.initiatoron the wire should be the index to the table
Thelnitiator ID component of therc_addrshould just be the CCL/MPI rank here, and the two sho
match.

2.2.5.4.2.2 Tagged Message Rendezvous
The tagged message rendezvous requirements are similar to the message rendezvous requirements
specified in sectio2.2.5.4.1.2

For the Al Full profile, tagged messages with sizes >= UET_PROVIDER_TAG_RENDEZVOUS_SIZE bytes
SHOULD be sent with the UET_DEFERRABLE_TSEND semantic opcode.

For the HPC profile, tagged messages with sizes >= UET_PROVIDER_TAG_RENDEZVOUS_SIZE bytes
SHOULD be sent with the UET_RENDEZVOUS_TSEND semantic opcode.

The amount of eager data sent as part ddBT_RENDEZVOUS_TSkgeEation MUST be <=
UET_PROVIDBRAX EAGER_SIZE bytes.

2.2.5.4.3 fi_rma() APIs

Thefi_rma()APIs are used to perform remote memory access operations. There are APIs for read and
write operations.

Thefi_rma()APIs are NOT supported for FI_EP_DGRAM endpoints.
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Table2-25 summarizes thdéi_rma() APl requirements and shows the mapping of the APIs to theSHST

opcodes.

Table2-25-fi_rma() APl Requirements

but allows for the sending of remote
CQdata as part of the transfer (the
remote CQ data is written into the
target endpoint CQ)

fi_rma() API Description Requirements SESpcode
fi_read Thefi_read()APIrequests that the API MUST be supported by UET_READ
remote endpoint transfer data from | Al Full and HPC profiles
the remote memory region into the
local data buffer
fi_readv Thefi_readv()APladds support for a | Same a$i_read() UET_READ
scattergather list tofi_read()
Maximum size of scattegather
list is vendor specific
fi_readmsg Thefi_readmsg(API supports more | Same a$i_read() UET_READ
granular control of theead operation
per call using flag parameters The following flags MUST be
supported:
(&) FI_COMPLETION
fi_write Thefi_write() APltransfers the data | API MUST be supported by Al UETWRITE
contained in theuserspecified data | Base, Al Full, and HPC profiles
buffer to a remote memory region
fi_writev Thefi_writev() APl adds support for a| Same a$i_write() UET_WRITH
scattergather list tofi_write()
Maximum size of scattegather
list is vendor specific
fi_writemsg Thefi_writemsg()API supports more | Same adi_write() UET_WRITH
granular control of thevrite The following flags MUST be
operation per call using flag supported:
parameters 1 FI_REMOTE_CQ_DATA
1 FI_COMPLETION
1 FLINJECT
1 FLINJECT_COMPLETE
1 FIL_TRANSMIT_COMPLETE
1 FI_DELIVERY_COMPLETE
1 FI_FENCE
fi_inject_write | Thefi_inject_write()APIlis an Same a$i_write() UET_WRITH
optimized version ofi_write() that
provides similar completion semanti¢ The message size used with
asfi_inject() fi_inject_write()is limited by the
inject_sizeattribute of the
transmit context, which is vendor
specific
fi_writedata Thefi_writedata() APl is likdi_write(), | Same a$i_write() UET_WRITH

Theremote CQata is carried in

the ses.header_datdield of the

SE$eader

1 Theses.hdbit is set in the SE
header to indicate that the
ses.header_datdield is valid
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2.2.5.4.4 fi_atomic() APIs

Thefi_atomic()APIs enable remote atomic operations. There are APIs for:

T

1

Initiating an atomic operation to remote memofgometimes referred to as nefetching

atomics).

Initiating an atomic operation to remote memondretrieving the initial valudreferred to as
fetching atomics).
Initiating an atomic compareperation to remote memorgndretrieving the initialvalue(which
is a type of fetching atomic).
Querying provider support for specific atomic operations.

Thefi_atomiq)) APIs are NOT supported for FI_EP_DGRAM endpoints.

UETproviders MUST suppobulk nonfetching atomics operationsiowever, fetching atomicMUST be

limited to a single unit of the indicated data type.

Table2-26 summarizes thdéi_atomiq) APl requirements and shows the mapping of the APIs to the UET

SE®pcodes.

Table2-26-fi_atomic() APl Requirements

support for a scattegather
list tofi_atomic()

by all profiles

Maximum size of scatter
gather list is vendor
specific

fi_atomic() API Description Requirements SESpcode
diatomic Thefi_atomic()APltransfers | API MUST be supported UET_ATOMIC
the data contained in the by all profiles
userspecified data buffer to
aremote node
fi_atomicv Thefi_atomicy) APladds API MUST be supported UET_ATOMIC

fi_atomicmsg

Thefi_atomicmsg(API
supports more granular
control of theatomic

operation per call using flag

parameters

API MUST be supported
by all profiles

The following flags MUST|

be supported:

7 FI_COMPLETION
FI_INJECT

f
1 FI_FENCE
1 FI_TAGGED

UET_ATOMIC or
UET_TSEND_ATOMI(

UET_TSEND_ATOMIC
used when the
FI_TAGGED flag is se
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fi_atomic() API

Description

Requirements

SESpcode

fi_inject_atomic

Thefi_inject_atomic(API is
an optimized version of
fi_atomic()that provides
similar completion
semantics afi_inject()

API MUST be supported
by all profiles

The message size used
with fi_inject_atomic()s
limited by theinject_size
attribute of the transmit
context, which is vendor
specific

UET_ATOMIC

fi_fetch_atomic

Fetching version of

API MUST be supported

UET_FETCHING_ATON

fi_atomic() by Al Full and HRgZofiles
fi_fetch_atomicv Fetching version of API MUST be supported | UET_FETCHING_ATON
fi_atomicv() by Al Full andHP Qprofiles

fi_fetch_atomicmsg

Fetching version of
fi_atomicmsg()

APl MUST be supported
by Al Full andHPQorofiles

Flag requirements are the
same adi_atomicmsg()

UET_FETCHING_ATON

fi_compare_atomic

The compare atomidPIs
are used for operations that
require comparing the
target data against a value
before performing a swap
operation

API MUST be supported
by HPQrofile

UET_FETCHING_ATON

fi_compare_atomicv

Adds support for a scatter
gather list to
fi_compare_atomic()

API MUST be supported
by HPGQrofile

UET_FETCHING_ATON

fi_compare_atomicmsd

Qupports more granular
control of thecompare
atomic operation per call
using flag parameters

API MUST be supported
by HPGQrofile

Flag requirements are the
same adi_atomicmsg()

UET_FETCHING_ATON

fi_atomicvalid

Checks whether a provider
supports a specifinon-
fetchingatomic operation
for a given datatype and
operation,

API MUST be supported
by all profiles

The set of supported
operations and data types
are vendor specific

Not applicable

fi_fetch_atomicvalid | Likefi_atomicvalid(but for | Same a$i_atomicvalid() Not applicable
fetching atomics
fi_compare_atomicvaliq Likefi_atomicvalid(but for | Same a$i_atomicvalid() Not applicable
compare atomic operations
fi_query_atomic Advanced atomic valid Same adi_atomicvalid() Not applicable

operation whose behavior is
based on a flags parameter
MAYbe used to query
whether tagged operations

are supported
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2.2.5.45 Collective APIs

A collective operation is a group communication exchathgeinvolves multiple peers exchanging data
with other peers participating in the collective cdlbllective operations can be thought of as
coordinated atomic operations between a set of peer endpoints.

2.2.5.5 Other APIs
This section summarizes requirements for the set of other libfabric APIs that have not been described
elsewhere in this specification.

Table2-27 shows libfabric APIs for which support is NOT required.

Table2-27 - Libfabric APIs for which Support is Not Required

API Group Support is Not Required Description
fi_av fi_av_insertsvc, fi_av_insertsym
fi_cm All APIs in fi_cm API Group excep Connectiororiented APIs are not
fi_getname needed by UET
fi_domain fi_ domain2, fi_open_ops, fi_set_op{ fi_domain2 for opening peer domain
fi_endpoint fi_endpoint2 fi_endpoint2 for peer transfers

fi_passive_ep, fi_pep_bind Connectiororiented APIs are not
needed by UET

fi_scalable_ep, fi_scalable_ep_bin{ Scalable endpoint support is not
required

fi_srx_context, fi_stx_context Shared context support is not required
fi_rx_size_left, fi_tx_size_left Deprecated by libfabric

fi_mr fi_mr_raw_attr,fi_ mr_map_raw, | Raw memory region key support is not
fi_ mr_unmap_key, required
fi_ hmem_ze device

fi_peer All APIs ifi_peer()API Group Peer APIs are experimental, and supp

is not required

fi_trigger fi_trigger

Table2-28 shows libfabric API options (e.qg., flags, operations, parameters, etc.) for which supportis NOT
required.

Table2-28 - Libfabric API Options for which Support is Not Required

API Group Support is Not Required
fi_av FI_ SYMMETRIC flag
fi_cq FI_COMMIT_COMPLETE flag
fi_domain FI_SET _OPS_HMEM_OVERRIDE operation
fi_endpoint FI_OPT_BUFFERED_LIMIT, FI_OPT_BUFFERED_MIN, FI_OPT_CM_Ds
FI_OPT_FI_HMEM_P2P, FI_OPT_XPU_TRIGGER, and
FI_OPT_CUDA_API PERMITTED options
fi_msg FI_CLAIM and FI_DISCARD flags
fi_mr FI_RMA_PMEM, FI_HMEM_DEVICE_CONILNMEM_HOST_ALLOC, and
FI_MR_DMABUF flags
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2.2.5.6 Libfabric APl Error Codes

TheSESpecification describes an extensive set of error codes. A subset of the semantic errors MAY
result in a completion error for the associated libfabric API function vidi tlvg_err_entrydata

structure. For semantic errors that result in a completion error, the err field ofitres_err_entry

structure MUST be populated with an appropriate error code. If a libfabric error code corresponding to a
semantic error is not found, the FI_EIO error code MUST be returned. In addition, when a semantic
completion error occurs, the provider MUST popultite semantic error code into thprov_errndfield

of thefi_cq_err_entrystructure.

2.2.6 Packet Delivery Modes
This section specifies how the UET packet delivery mode is selected.

Libfabric endpoints of type FI_EP_DGRAM MUST use the UET UUD packet delivery mode.
Libfabric endpoints of type FI_EP_RDM MUST use one of the following UET packet delivery modes:

1 RUD (supported by all profiles)
1 ROD (supported ball profileg
1 RUDI (supported by HPC profile)

The Al Base and Al Full profiles MUST select either ROD or RUD. The selection is based on the operation
type and the message ordering modes that are configured.

To clarify the selection criteria, the following message ordering modes are defined:

1 Send message ordering is in effect when any of the following message ordering modes are
configured (send message ordering refers to any ordering mode that specifies the ordering of
send operationselative to other operations):

0 FI_ORDER_RA® ORDER_SAR ORDER_SAS ORDER_SAW_ORDER_WAS

1 R/W message ordering is in effect when arfiyhe following message ordering modes are
configured(R/Wmessagerdering refers to any ordering mode that specifies the ordering of
read or writeoperations relative to other operations):

0 FI_ORDER_ATOMIC_RAR, FI_ORDER_ATOMIC_RAW, FI_ORDER_ATOMIC_WAR,
FI_ORDER_ATOMIC_WAW, FI_ORDER_RAR, FI_ORDER_RAS, FI_ORDER_RAW,
FI_ORDER_RMA_RAR, FI_ORDER_RMA_RAW, FI_ORDER_RMA_WAR,
FI_ORDER_RMA_WAW, FI_ORDER_SAR, FI_ORDER_SAW, FI_ORDER_WAR,
FI_ORDER_WAS

The Al Base profile MUST select the packet delivery mode accordiiadplieR2-29.

Table2-29 - Packet Delivery Mode Selection Criteria for Al Base Profile

SENDDrdering R/W Ordering SEND Operation RMA or ATOMIC Operation
N N RUD RUD
N Y RUD ROD
Y N ROD RUD
Y Y ROD ROD
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The Al Full profile MUST select the packet delivery mode accordifapte2-30.

Table2-30- Packet Delivery Mode Selection Criteria for Al Full Profile

SENDDrdering R/W SEND or TAGGED DEFERRABIRGGED RMA or ATOMIC
Ordering SEND Operation SENDDperation Operation

N N RUD RUD RUD

N Y RUD RUD ROD

Y N ROD Initial/eager data: ROD RUD
Remaining data: RUD

Y Y ROD Initial/eager data: ROD ROD
Remaining data: RUD

TheHPQorofile MUST select either ROBUD or RUDIThe selection is based on the operation tyie
message ordering modes that are configuradd vendoispecific policy. The HPC profile MUST select
the packet delivery mode according Table2-31. In the cases that show RUD/RUDI, the selection of
whether to use RUD or RUDI SHOULD be made based on \gpaabific policy.

Table2-31 - Packet Delivery Mode Selection Criteria fBlPCProfile

Send R/W SEND or TAGGED SE| RENDEZVOUS Operatior| RMA ATOMIC
Ordering Ordering Operation Operation | Operation
N N RUD RUD RUD/RUDI RUD
N Y RUD RUD ROD ROD
Y N ROD Initial/eager data: ROD | RUD/RUDI RUD

Remaining data: RUD
Y Y ROD Initial/eager data: ROD ROD ROD
Remaining data: RUD

2.2.7 Traffic Classes
The SES sublayer is aware of only data traffic classes. The libfabric application is not aware of traffic
classes used by PDS. Teéaultvalueis shown irTable2-32.

Implementation Note:

Other sublayers of UET use additional traffic classes with associated DSCP values for services
not visible to the libfabric provider. These traffic classes are configured vip€&zHic means (e.g.,
Linux TC) and SHOULD be consistent throughout the network.

Table2-32 - Default Traffic Classes

Default
Default Forwarding (DF) PHB
5{/t [/ 2RSLERAYG T
SeeRFC 247/]

Traffic Class
Data Traffic Class

WYnnn
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The default traffic classes can be overridden by setting the UET_PROVIDER_DEF_DATA_TC configuration
parameters defined iTable2-7.

The libfabric application controls the data traffic class usingdleessfield of structfi_domain_attr. The
value of thetclassfield indicates whether the default traffic class or a specific DSCP should be used for
the data traffic class as specifiedTiable2-4.

2.2.8 Transmit and Receive Queues

The libfabric data transfer operations are typically implemented with a set of transmit and receive
gueues that are accessed by the NIC hardware. This section provides requirements and guidance
regarding the operational characteristics of the transmit aeceive queues with the goal pfomoting
common NIC behavior and an associated collective understanding of that behavior, which should
simplify performance tuning

The details of transmit and receive queue operation are vendor specific.

2.2.8.1 Transmit Queues

Transmit queues are used for libfabric APIs that initiate transmissions on the networki(sgnd(),
fi_tsend(), fi_write(), fi_read()etc.). Transmit queuesontainwork elements, where the work elements
describe the operation that is to be performed and identify the associated data buffer. The provider
inserts work elements into a transmit queue, and NIC hardware removes work elements from a transmit
queue. When theNIC hardware removes a work element, it performs the associated network
transmission.

In the simplest case, a single transmit queue could be used to initiate all network transmissions.
However, use of a single transmit queuggit not achieve optimal performance due to heaétline
blocking issues and lack of support for multiple traffic classes with different transport characteristics.
Figure2-11 shows an example transmit queue configuration.
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Example has 8 Transmit Queues

TX Queues 0-5 are configured to service

UET Provider )
Traffic Class TCa

TX Queues 6-7 are configured to service
{Operation Work Element, TC} Traffic Class TCb

Y
Transmit Queues

TCh Tca Message ordering mode is also a libfabric
E E E E E E E E endpoint property

7 6 5 4 3 2 1 0
Operations for unordered endpoints

associated with TCa are distributed across
TX Queues 0-5

Traffic Class is libfabric endpoint property

Operations for unordered endpoints
associated with TCb are distributed across

NIC Hardware TX Queues 6-7

Operations for ordered endpoints are
constrained to a single TX Queue

Figure2-11- Transmit Queue Exampl

A UET provider SHOULD support multiple transmit queues.

A UET provider SHOULD support mapping a traffic class to one or more transmit queues, such that
different traffic classe8MAYbe mapped to different sets of transmit queues.

A UET provider SHOULD distribute unordered message operations associated with a particular traffic
clasg(e.g.,T@) across the set of transmit queues that are configured to semviaetraffic class (e.g.,
T®).

When a libfabric endpoint is configured for message ordering, a UET provider MUST constrain the
operations for that endpoint to a single transmit queue. The libfabric message ordering modes were
discussed isection2.2.6

2.2.8.2 Receive Queues and Registered Memory Regions

Receive queues are used for libfabric APIs that post buffers to be used for receiving messages from the
network (e.g.fi_recv(), fi_trecv(Jetc.). Receive queuamntainelements that identify the associated

data buffer and its attributes (such as a tag). The provider inserts elements into a receive queue, and
NIC hardware removes elements from a receive queue. When the NIC hardware removes an element, it
stores message diareceived from the network in the associated data buffer.
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Memory regions that are registered with the libfabric provider are like receive queues in that they
identify buffers used as the target network operations. Registered memory reifiéive targeted by
remote RMA operations.

Figure2-12 shows an example set of data structures for the receive queues and registered memory
regions associated with a libfabric endpoint. In the example:

1 Separate receive queues are allocated for untagged messages and tagged messages
1 Atable is used to manage the registered memory regidhs table contains descriptors that
identify the associated data buffer and attributes (such as access permissions)

UET Provider

{Operation Element}

Receive Queues and Memory Regions

Memory Region Tagged Msg Untagged Msg
Table RX Queue RX Queue

= = =

NIC Hardware

Figure2-12 - Example RceiveQueue and Registered RIData Structures

A UET provider that supports tagged mess&gid®UL Rllocate independent receive queues for
untagged messages and tagged messages on a libfabric endpoint basis.

2.2.9 Security Protocol

This section is devoted to provider support for the optional &&€Tirity protocol. The security protocol
support is implemented by the kernel driver associated with the provider under the covers in a manner
that is transparent to the libfabric APIs. When a libfabric endpoint is openedetheity binding

parameters are received by the provider kernel driver as part of the UET address assignment procedure
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that isdescribed irsection2.2.5.3.5.1 Thesecurity Binding Parameters are specifiedable2-33. A
UET provider that implements the UBScurity protocol MUST support theecurity bindingparameters

specified inTable2-33.

Table2-33- UETSecurity Binding Parameters

Parameter Name | Size (bits) Description
Alg 4 Cipher Algorithm
0x00:AESGCM256
0x010xOF: Reserved
Rekey 4 Rekey Mode
Bit 0:0c 0=>not AN, 1 => AN
Bit 1:1 ¢ 0 => notAutomatig 1 => Atomatic
Bits 2:3¢ ReservedMUST be 0
Mode 4 Crypto Mode
0x00: Direct
0x01: Cluster
0x02:Clientserver
0x030x0F: Reserved
Rekey Shift 6 Shift for automatic rekeying operation
Rekey Mask 64 Mask for automatic rekeying operation
Encaptype 2 0b00¢ Native IPv4
0b01¢ Native IPv6
0b10¢ UDP over IPv4
Obl11¢ UDP over IPv6
Coff 12 Crypto Offset (in units of 4B)
Aoff 12 Authentication offset
AN 1 Association Number (i.e., K8eneration ID)
SDI 31 Secure Domain ldentifier
SSi 32 Secure Source ldentifier

A kernel driver that implements the UEB&curity protocol MUST also support rekeying using takey

parameters specifieth Table2-34.

Table2-34- UET Rekey Parameters

Parameter Name | Size (bits) Description
AN 1 Association Number (i.e., Key Generation ID)
SDI 31 Secure Domain Identifier
SSI 32 Secure Source ldentifier
current_epoch 16 Current key epoch
IVMASK 96 IVMASK
Key Type 8 Type of Key: Raw or Wrapped
Key Length 16 Length of Key (in bytes)
Key 512 Key / Wrapped Key
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TherekeyparametersMAYbe requested by the kernel driver or pushed by a key management system.
The architecture for obtaining theekeyparameters is shown iRigure2-13.

Applications

Y

HPC & Al Middleware (MPI, SHMEM, *CCL)
———————————————— l~—————————————— libfabric APIs

libfabric Core

___________________ Pravi
Privileged User 1 roviderAPls

Process Vendor UET Provider
Implements libfabric features required by UET

Communicates with

Control - Communication = Completion = Data Transfer
Key Management

System | _______ 1 ___ Vendor APIs
Vendor Low-Level NIC HW Library
2 1
Netlink Rekey Parms: UET Control API
{AN, SDI, SSI, Key} Rekey Request:
{AN, SDI, SSI}
Kernel
Kernel Driver Bypass

{Key Parms}l 3

‘ NIC Hardware

Figure2-13- Rekey Parameter Acquisition Architecture

The steps shown iRigure2-13 are:

1. UETprovider kernel driver makearekey request to privileged user processtvia UET Control
API.
2. The privileged user process communicates with a key management system and returns the
requested rekey information
3. The provider kernel driver programs tkey parameters into the NIC hardware
Requirements associated with this architecture are:

w A UETprovider kernel driver MUST support sendimareyrequests to a privileged user process
usingthe UET Control API.

w The privileged user process MUST responetkeyrequests from the provider kernel driver
with rekeyparameters

w The provider kernel driver MUST accept both solicited and unsoliatesl/parameters
received from the privileged user process, anflUST program th&ey parameters into the NIC
hardware

The provider kernel driver MUST include the parameters specifi@ithble2-35in rekeyrequests.
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Table2-35- UET Control AHRekey Request Parameters

Parameter Name | Size (bits) Description
AN 1 Association Number (i.e., Key Generation ID)
SDI 31 Secure Domain ldentifier
SSi 32 SecureSource Identifier

W/ Q aiNHzOG dzZNB NI LsieiBity Bnditgpaliain@efsiekey Parainéteds, gn@rékey

request parametersire shown irFigure2-14.

#define UET_SEC_MAX_KEY_OCTETS 64

#define UET_SEC_ALG_AES GCM_256 0 /¥ AES GCM256 algorithm

#define UET_SEC_REKEY_MODE_AN (1 << 0) [/* association
#define UET_SEC_REKEY_MODE_AUTO (1 << 1) [/* automatic

#define UET_SEC_CRYPTO_MODE_DIRECD [* direct  crypto
#define UET_SEC_CRYPTO_MODE_CLUSTER /* cluster crypto
#define UET_SEC_CRYPTO_MODE_CSERVER /* Client -server
#define UET_SEC_AN_BIT (1 << 31) /* msb of sdi
#define UET_SEC_RAW_KEY_TYPE 1 /* key is not wrapped
#define UET_SEC_WRAPPED_KEY_TYPE 2 /* key is wrapped
#define UET_SEC_IVMASK_OCTETS 96 /* IVMASK size
struct  uet_sec_hindings {

uint8_ t  alg;

uint8_t  rekey;
uint8_t  crypto_mode;
uint8_t rekey_shift;
uinté4_t rekey _mask;
uintl6_t reserved;
uintl6_t  coff;
uintl6_t aoff;
uint32_t  an_sdi;
uint32_t  ssi;
uint8_t  encap_type;

h
struct  uet_ctrl_rekey parms {
uint32_t an_sdi;
uint32_t ssi;
uintl6 t  current_epoch;
uint8_t  ivmask[UET_SEC_IVMASK_OCTETS];
uint8_t  key_type;
uint8_t  reserved_1;
uintlé_t key len;
uint32_t  reserved_2;
uint8_t  key[UET_SEC_MAX_KEY_OCTETS];
h
struct  uet_ctrl_rekey _req {
uint32_t  an_sdi;
uint32_t  ssi;
h
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Figure2-14 - UET Security Structures

2.2.10 Wire Protocol Mapping
This section specifies how the libfabric APIs and associated data structures are mapped to fields in the
following wire protocol headers:

IP header

UET TSS header
UET PDS header
UET SES headers

=A =4 =4 =4

Figure2-15 contains a higHevel depiction of the libfabric mapping to UET wire protocol headers.

‘ libfabric

Semantic Opcode, Buffer Offset, Memory Key/Tag, Remate CQ

T

|

|

| (Domain, Src UET Addr, Dest UET Addr, EP tclass,

|

| Data, Completion Type, Packet Delivery Mode, Payload Length}
|

v

Semantic Sublayer

|

{Job D, Packet Delivery Mode, !

Source FA, Dest FA, TC} !

{Address Mode, lob |D, PIDoONFEP, Index, Initiator 1D, *

[ l !

| | |

| | |

| | |

I | |

. | : |

Semantic Opcode, Buffer Offset, Memory Key/ ! . Security

Tag, Remote CQ Data, Completion Type, Payload Length} : PDC Selection } Management }
| | |

| ‘ I I

| I

| I

| | i
. I {Domain,
PDC | {Domain, SIP} | | Security Bindings} {SIP, DIP, DSCP}

|
A i v \i
PDS Header Security Header IP Header
Generation Generation Generation
I |

[ I
[ I
Y Y Y
PDS Header Security Header IP Header

Figure2-15- Libfabric Mapping to UET Wire Protocol Headers

2.2.10.1 IP Header Field Mappings
The libfabric to IP header field mappings are shownhahle2-36.

Table2-36 - Libfabric to IP Header Mapping

IP Header Field Libfabric Source
source_ip_address | IP address component of UET address assigned to source libfabric endpoint
destination_ip_address| IP address component of UET address assigned to destination libfabric endpoir]
dscp tclassfield of structfi_domain_attrassociated with source libfabric endpoint

2.2.10.2 UET TSS Field Mappings
TheTSS headdield generation is based osecurity bindings from the provider kernel driver and per
packet information from libfabric. Thecurity bindings are initialized when the libfabric endpoint is
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opened and are refreshed when rekeying occurs. Theppeket information from libfabric includes a
libfabricdomainidentifier and thesource IPaddress of the FEP. THemainidentifier is used to find the
security bindingparameters that should be applied, while teeurce |Paddressis used by the key

derivation function.

2.2.10.3 UET PDS Header Field Mappings

The PDS headers vary based on the packet delivery mode. The UUD and RUDI packet delivery modes do
not use packet delivery contexts and have small PDS headers. For the RUD and ROD delivery modes, the

libfabric to PDS header field mapping is primarily anréad mapping, where libfabric data is used to

select the PDC, and then the PDC state determines the PDS header field contents. The libfabric fields

used to select the PDC are showT mble2-37.

Table2-37 - Libfabric Fields Used to Select Packet Delivery Context

PDC Selection Field Libfabric Source
JobID JobID associated with a libfabric API operation
Source FA IP address component aflUE Taddress assigned tihe source libfabric endpoint
Destination FA IP address component afUETaddress assigned tile destination libfabric
endpoint
Traffic Class tclassfield of structfi_domain_attrassociated withthe source libfabric endpoint
Packet Delivery Mode | As specified in sectidh 2.6

2.2.10.4 UET SEBeader Field Mappings
The SES specification describes multiple header formats as summarizaduled-38.

Table2-38 - Summary of Semantic Header Formats

SES$1eader Format

Description

Standard Request

Format used by most requests

NonMatching Request

Optimized format for requests that do not require matching or header data

Small Message / Small RMA

Specialized format for:

1 Singlepacket tagged messages

1 Singlepacket RMA operations that cannot use the roatching request
format

Deferrable Send Request

Specialized format for deferrable send requests that replaces the offset fi
in the standard request with a restart token

Ready To Restart

Variation of standard request used to restart paused deferrable send

Rendezvous Extension

Used in conjunction with rendezvous send operations

1 Theextension includes aeager lengttthat indicates how much messag
payload is beingushed with the requestand theaddressing information
needed to issue eeadoperation

Atomic Extension

Used in conjunction with atomic operations
1 The extension contains an atomic opcode and datatype derived from
parameters of the associatdd atomiq) API call

Compare and Swap

Used in conjunction with compare and swap atomic operations

1 In addition to the atomic opcode and datatype, the extension also
contains the compare value and the swap value parameters from the
associatedi_compare_atomif) API call
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SES1eader Format

Description

Response

Used for SES acknowledgements and responses with data

Thelibfabric mappinggor the SES standard request headee shown irrable2-39.

Table2-39- Libfabric Mappings for SES Standard Request

Request Field

Libfabric Source

opcode

Based on an associated libfabric API as specified in sécfidn4

delivery complete (dc)

Set when an operation completion mode associated with libfabric API call is
FI_ DELIVERY COMPLETE

Relative (rel)

Address mode component &fETaddress assigned to destination libfabric endpoi

header data present (hd

Set when the associated libfabric API provided remote CQ data

resource_index

Resourcdndex component of UEAddress assigned tdestination libfabric
endpoint

ri_generation

Managed by the provider in accordance with the SES specification

JobID

JoblDassociated with libfabric API operati¢see sectior?.2.4)

PIDonFEP

PIDonFEBomponent ofthe UETaddress assigned tilie destination libfabric
endpoint

buffer_offset

Offset from thebuffer starting addresspecified in the associated libfabric API cal

initiator

Initiator IDcomponent ofthe UETaddress assigned time sourcelibfabric endpoint

match_bits

Remote memory key for RMA/atomic opcodes, tag for tagged send opcodes

header_data (som=1)
payload_length +
message_offset (som=0Q

Remote CQ data from an associated libfabric API call
Managed by the provider in accordance with the SES specification

request_length

Length of the payload provided on an associated libfabric API call

The criteria for using the optimized neanatching SES header for RMA operatiarsspecified in
section2.2.5.3.4.1 The same criteria MUST be applied for atomic operations. ptimiaednon-
matchingSESleaderSHOULD be used only for RMA or atomic operations that satisfy the specified
criteria. The libfabric mappings for the optimized rmratching SES header are showiT able2-40.

Table2-40- Libfabric Mappings for Optimized NeMatching SES Header

Request Field

Libfabric Source

opcode

Same astandardformat

delivery complete (dc)

Same as standard format

resource_index

Resource Index for MR as specified in sec?i@nb.3.4.1

JobID

Same astandardformat

PIDonFEP

Same astandardformat

request_length

Length of payload provided on associated libfabric API call

buffer_offset

Same astandardformat

A singleformat, small message/small RMA supports multiple use cases. The criteria for the small

message use case are specifiedable2-41. The small message SES header SHOULD be used when the

criteria specified imMable2-41 are satisfied.
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Table2-41 - Criteria for SmalMessageHeader

Criteria for Use of SmaNlessageSES1eader

Messagesize <= MTU

Operation is tagged send

The libfabric mappings for the small message SES header are shoalied-42.

Table2-42 - Libfabric Mappings foSmall Messag&E3Header

Request Field

Libfabric Source

opcode

UET_TAGGED_SEND

delivery complete (dc)

Same astandard Format

relative (rel)

Same astandardformat

header data present (hd)

Same astandardformat

resource_index

Same astandardformat

ri_generation

Same astandardformat

JobID

Same astandardformat

PIDonFEP

Same astandardformat

request_length

Length of payload provided on associated libfabric API call

header_data

Same astandardformat

initiator

Same astandardformat

match_bits

Tag

The criteria and requirements for the small RMA use eaespecified in ection2.2.5.3.4.1The same
criteria MUST be applied fatomic operations. Themall RMASES$ieader SHOULD be used for RMA or
atomic operations that satisfy the specified criterihe libfabric mappings for the small RMA SES

header are shown iffable2-43.

Table2-43 - Libfabric Mappings for SmaRMASESHeader

Request Field

Libfabric Source

opcode

Same astandardformat

delivery complete (dc)

Same astandardformat

relative (rel)

Same astandardformat

header data present (hd)

MUST be 0

resource_index

Same astandardformat

ri_generation

Same astandardformat

JobID

Same astandardformat

PIDonFEP

Same astandardformat

request_length

Length ofpayload provided on associated libfabric API call

buffer_offset

Same astandardformat

initiator

Same astandardformat

match_bits

Memory key
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The criteria and requirements for use of the deferrable send operation are specified in se&ibrl
The deferrable send SES header format is similar to the standard header excepstheffer offset
field is replace by providesuppliedses.initiator_restart _tokenandses.target restart_tokerfields.
The readyto-restart (RTR) message in the deferrable send sequalsoecarrieshe
sesiniator_restart_tokenandses.target_restart_tokerfields. The restart tokens are used to identify
the operation that is being restarted@he provider MUST ensure thdt active restart tokengre unique
at the initiating FEP.

The criteria and requirements for use of the rendezvous send operat®specified in sectio?.2.5.4
The libfabric mappings for the rendezvous send extension header, which follows a standard header, are
shown inTable2-44.

Table2-44 - Libfabric Mappings foRendezvous SenBxtensionHeader

Request Field LibfabricSource
eager_length <=UET_PROVIDB®RAX EAGER_SIZE
read_PIDonFEP PIDonFEP component of U&ldress assigned tsourcelibfabric endpoint
read_resource_index Resourcdndex component of UEAddress assigned to source libfabric
endpoint
read_ri_eneration Managed by provider in accordance wilkS$pecification
read_offset i Offset of source buffer parameter from the send API within a register

local memory region (memory region is determined using desc
parameter of send API)
1 The source buffer MUST be associated with a local memory region
registered for remote read access in order to perform a rendezvous s
9 This offset reflects the start of the message within the memory regior
and, therefore, MAY be used to read the entire message
read_memory_key RKEY of the local memory region associated with the source buffer

The atomic extension header is used in conjunction withfith&omid)) APIls and MAY follow the
standard header or either of the optimized headers. The atomic extension header includes an
ses.atomic_opcoddield and amses.atomic_datatypdield. A UET provider MUST map the atomic
operation and atomic datatype specified in tieatomic()API to the associated SES header atomic
mnemonics, which are defined in the UET SES specification.

The ompare andswap extensionheader is a specialized header used with compare and swap atomic
operations. In addition to thees.atomic_opcod@andses.atomic_datatypdields, the extension also
contains the compare value and the swap value parameters from the assofiiatechpare _atomic)

API. These parameters map to thes.compare_valuandses.swap_valudields respectivelyThesize

of the mmpare andswap parameters MUST be 46 bytes.

2.2.11 Linux Implementation of UET Control API

The Linux implementation of the UET Control AB$cribed in this section is a proposal to the upstream
community. It is expectethat changes and feedback will be incorporated as a part of the upstream
processThe definitive location of the interfaces will be ithiaux include file.
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Multiple UET Control APl messages between the provider KMD and management entities have been
defined previously in this specification. More specifically, the following:

UET Control ABbblDmappingrequest message (see sectiar.4.])
UETControl APhddressassignmentequestmessage (see secti@n2.5.3.5.)
UETControl AP&ddressassignmentesponsemessage (see sectiéh2.5.3.5.)
UET Control ARkcurity rekey message (see sectidr2.9

UET Control ARecurityrekey request message (see secti.9

= =4 =4 =4 =4

In Linux implementations, the UET Control API MUST be implemented with Netlink messages. The
bSitAy]l YSaal3sSa IINB it SEOKIFIYy3ISR sAGK GKS !''9¢ LI
base set of encodings for the Netlink commands that represash message are shownkigure2-16.

enum uet nl_cmd {
UET_NL_CMD_JOB_ID= 1,
UET_NL_CMD_ADDR_REQ,
UET_NL_CMD_ADDR_RESP,
UET_NL_CMD_REKEY,
UET_NL_CMD_REKEY_REQ,
__UET_NL_CMD_MAX

h

Figure2-16 - UET Netlink Command Encodings

w»
Q¢

C2N) SEGSyarortArites bSiGtAy]l R2S8Sa yz2id NBLNBaSyd v
attributes instead. The base set of attributes used to represent UET Netlink messages are shown in
Figure2-17.

enum uet_nl_attr {
UET_NL_ATTR_JOB_ID,
UET_NL_ATTR_OS_PID,
UET_NL_ATTR_SERVICE,
UET_NL_ATTR_FLAGS,
UET_NL_ATTR_FA,
UET _NL_ATTR_UET_ADDR,
UET_NL_ATTR_SEC_BINDINGS,
UET_NL_ATTR_SEC_AN_SDI,
UET_NL_ATTR_SEC_SSI,
UET_NL_ATTR_SEC_KEY,
__UET_NL_ATTR_MAX

h

static const struct  nla_policy uet_policy[  UET_NL_ATTR_MAX] = {
[UET_NL_ATTR_JOB_ID] = { .type = NLA U321},
[UET_NL_ATTR_OS_PID] = { .type = NLA_U32},
[UET_NL_ATTR_SERVICE] = { .type = NLA_NUL_STRING,

len = UET_MAX_SERVICE_NAME_CHARS

[UET_NL_ATTR_FLAGS] = { .type = NLA U8},
[UET_NL_ATTR_FA] = NLA POLICY_EXACT_LEN(sizeof(struct uet_fa)),
[UET_NL_ATTR_UET_ADDR] = NLA_POLICY_EXACT_LEN(sizeof(struct uet_addr)),
[UET_NL_ATTR_SEC_BINDINGS] = NLA_POLICY_EXACT_LEN(

sizeof(struct uet_sec_bhindings)),
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[UET_NL_ATTR_SEC_AN_SDI] = { .type = NLA_U32 },

[UET_NL_ATTR_SEC SSI] = { .type = NLA_U32},

[UET_NL_ATTR_SEC_KEY] = NLA_POLICY_EXACT_LEN(UET_SEC_MAX_KEY_OCTETS)
h

Figure2-17 - UET Netlink Attributes

2.2.12 References
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3 UETransport Layer

The Ultra Ethernet Transport (UET) layer is designed to handle the most challenging application scale,
deliver packets reliably and securely, manage and avoid congestion within the network, and react to
contention at the endpointslts goals are minimal tail latency and highest network utilizatAdrthe

same time, UET is designed to enable simple hardware and software implementatiool as what

might be required for acceleratentegrated endpointsUET can be programmed through the OFI

libfabric stamlard interfacelt sets out to address the shortcomings of RoCRYZpecifically its

semantics, transport layer, wire operations, implementation complexities, and scale limits.

UET leverages semantics and reliability technigues from HPC to enable extreme scale while providing
advanced congestion management tlehploys the breadth of techniques and telemetry rising from
hyperscale datacenters for traditional Ethernet environments. The transport supports up to millions of
endpoints (NIC ports) with the ability to address up to billions of processes. Scalabiliily iisto every
aspect of its desigq from the state required in the semantic layer down to the way encryption keys are
managed and the way reliability and ordering are achieved.

To enable simplified implementations, subsets of the capabilities are defined in specific profiles that
support specialized use cases in Al domains. The HPC profile offers the most comprehensive
functionality. Some of it is optional to implemettitie two Al profiles define subsets of HPC. The Al Full
and Al Base profiles enable full or partial offload of *Gk&Lmessaging functions to hardware. The Al

Full profile offers deferrable sends, which save up to 1 RTT compared to Al Base in the cageewhe
receive buffer is not ready. Al Full also provides exact match offload to identify a specific receive buffer.
Al Base requires a prior message exchange to communicate a desired target buffer, which enables
slimmer Al Base implementations.

This overview section has been used by the working group to define the goals and the overall
architecture of UET as well as to design the specifics of the sublayers. It contains an overview of the
architecture and each sublayer as well as some historitegdto ease the understanding of readers. It
does not contain normative text outside of secti8r8.

3.1 UET Scope, Scale, and Reach
This section outlines the original design guidelines for UET to limit its scope and enable optimized design
choices. This background information helps readers understand decisions and architectural choices.

UET focuses primarily on the backend saalenetwork. UET opportunistically considers support for
frontend networks while not preventing applications in the seapenetwork. UET does not define
details of the hardware interface to the endpoints.

UET is designed to operate within one administrative domain. This means that, where necessary, a
single provisioning system is presumed for the assignment of identity and policy.

The workload and use cases are focused on generic Al, HPC, and storage traffic.
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Single applications are expected to span the entire system, simgle jobs filling up the system, and
the full spectrum in between. The objective of UET is to serve the breadth of all those use cases with a
single transport.

3.1.1 Virtualization
Virtualization hides the details of the physical infrastructure from tenants and tenants from each other.
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almost universal in cloud deployments. Thigleof virtualization presents a stark contrast between
traditional HPC and clouds: Traditional HPC deployments typically focus on performance first with a
more trusted user base.

Most virtualization technology sits in direct tension with performance objectives. For example,
traditional network virtualization requires O(N) state per endpoint, which UET tries to avoid.
Additionally, using network tunnel techniques introduces substdmacket overheads. In many
environments, however, the added security and isolation provided by virtualization is a fundamental
requirement. UET assumes the following with respect to virtualization:

1) Network tunnel techniques that are used today work in the context of UET, because UET uses IP

packets. UET packets can be encapsulated within VXLAN and similar tunnels; similarly, UET
packets can carry packets of tunneled protocols. Detailed implemenw@tbrirtualization
techniques are currently beyond the scope of UET. If UET packets are encapsulated in other

D .
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2) Host virtualization can be accomplished using traditional techniguegh as SFOV, SIOV,
unique fabric addresses (IP) per tenant, or others.

3) Deployments focused on the largest scales leverage technigues that simplify the tunnel logic
(e.q., structured addressing techniques).

4) Deployments that need to focus on network packet efficiency may choose to not use
encapsulation.

Nonetheless, some basic support is needed to support tunneling in a network using UET. For example,
systems carrying UET packets inside a tunnel would provide congestion information, such as explicit
congestion notification (ECN), to the encapsulated ptckeolutions such as IETF RFC g2)4re

available to provide this functionality. Furthermore, such systems would copy the entropy value of

encapsulated UET packets to the encapsulating packet to ensure ordering and load balancing. UET does

not currently define details for tunneling and lessit up to the system administrator to ensure correct
encapsulation and decapsulation.

3.2 UET Layers, Components, and Capabilities

The Ultra Ethernet transport layer is built on four largely independent sublayers: semantics, packet
delivery, congestion management, and security. Bigeire3-1. Each piece is designed to be separable
from the others; however, implementations may choose to build and integrate the functionality in any
way.
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The semantics sublayer (SES) defines addressing, authorization, message types, protocols, and semantic
header formats between endpoints. SES works at the level of transactions, such as messages or remote
memory accesses (RMA), and breaks those into melpptkets to be transmitted by the packet

delivery sublayer. The packet delivery sublayer (PDS) transports a stream of packets reliably to the
RSAGAYIGA2Yy C9t |yR LIaasSa GKSY (G2 GKS GFNBSGQA
and NAK packets to ensure reliable transmission and uses ephemeral state to track outstanding

packets in the network. The congestion management sublayer (CMS) ensures that the packets are
transmitted at highest ratevhile minimizing network congestiofhe transport security sublayer (TSS)
defines scalable encryption and authentication mechanisms for-feeeeer as well as cliergerver
communications.

Figure3-1 shows an overview of the overall UE stack and the UET sublayer structure. The key
architectural features of each sublayer are summarized, including how they are composed to form UET.
Full details of the specification are defined in the respective sectbttsis document.

Software APIs

libfabrics
. .. - msg —
Application B o )
Semantics

o =

Map ULP APIs to packets,
Transaction tracking, ordering, completions, etc.

Packet Delivery
Reliable delivery,
Packet ordering, ACK/NACK

Congestion
Management Security
Transmit rate control, Encryption, Key Management
Adaptive path selection

' :packets

Ethernet
Fabric

Figure3-1- Overview of UET

Each sublayer uses specific header fields in the patkelJET payloads thedata portion of a UET
packet beginning immediately after the SES header fields and of length specified by the length field of
the SES header. The length field of the SES header does not includiE Theaileif present.The total
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size of a UEpacketis the sum of UET head®JET payloadandUET trailer The UET packet structure is
shown inFigure3-2.

L2 Ethernet header a
L3 IPv4 or IPv6 header i Network heade
L4 UDP header (optional) v

Entropy header (present if no UDP header)

UET header

UET
SES header v
B
UET payload ' UET payload
UET CRC (optional) or TSS ICV (optional) 5 UET trailer
L2 Ethernet FCS

Figure3-2 - UET Packet Structure

3.2.1 Semantic Sublayer (SES)
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to enable specialized Al and fully featured HPC deployments. The SES bridges betweenftimngser
libfabric API and the PDS by mapping libfabric ARl twea set of UET communication operations, such

as tagged and untagged send/receive, RMA read/write, and atomics. Utilizing libfabric inherits benefits
from a wider ecosystem in which usfarcing libraries using libfabric already exist and are portakitn

beyond UE deviceSES is optimized for common eunserfacing APIg from *CCL to MPI to

OpenSHMEM. It provides optional message ordering and various optional initiator or target completion
Y2UATFTAOIGA2yE 6So3dx It 201t 20aSKBtoallbvithedl @0 ® { 9{
underlying hardware to support a large number of endpoints.

QX

SES translates libfabric communication calls into messages that transmit data from or to buffers at the
initiator or target process, respectively. It transmits message transactions by utilizing PDS functionality,
packetizing messages and mapping packets into messages at the destination. PDS interactions include
the packets of the message but also control packets for reliability and status exchanges.

SES defines two protocols for (large)message transmission: rendezvous and deferrable send. The
rendezvous protocol is used for messages that exceed the available temporary eager buffer limit at the
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then triggers a read from the source. The deferrable send protocol simply sends messages of any size,
and a target that cannot receive it yet sends a message to stop thdesepater, once the buffer is

posted, the target sends a resume message to continue the transaction. The main difference is that with
the rendezvous protocol, a sender decides before sending the message whether it is sending it using an
eager or a rendezvous transaction, while the deferrable send behaves the same at the sender, and the
receiver reacts dynamically and defers the send if the receive has not been posted and the message
cannot be buffered.

SES supports two fundamental addressing types: relative addressing fetopeeer communication in
large compute jobs and absolute addressing for clgariver connections. Once a message endpoint is
identified, a buffer is selected with optional matchigriteria (based on a packearried initiator ID,

e.g., an MPI rank and additional match bits).

OF libfabric is an opesource ecosystem with wide adoptiarfrom ISVcertified MPI implementations

to ML communication libraries like *CCL. UEC does not specify hoviaas®y libraries use libfabric, but
many mappings are natural. For example, *CQhasetics map naturally tfi_tagged(send/recwvith

exact matching semantics, MPIsemantics map té_tagged(send/recy)and MPi3 RMA as well as
OpenSHMEM semantics mapfitorma(read/write)in libfabric. Collective operations can map to
fi_collective(for acceleration. Of course, it is always possible to implement any messaging semantics
(e.g., *CCL) over any lowkyer semantics (e.dfi, rma()), but this may add additional software

overhead and prevent full offload.

3.2.2 Packet Delivery Sublayer (PDS)

PDS implements reliable packet transmission for the SES. It receives packets from the SES at the initiator
and delivers packets to the SES at the target, which the SES resolves to messages that may update target
memory. It also delivers SES return coded @aturn data (read and atomics) back to the initiator. The

PDS offers various ordering modes for packet delivery. All packets of a UET message, excluding the last
packet, are of size MTU.

Achieving a scalable reliability solution requires that the state retained in the NIC be based on the
number of simultaneously active (concurrent) communicatigm®t the total number of endpoints in
the application. The reliability layer is designed ewer three key requirements:

1. Extreme scalability
2. Ordered delivery of some packets
3. Unordered delivery of some packeiparticularly of bulk payload

Those requirements enable efficient support for packet sprayRidfS defines three packet types:

request, response (aka AGKACH, and control packets. PD&juest packets flow from the initiator of a
message to the target (reads are an exception). PDS responses flow in the opposite direction. Request
packets usually carry dgtACKs carry SES codes to complete the message or defer it. As an
optimization, PDS responses may also carry smatldata directly. Larger reads are handled

differently. The SESsponse code for a read request indicatesad acceptel and a separate SES
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response with data is sent using a RB§uest from the target to the initiator. Control packets are used
for managementpurposés S®3 dr (2 NBljdzSad GKS adliadza 2F | NBIjc
congestion situation.

In support of the ordering objectives and the use of multiple, concurrent, independent paths, the
reliability layer is designed with four packet delivery modes. Those modes support the semantic needs
of both HPC and Al, while enabling highly optimizedjligigcalable implementations. In some use

cases, the same message may utilize more than one packet delivery mode. For example, an MPI
implementation might use an ordered mode to ensure header ordering together with an unordered
delivery mode for the paylah The four packet delivery modes are:

1. Reliable, unordered delivery for operations (RUDhe RUD packet delivery mode is designed
to enable operations that are passed to the semantic sublayer only once but can tolerate
reordering in the network (e.g., atomic add operations). This allows all bulk data to be routed
unordered across the network he reliability sublayer detects duplicate packets so that each
packet is delivered to the semantic sublayer only once (i.e., operates on host memory only
once).

2. Reliable, ordered delivery (ROD)he ROD packet delivery mode maintains the order for all
packets between two endpoints. It is designed for applications that require message ordering,
SPIPr atLQa YIGOK 2 NiRMtshhaysamastidsl As adeyaplea MPA can Jdzi
transfer a heder using an ordered delivery protocol and then transfer the body of the message
using a different protocol. This provides ordering at the message level and unordered bulk data.
The reliability sublayer detects replays agnsures that the operation within each packet
interacts with host memory only once.

3. Reliable, unordered delivery for idempotefibperations (RUDIThe RUDI packet delivery
mode supports special applications where very smma@ssages need to be delivered between an
extreme number of endpoints. It takes advantage of the fact that some ¢lbka bulk payload
delivery¢ can be written into memory multiple times up until the final message completion is
delivered at the initiator RUDI packets can be reordered in the network and replayed due to
loss, leading them to be delivered more than once to the semantic sublayer and in any order.
Because endiser semantics can be complex, this protocol may not be appropriate for all use
cases; yet, due to its stateless nature at the receiver, it is the most scalable of the delivery
modes because it requires no state at the receiver.

4. Unreliable, unordered delivery (UUDAs with most transport layers, UET provides an
unreliable packet delivery mode. Unreliable packets (or datagrams) can be used if guaranteed
delivery is not required.

Both RUDI and UUD traffic are not subject to UET congestion control and therefore it is not
recommended for their traffic teshare the same traffic class with either ROD or RUD traffic.

! Idempotent operations give the same result with the no additional side effects when performed multiple times.
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Informative Text

UET does not use connections but defines various packet transport modes. UET first distinguis
between reliable and unreliable packet transmission, then between ordered and unordered deli
The reliable unordered mode differentiates between idempotéRUDI) and ncidempotent (RUD)
operations, where the former can be applied multiple times in the context of the same message
transmission (e.g., write or read). Examples for4me#mpotent operations are atomic operations ar
operations that have otheride effects at the target (e.g., delivering header data to a completion
queue). The ability to apply a packet operation multiple times has implementation benefits.
Idempotent packet operations may not change the message transmission or matching state wh
they are applied multiple times.

UET supports Horder message delivery while allowing the majority of the associated bulk data
placement to be out of order. This includes ordered buffer addressing. For example, many Al
applications rely on worder buffer matching semantics in *CCL liiea. This can be implemented with

UET using usdevel message sequence numbers as matching tags. This way, incomingatiuRUD
messages can be matched at the receiver in the order they were issued at the sender. If wildcard
matching is required by #huser code (e.g., in MPI), a combination of ROD and RUD can be used to
deliver rendezvous messages: The initial part of the message would be delivered in order through ROD,
and the remainder could be delivered as part of rendezvous or deferrable senagthRUD.

Extreme scalability is also supported by using dynamically created packet delivery contexts (PDCs). This
means that reliability state is required only between peers with ongoing communications. PDCs can be
created as part of normal packet transmission withincurring additional round trips. Depending on
resource availability, PDCs can be kept alive for extended periods of time 28ptackets) as well, and

the mechanism supports cactike PDC management.

3.2.3 Congestion Management Sublayer (CMS)
1'9¢Qa O2y3aSadAazy YIrylFI3aSYSyld Ay@2ft @ Sbasedickngestd® Yo Ay | (.
control and load balancing that is performed at each FEP. UET defines various corgastion

algorithms to enable interoperability between vendors. Spetiiéa balancing techniques and

mechanisms to ensure fairness of congestion control in the presence of multiple FEPs are outside of the
scope of UET, as they are not required for-FEP interoperability. By necessity, different vendor

solutions operating ithe same fabric plane are required to-eaist. UET exemplifies various possible
algorithms.

CMS reacts to endpoint contention (e.g., incast) and network congestion (e.g., in oversubscribed
scenarios). CMS defines two fundamental congestion control algorithms: Nesigikl based

congestion control (NSCC) that runs primarily at the sender aredvexecontrolled congestion control
(RCCC) that runs primarily at the receiver. Either can be used in isolation, or deployments can combine
both. NSCC is designed as a generic stdoide algorithm supporting arbitrary deployments and traffic
patterns. Itrelies only on roundrip time and ECN, while RCCC explicitly monitors incoming flows at the
receiver. RCCC is expected to work best on fully provisioned (nonblocking) fat trees and can be
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complemented with NSCC in oversubscribed fat trees. UET also specifies optional packet trimming
support for more rapid congestion information provided to both algorithms.

Both algorithms limit the amount of pending data (in unacknowledged packets) in the network. UET

defines a congestion control context (CCC) that contains the state required to implement the congestion
control algorithm(s). The CCC state controls the windiae that limits the number of data packets in

the network for the one or more PDCs associated with the CCC. This efficient scheme supports multiple
PDCs between the same two FEPs that share the same traffic class (TC). CCCs may be helpful to
coordinate nultiple PIDonFEP endpoints, for example, or different logical types of traffic sharing the

same TC. Such a set of PDCs is called a PDC group and is matched to a single CCC such that all traffic on
the same TC between the same pair of FEPs is coordinatdtpld CCCs may exist between the same

FEPs to enable ezxisting RUD and ROD flows.

Path load balancing algorithms choose which path to utilize for a specific packet. UET does not mandate
any path selection or load balancing algorithm to enable vendor differentiation. It provides examples
where path selection is implemented using egaest multi-pathing (ECMP) and is controlled through
changing the entropy in the packet headers. Those example algorithms aim to reduce hash collisions and
congestion and improve performance. The UDP source port is used as the common field in the packet
heades to specify entropy. ECMP forwarding behavior of switches is assumed to guarantee (in the
absence of failures) that packets with the same entropy use the same path.

3.2.4 TransportSecuritySublayer (TSS)
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option to encrypt and authenticate all data payload and most of the transport headers while being

designed to enable packet spraying. The secsotytion provides a scalable solution using a single key

across an entire parallel application and no-peer security state for large parallel jobs. It also provides

a scalable mechanism to secure many clients that communicate with a server usingikayiate The

PDS is designed in conjunction with the TSS to enable the detection of replays. TSS is robust against
known attacks on other lovevel transport schemes, such as various exhaustion at{8tks

3.2.5 Layering Summary

UET camun on top of IP/UDP agxperimentally on top of IBirectly; implementations may be

configured with a protocol numbeas described IlETHRFC962[4]. Detailed packet header formats

can be found in the SES, PDS, CMS, and TSS sections of this specification. Packet formats include an
entropy value field in the UDP source port to enable compatibility with existing switches and common
ECMP path selectiorpproaches.

Because UET uses a standard IP packet carried over Ethernet, it is implicitly possible for UET to be
tunneled using standard technologies such as VXLAN and NVGRE.

Within a UET packet, there is an optional encryption header followed by a reliability header and then a
semantic header. The encryption and reliability headers both leverage éheexier encoding so as not
to prohibit the UET definition from evolving tdi@w other trafficg including RoCE or TGRo be layered
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within the encryption and reliability mechanisms. While the initial design of UET does not consider such
encapsulations, the packet layering is provisioned to enable this as a future option.

3.2.6 Sublayer Interfaces

The sublayers of UET are modularized to specify roles and responsibilities of functionality rather than
indicate implementation requirements. Actual implementations are free to choose whatever modularity
is appropriate, as long as the external observaldkayvior of the implementation is compliant with the
normative directives in the specification. Interfaces between the UET components and the users of UET,
both above and below, are described in the specification to further delineate the roles and
responsililities of the modular functionality.

Figure3-3 depicts the UET components and component interfaces. The UET libfabric provider is the
primary applicatiorfacing layer of UE. It is responsible for mapping libfabric API calls to the UET
semantic sublayer to support the communication needs of the libéabmndpoint. Send and completion
queues are the primary means of interfacing between the UET libfabric provider and the semantics
layer.

libfabric Semantic (SES) Packet Delivery (PDS) Security Ethernet Port

Work Request ~ )
Reliability

SEND QUEUES | h PDC#O | TRAFFIC CLASS low T
—_— TX Re: es | —

e T DI
RTS Pradict N ' !
I:[ Build SES ';sr:'f n/ RSN H [
Header o - 1 | o P""-‘C £ PDC #N Transmit
| Pend Req | |

TRAFFIC CLASS high Packat

|
> Prediction Build : 1| Encrypt »
Read Packels || & Auth.
- Response POC #0 |

T e I
e Proc'g -
RECEIVE QUEUES . PDC#N * TRAFFIC CLASS x.
- - DI
- I
—I0 -

Reliability RX s | )
Processin 2 bacir | Deerypt [ L { Buffering & —_—
| [ B Auth. Receive
R 1 Access Control Policy

Semantic RX
Processing b

COMPLETION QUEUES

-

—II -
ccc Mgme €Ce State

Congestion Management

Figure3-3 - Component Interface Overview

SES connects the UET libfabric provider to the PDS. SES packetizes messages at the source of the data
and deposits the received data into memory at the target. In addition, it implements various Hiyleér
protocols, such as rendezvous or deferrable serid synchronize initiator and target. SES in turn makes
transmission requests to the reliability component of PDS, which (if needed) creates and assigns a
packet delivery context (PDC) and a congestion control context (CCC) for those packets. PDS is
responsible for delivering packets from sender to receiver. PDS implements reliability and is designed to
operate on both lossless and besffort networks. CMS is optimized to support bestort networks. It
manages the assignment of packets to traffic @as3he PDS interfaces with the congestion

management sublayer on each packet to determine whether new packets can be sent into the network,
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as well as an entropy value to be used. Send completion notifications and congestion signals from
received packets and ACKs are passed to the congestion management sublayer to manage transmission
windows. The TSS performs encryption and authenticatiohesender, and decryption and

authentication at the receiver, of each packet. The data is then forwarded to the output ports of the

fabric interface.

3.2.7 Error Handling

Each layer may generate errors that are either to be passed to the application through the libfabric
bindings (see libfabric mapping sectidr2.5.6 or to the system administrator through logging or other

alert mechanisms. In UET, only the SES layer interfaces to the application directly; other layer errors are
either passed through SES to libfabric or logged in a vesplecific form.

3.3 Profiles and Capabilities [normative]

UET covers various application use cases utilizing different communication libraries and services with
differing communication requirements for both HPC and Al. Not all use cases require all semantics, and
simplified semantics offer opportunities to spela and optimize hardware. Thus, UET defines three
profiles called HPC, Al Base, and Al Full, respectively. The HPC profile supgtatgédlHPC

semantics and supports a wide range of applications. The Al Base profile is specialized to support *CCL
and unreliable datagram communication focusing on minimal implementation complexity. The Al Full
profile is intended to support all Al training and Al inferencing requirements to serve that emerging
market most effectively. A specific endpoint implementatican support either the Al Base, Al Full, or

the HPC profile or any combination of the thré®wever, communication between two endpoints

requires that those endpointisoth supportthe same profile.

Within eachprofile, specific features of the protocol may be defined as being optional. For example, all
profiles define encryption as optional. This means that devices choosing to implement a profile would
implement the upper layers of semantics with or without eyptron, and then a deployment could

decide whether to enable encryption. A device that does not implement encryption can be compliant to
a profile, and deployments using that device could not enable encryption. Yet, communication between
devices of the samprofile shall be possible through the least common denominator feature set.

¢tKS FT2ff2gAy3a aLISOATASAE (GKS !'9¢ FSIFddz2NBa Ay Of dzZRSR
that a feature must be implemented. If a cell is empty, it means that the feature does not have to be
supported, but vendors are free to support it infeanced profiles (e.g., Al Base + Read). In this case,

vendors should be sure to track all dependencies. Optional features may be disabled at runtime. That

means that an implementation declaring support for Al Base may implement all features (which would

make it also HPC and Al Full compliant). The following tables assume familiarity with the respective UET
subsections. All requirements apply to both bestort and lossless deployments unless otherwise

specified.

3.3.1 SES Transactions
Table3-1 defines the requirements for supporting various transactions to be compliant with each
profile. Multi-packet transactions such as UET_WRITE, UET, ®READET SENBUSTuse a consistent
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payloadMTU size to transport the SES payload. Thereforeployment MUST use a consistpayload
MTU size across all FEPs communicating in a fabric.

Table3-1 - Profile Requirementgor Supporting libfabric Transactions

Transaction Description Al Al HPC
Base Full
NO_OP Null message as MUST MUST MUST
defined by the
UET_NO_OP
opcode in SES
section3.4.6.2
SEND Send a message MUST support at MUST support MUST support
that uses thebuffer least 1 payload | 4GB1 request size| 4GB1 request size
at headof the MTU request size
receivequeue
DATAGRAM SEND Used for UUD MUST MUST MUST
TAGGEBEND Exact tag match MUST MUST
(EM)
TAGGEBEND Wildcard tag match MUST
(WC)
WRITE RMAwrite MUST MUST MUST
WRITE IMM RMAwrite with
immediate
READ RMAread MUST MUST
Nonfetching Atomics support MUST MUST MUST
ATOMIC
Fetching Atomics support MUST MUST
ATOMIC
Tagged Atomics Both fetching and MUST
non-fetching
DEFERRABLE Send operations MUST
SEND that can be
deferred by the
target until the
corresponding
receive buffer is
posted
DEFERRABLE Deferrable send MUST
TSEND with matching
RENDEZVOUS with unexpected MUST
msgsupport
Note:
1. The libfabric provider advertises the max SEND message size
2. Atomic operation support is determined via libfabric capability discovery (see SES Settios.4.

3.3.2 Buffer Addressing Mechanisms

Implementations of all profiles MUST conform to all basic buffer addressing schemes (described in SES
section3.4.1.3 except for matching (described in SES se@idril.3.5. Implementations of all profiles
MUST support the use of memory keys for UET_WRITE operationspl&hientatiors MUST support
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the use of memory keys for UET_READ and UET_ATOMIC operationsébR4/supportedExact
matching support may be implemented using wild card matching.

Table3-2 - Addressing Requirements for Implementations of Profiles

Operation Description Al Al HPC
Base Full
Relative Addressing | Select libfabric endpoint using: MUST MUST MUST
{FA, JobID, PIDonFEP, Rl[range]}
Absolute Addressing | Select libfabric endpoint using: MUST MUST MUST
{FA, PIDonFEP, RI[range]}
Exact tag match Exact tag matcfor send operations MUST MUST
Wildcard tag match | Wildcard tag matcloperations MUST

3.3.3 Authorization

All profiles MUST implement the authorization semantics (SES s&cfidng. All profiles MUST be able
to insert the JobID according to SES se@idnl.4.1 The profile implementation MUST check the JobID
before allowing buffer access. All profiles MUST support at least one JobID per FEP.

3.3.4 Buffer Behavior
The profiles MUST support the buffer behaviors shawhable3-3.

Table3-3 - Profile Buffer Behavior Requirements

Transaction Type Notes Al Al HPC
Base Full
UseOnce RMA Useonce applicable to RMA operations MUST
Memory Key Full range (standard header) MUST MUST MUST
Limited range (optimized header) MUST
Tagged Operations: | Applicable to tagged send and MUST MUST
Exact Match deferrable tagged send and rendezvous tagge
send (if supported)
Tagged Operations: | Applicable to tagged send and rendezvous MUST
Wild Card Match tagged send
Multi receive Support FI_MULTI_RECV

3.3.5 Packet Formats

Table3-4 lists the SES header formats (SES se8ti#s that implementations of each profile MUST
support. All fields and flags in the headers MUST be supported unless specifically called out as an
exception in the table.
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Table3-4 - Profile Summary SES header formats

(G9

global observability(GO)

Header Format Description Al Al HPC
Base Full
Standard 44B full header MUST MUST MUST
Deferrable Send 44 B header with restart token MUST
Deferrable Send RTH 44 B header with restart token MUST
Deferrable Send as | Target should treat arriving deferrable sends§ MUST MUST MUST
Send send
Optimized 20B header without match, initiator 1D, heade MUST
Nonmatching data, and
message ID fields (single packet)
Optimized 32B header without message ID awith either MUST
Small Message header data OR offset (single packet)
Rendezvous 24 B header with eager length and address MUST
Extension information for read
Atomic 4 B header with opcode, datatype, control MUST MUST MUST
Extension
Compareand-Swap | Two operand header format (if CAS is MUST MUST
Header supported)
Response 16 B header with return code MUST MUST MUST
Response with Data | Variable size header with Zresponse header MUST MUST
+ data

Optimized Response| 8 Bcompact header MUST
Delivery Complete | Delivery complete (DC) as implemented with MUST MUST MUST

3.3.6 PDS Ordering Modes

Table3-5 lists the PDS ordering modes and network behavior that implementations of each profile

MUST support.

Table3-5 - Profile Summary PDS ordering modes

Service Description Al Al HPC
Base Full
Reliability and Reliable, unordered delivery (RUD) MUST MUST MUST
Ordering Modes
Reliable, ordered delivery (ROD) MUST MUST MUST
Reliable, unordered delivery for idempotent MUST
operations (RUDI)
Unreliable, unordered delivery (UUD) MUST MUST MUST
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3.3.7 CMS Congestion Control Algorithms

The CMS offers two complementary congestion control algorithms: NSCC and RCCC. The following tables
specify the implementation requirements in each proflledependent requirements are provided for

besteffort and lossless networks. Each implemented algorithm must support a mechanism to disable it

at deployment time such that either NSCC or RCCC can run in isolation or together if the implementation
supportsboth.

Table3-6 - Profile Summary Best Effort

Service Description Al Al HPC
Base Full
NSCC Network-signatbased congestion control MUST MUST MUST
RCCC Receiveicontrolled congestion control

Table3-7 - Profile Summary Lossless

Service Description Al Al HPC
Base Full
NSCC Network-signatbased congestion control
RCCC Receivercontrolled congestion control

3.3.8 Encapsulation

Many of thetransportcomponentsof all profilesinherently rely on consistent lowdevel protocol
encapsulatior(e.g., IPv4 vs. IPv6 as network layer encapsulation and native UET vs. UDP encapsulation
at the transport layer)For example, TSS uses confidentiality and encrytifsets for the secure

domain specific to the encaplationtype, and @S uses a nominal packet size to calculate bandwidth.

An implementatiorSHOULD use consistent encapsulatiamall packets on a FEPDC,and TSS security
domain.
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3.4 SemanticsSublayer (SES)

UET specifies a semantic sublayer (SES) that supports the OFI libfabric API. To support libfabric, the
semantic sublayer uses concepts that have been deployed in HPC networking products as part of
libfabricimplementations. This specification defingstionized profiles for Al and HPC deploymethtzt
allowseamless interogrability between the common features dfie profiles.Mappings of the popular
send/receive semantics in *CCL to the proposed Al semantics are discussed in&dcfion

The products that have seeded this initial effort are inspired (to varying degrees) by the semantics
exposed through the Portals 4.x A5 In particular, various pieces of nomenclature are similar to what

is found in Portals 4, as is much of the addressing and authorization model. Portals 4 is mentioned here
as a resource for additional insight into some of the concepts.

Informative Text

SERIza Sa (KA i 5SNFENE SR AY . Whehedisndny implEmer@aSdis use
SYRSNESOSARISIINE X NBaLISOGAGBStes GK2aS tindatNoas
f A te&¥ a&véImore complex transactions likendezvous. For example, in a rendezvous
transactiorE |y AYAGAIf NBIdzSad A& aSyd FTNRY réagS
pull the data from the initiator.

Because libfabrizmasmodeled after Portals 4, a strong semantic match remains between the two.
However, libfabric does not define how to handle various challenges for gvatecol that lie beneath

the API (e.g., unexpected messages). Portals does not define a wire protocol either, and many of the
Portals semantics relate to NIC or software behavior that is beyond the scope of UET (e.g., event
delivery). By necessity, UETfides some behaviors of network hardware and software, but only to the
extent necessary to build compatible devices. The UET on the wire protocol does not intend to achieve
compliance with any existing semantics (neither IBTA nor Portals 4) and intereperay with a peer

UET device.

SES defines the behavior of processing the wire protocol only to the extent that is necessary to achieve
interoperability between implementations of the libfabric APl over the wire. FEP semantics and
implementation details are left to individual implemetitan choices, and the split of the

implementation between hardware and software is not defined. Several details of the libfabric
implementation requirements are not defined by the wire protocol. The libfabric mapping specification
covers some additional geiirements for achieving interoperable providers.

3.4.1 Definition of Semantic Concepts

This section articulates the semantics provided by the UET to support Al and HPC applications. Fields
within the header are articulated in this section, and the proper semantic handling of those fields is
described; additional normative text is found incien 3.4.3 The section starts by describing
addressinghow is a buffer selected. This is followed by a discussion of authorizti®process of
determining whether a message is allowed to access a buffer. In addition, this section covers the
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network operation types, how the ordering modes interact with the semantics provided, and network

protocol security.

Informative Text

¢CKNRdzaK2dzi GKS aSYFryGAO aSOGA2ys InitsSpedfsdfian,
the term buffer is used generically to refer to an addressable section of memory. This includes ¢
fAOFIONRO aYSY2NE NBIA2Z2YyE O0ADPSHE GKS GFNBS
fi_tsend(Jfi_trecv()that refer to memory to send from or receive into. It includes areas described
scatter/gather list as well.

3.4.1.1 Operations, Messages, and Transactions

| trénsacto Aa O2YLR&aSR 2F Fff 2F GKS LI O180a ySSRSR

(KS dz&aSNJ FyR AYLIE SYSpiebsagek & 2(yAaonTal (0ENR2GF  NB ljad8dia

V=lo TN e

message ID. A transaction consists of one or more messages and supporting packets. As an example, a
32 KB libfabri¢i_send(would carry the payload in 8 packets with the same message ID that would be
the send A send transaction would include the acknowledgments and semantic responses to the send

messag@ packets. A more complex example would be a léirggend()using rendezvous3(4.4.3. This

would consist of one or more packets as part of an eager message plus one or more packets as part of
the read message (a second message). Each of those messages would have associated responses and

acknowledgments. All of these together would make ke tendezvous transaction.

¢ KS (pfeNdored A4 NBASNISR T2NJ 0KS 0SKF@GA2NI AYLI SYSy (S
encoded in the opcoded(4.6.9 and specifies operations such as reads and writes to memory, sending
of messages, and atomic operations on memory. Operation is also used in a handful of cases when

referring to libfabric concepts (e.g., a receive operation).

3.4.1.2 Services and Resources

| salvicé A & [|-level kanskrlicttidietrapsulates all of the resources associated with a higher

level library (e.g., *CCL, MPI). Resources can include constructs such as buffers, completion queues, and
O2YLJX SGA2Y R&SBuds/Ilad8&NIEA® ! ya | RRNBSaaAy3 O2yadNuzOG dza SR
resources within a service. Three Resource Index spaces exist, corresponding to three operation types:

RMA, SEND, and TAGGED. That is, Resource Index 0 for an RMA opcode (e.g., UETs WRITE) ha

different meaning from Resource Index O for a SEND opcode (e.g., UET_DEFERRABLE_SEND). Similarly,
TAGGED opcodes (e.g., UET_RENDEZVOUS_SEND) have a third meaning for Resource Index 0.

Informative Text

¢F33ISR FYyR dzyill 33SR YSaal3Sa AyKSNByifeée NB
two different addressing points. The original mechanism considered was to have a single opcog
UET_PUT) for all, with the target resources addressasgd on the configuration of the target
resource. An alternative mechanism considered was to have each resource index be configure(
what type of operation could be performed on it and reject operations of other types.
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3.4.1.3 Addressing

Addressing describes the entire process of selecting a target and identifying a data buffer at the target.
This may be the destination of data (e.g., for a Sé&nd.{.5.1¢ or a Write 8.4.1.5.3, the source of the

data (e.g., for a Rea®.4.1.5.3, or both a source and destination of data (e.g., for atomic operations).
There are two types of addressing: relative addressing and absolute addrd®sihdypes rely on a

Fabric Address (FA), PIDonFER.{.3.2, and set of Resource IndeXx4.1.3.3 values to select a

libfabric endpoint. They differ ihow a PIDonFEP is interpreted. In relative addressing, the PIDonFEP is
relative to the JoblD3(4.1.3.). In absolute addressing, the PIDonFEP is interpreted without a JobID. The
libfabric endpoint has a variety of resources that can include such things as a receive queue for
send/receive operation, a set of matching buffers, RMA resources, and complelivargt¢ both

completion queues and counters. This list does not attempt to be exhaustive, and the exact types and
nature of the resources are not intended to be prescriptive.

For each matching, nonmatching, or RMA operation that an implementation supports, separate
resources are identified by the combination of a Resource Index and operation type. Buffers provided
for different operation types are addressed independently, lastitated throughout the following
examples; however, none of the following text or illustrations should be interpreted as suggestive,
prescriptive, or proscriptive of any implementation architecture in any way other than the resolution of
a message to auifer.

The addressing hierarchy begins with a Fabric Address. An FA selects a fabric endpoint (FEP). Once a FEP
is selected, two addressing modes are defined. Relative addressing is intended to enable scalable
addressing for parallel communication within a distiied application, which is called a job. Absolute
Addressing is intended to enable scalable addressing for client/server operations where the server is not
required to be part of the application. In both cases, the initiator of a transaction is assighddx

(3.4.1.3.) that is inserted in each packet in a trusted way(7.7). The JoblID is an identifying property

of the initiator only, and then is used as part of addressing and authoriza&idri(4 at the target.

In relative addressing, the FEP uses JoblID to define the scope of the PIDonFEP. Within the PIDonFEP, a
wSa2dz2NOS LYyRSE o6wLO A& Faa20Al 0SSR 6AGK | aaSNWBAOS.
library. In libfabric, a libfabric endpoint is aped for the service, and the number of Resource Index
values used depends on the service. The details of the usage of the Resource Index is hidden beneath
the libfabric endpointthat was opened in association with the service. The mapping of services to
Resource Index values is covered in the libfabric mapping specifi¢@}iaithin a service, each

Resource Index creates a unique addressing space where a send operation, tagged send operation, or
RMA operation can select a buffer. This is highlightdeignre3-4. Figure3-4 specifically illustrates the
operation of send/receive and tagged send/receive, where there is a pool of buffers behind a Resource
Index. For send/receive, the first buffer is consumed from the queue by an incoming message. For
tagged send/receive, the Ifigr is selected using the matching criteria. An initiator identifier is provided

2 Implementation of various libfabric features (e.g., scalable endpoints) can lead to a limited level of application
level visibility of index values.
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Receiver Per-Job PIDONFEP Table
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Resolution

(Send/Recv) PIDONFEP
—

DAOS |— set of buffers
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(Fabric Address)

FEP Jlob ID

Descriptors

Figure3-4 - Overview of Relative Addressing

as part of the matching criterid(4.1.3.4. Note that send/receive and tagged send/receive have a
different pool of buffers; even when they use the same Resource Index.

WhileFigure3-4 provides an overview of how the addressing might be used in a complete HPC software
stackg where multiple complex applications might share a nadeis also possible to implement a
simplified version of this hierarchy for more purpdseilt use casese(g., an integrated FEP in an Al
accelerator). As illustrated iRigure3-5, a FEP may choose to support only one JobID at a time to
effectively remove the first level of indirection. In this model, the FEP is expected to validate that the
received JoblID is the same as the one JoblID using the FEP. In addition, while the RiisriR&$durce
Index space is drawn hierarchically, the total number of bits dedicated to this addressing (24 bits) is
consistent with implementation as a flat address space, if desired. PIDonFEP and Resource Index select a
receive queue at the target, whids a resource that scales based on the messaging patterns rather than
the total size of the system (in endpoints or ranks). Thus, similar solutions for direct mapping to
resources could be employed. Finally, UET defines return codes and recovery nmmashfanisow to

cleanly handle transactions that go beyond the resources implemented by a particular device.

Informative Text

A libfabric implementation associates multiple types of resources with a libfabric endpoint. This
includes things such as completion queues, memory regions, and receive buffers. Because a P
combined with a Resource Index is how an endpoint is adeédtghis effectively selects a set of
resources; some of which are directly addressable from the network (e.g., a memory region) an
others which are not (e.g., a completion queue). Within a space selected by a PIDonFEP and R
Index, a memory keyan also address a memory region. Each resource may have an (implemen
defined) limited range.

139

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



Receiver

Descriptor
Resolution Global PIDonFEP Table
esource
Index
Multi-recv
Network IP Address I/O Requests —— ) fen o
(Fabric Address) PIDonFEP
— ' T Feowa +—{ ][] [
File Data ﬂ D I:I
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Figure3-5 - Overview of Absolute Addressing

Absolute addressing differs from relative addressing in thatRl2onFEP is an absolute number that

spans the process space on the target node instead of being relative to a JobID. This allows a service to
exist that is not associated with any job and allows addressing of those services within the UET
framework.An absolute address facilitates a client directly addressing a process that is not part of its
job, and the authorization modeB8(4.1.4.) enables scalable authorization using the JobID. For example,

a client can use this approach to access a service residing at-kneelh PIDonFEP (or a PIDonFEP
obtained through some form of address resolution) on a server node. The JobID at thaspmati

only as part of authorization to access a buffeér(1.4.). Buffer authorization in this scenario is

expected to occur on a pdauffer basis (e.g., per memory region or per receive buffer).

Receiver
Descriptor
Resolution Receive Queue
(Send/Recv — Simplified) | set of buffers
Network IP Address {PIDonFEP,
(Fabric Address) Resource Index} —>D E‘ I:J
— 00
Descriptors

Figure3-6 - Overview of SimplifiedAbsolute Addressing

RMA operations (e.dfi, read()andfi_write()) use a Resource Index space independent from
send/receive (and tagged send/receive) operations. At the libfabric level, a target memory region is
accessed using a memory key. A Resource Index defines a context within which a memory key has
meaning.Figure3-7 illustrates this concept. A given Resource Index (e.g., Rl 0) selects a service (e.g.,
SHMEM). Within that service, a memory key is mapped to a descriptor of a memory region in a vendor
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defined way that is compliant with the memory key structure definition in the libfabric mapping
specification. Each combination of FA, JoblID (in the case of relative addressing), PIDonFEP, Resource
Index, and Memory Key selects a unique buffer.

Figure3-8illustrates the case where optimized headefiglre3-13) that do not include a memory key
can be used. Here, a single buffer is associated with a Resource Index. A Resource Index is one of many
associated with a service (e.g., SHMEM); thus, the Resource Index can directly select a buffer.

I Descriptors for
Receiver Per-Job PIDonFEP Table Index =0
Descriptor D ] El
Resolution

RMA PIDonFEP
( ) —> Rierfcfé"ﬁg endor Defined

Memory Function

endor Defined
Function

N

Descriptors for
Index =4

Resource
Index=4

MNetwork IP Address
(Fabric Address)

FEP Job ID

Service

Figure3-7 - Overview of Relative Addressing for RMA Operations

3.4.1.3.1 Job Identifiers (JobID)

A JoblD identifies an application (spanning one or more FEPSs) that a communicating process belongs to
(e.g., within a distributed parallel application). The JoblID is assigned to the initiating process and is part

of both addressing and buffer access auihation. In relative addressing for a FEP, it defines the scope

of the PIDonFEP within the FEP. In absolute addressing for a FEP, JobID is used only for buffer access

authorization. Se8&.4.1.4.1for an elaboration on the use of JobID for authorization. In both absolute

and relative addressing, the JobID is populated with the JobID of the initiating application.

Job identifiers are useful in a traditional parallel computing environment (e.g., both HPC and Al) to
segregate different user applications. They also provide a scalable authorization field when
communicating in a client/server environment. A JobID igyagsi by a provisioning systegrmuch like

a VXLAN ID would be. The numerical relationship of the JoblID to the security domain is not defined by
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Figure3-8 - Overview of Relative Addressing for RMA Operatiddsing Optimized Headers

UET. The JobID MUST be unique for all jobs that are concurrently executing within the reachable
network, and it could potentially utilize an existing ID if that is how the provisioning system is designed.
Phrased differently, two entities that can reachceaother across the network MUST have different
JoblIDs unless they are allowed to communicate. A distributed parallel application MAY be associated
with more than one JoblD.

Informative Text

An example of a parallel application being associated with more than one JoblD is the case wh¢
separately launched distributed parallel applications need to communicate. These two jobs may
launched at somewhat different times such that the figh jhas no knowledge of the details of the
second job at launch time. Multiple mechanisms can achieve this. The two historical solutions a
Create a spanning JoblID where each process uses relative addressing in two different jobs, an
absolute adressing. In either case, separate resources (e.g. separate sets of receive buffers an
completion queues) are used for communicating between the two jobs.

Informative Text

JobID assignment is conceptually similar to VXLAN ID assignment. The relationship of the Jobl
VXLAN ID (or other virtualization ID) is not defined by UET. In either case, the JobID could pote
be the same as a virtualization ID or a securitgndm, but that is not a requirement.

3.4.1.3.2 Process ldentification (PIDonFEP)

UET provides a process identification field in the SES header sedigtiDonFERvhich is used to select

a set of resources associated with a specific process. Because operating systems tend to evolve
independently of network protocols, the UET PIDonFEP is decoupled from the OS process ID as well as
the PCI Express PASID. The PID®IG-BS process mapping is matoyone. That is, each OS process
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using the network stack MUST have a different PIDonFEP, but more than one PIDonFEP may be assigned
to an OS process. A PIDonFEP MUST have either a scope that is relative to a JobID (relative addressing)
or a scope that is relative to a Fabric Address (Rlte@ddressing).

Informative Text

I tL52yC9t dzaASR Ay NBfIFIGAGS I RRNBaaAy3a Y2R
FRRNBaAaAy3a Y2RS A& RSaA3IySR G2 Itf25 dchcBasl
for MPI or *CCL, can be expressed as a logical node and ranthat node. Thus, a CCL or MPI ran
g2dzZ R 0S RSO2YL}R aSR A ydshch ésyapdication with Srankslpér Aoyle
translating Rank 33 into node 4 and PIDonFEP 1. In this case, PIDonFEP 1 says that Rank 33
second rank on node 4.

Informative Text

Multiple PIDonFEPs have been bound to a single OS process in historical implementations to e
GKS FTtSEAOAfAGE 2F NB&a2dzNOS YIyl3SySyido Ly

hardware must map PIDonFEP to some address translatimextcand typically uses structures that
are agnostic to N:1 mappings. For example, if the Resource Index space proves to be too smal
multi-programming model applications, it may be possible to map a service to an alternate PID

it the full rarge of Resource Index values.

3.4.1.3.3 Separation ofServices within a Process (Resource Index)

Within a process, it is often necessary to separate different usages of the network stack. For example, a
userlevel networking stack such as MPI or *C&lwould want a separate set of communication

resources from a usdevel object storage system (e.@istributed Asynchronous Object Storage
(DAOS)7]). A specific set of resources within a process is a libfabric endpoint. A libfabric endpoint may
acquire more than one Resource Indgas defined by the service that was used to open the endpoint.

A communication context within that endpoint (e.g., a reeeiueue) is selected by the Resource Index.
Different operation types (e.g., UET_SEND, UET_READ, and UET_TAGGED_SEND) have different
Resource Index spaces. When used with a tagged operation on the wire, a Resource Index refers to a set
of buffers using tagnatching for buffer resolution (accessed using TSEND opcodes). The same numerical
value of Resource Index used with a SEND opcode accesses a nonmatching queue. One or more RMA
resources (accessed using UET_READ, UET_WRITE, UET_ATOMIC, and othesspciateblendth a
Resource Index. An RMA operation using an optimized hekagrr€3-13) MUST select exactly one

RMA resource using the Resource Index. An RMA operation using the standard kégueB(9) MAY

target a Resource Index that has exactly one RMA resource. This configuration is part of the Resource
Index configuration at the target FEP.
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Informative Text

The text above notes that send/receive, tagged send/receive, and RMA opcodes have three diff
Resource Index spaces. That is, a Resource Index using send/receive selects different resourc
(completion queue, set of target buffers) from a tagged seedéive using that same Resource Indg
value. Similarly, an RMA opcode using that same numeric value accesses a third set of resourg
Whether that is thought of as three separate Resource Index tables or one table with three sets
resources selected kthe operation type is an implementation detail beyond the scope of this spe

3.4.1.3.4 Initiator Identifiers

Theses.initiatorfield is included in the UET header and is part of the matching criedal(3.5. The
ses.initiatorF A St R O2y Gl Aya GKS 2206 fS@St haNdbeghingonlg ¥ G KS A
within the context of a JobID (i.e., it is a rank numbered from O-fig Where N is the total number of

ranks in the application). As such, it MAY be assigned by aastollable resource. In many

messaging APtsincluding various Cdibraries and MP¢ the receive operation (e.gMPI_Irecv()

specifies the rank that a message must come from in order to match to that receiveseshistiator

field is intended to carry that rankor a proxy for that rank (e.g., the source rank lcbibe translated to

a global rank rather than the communicatspecific rank used in MPI). This is expressed in libfabric

through the FI_DIRECTED_RECYV portion of the API.

Informative Text

Theses.initiatorfield is currently defined as the initiator ID and is relative to the JobID in both rel
addressing and absolute addressing. The initiator ID does not currently have a separate trust m
addressing model for absolute addressing, because theretia currently known use case for the
initiator ID in absolute addressing mode. Future extensions of the specification may include upg
to the initiator ID definition for absolute addressing if a watfined use case emerges.

3.4.1.3.5 Matching and Nonmatching Operations

The UET header defines a set of fields to enable either matching or nonmatching operations. When the
message indicates it is a tagged send (e.g., UET_TAGGED_SEND, UET_RENDEZVOUS_TSEND), the
ématchingcriteria¢ 0 (i $eSmatchn bitdield and theses.initiator_idfield) are used for buffer

selection. When matching is not requested (e.g., UET_SEND, UET_RENDEZVOUS_SEND), a network
message selects the next buffer provided by the Resource Index. The matching (if present) and
nonmatching resources associated vét Resource Index are logically separated.

Matching operations exist in various forms. The traditional form of matching as defined through the
libfabricfi_trecv()API uses matching critergaspecifically theses.match_bitsaand theses.initiatorfields

of the message to select the buffer. In this approach (as exemplifiefi itrecv()and other historical

software APIs), the matching criteria can provide ignore bits for each of the 64 match bits and/or be set

G2 NBOSAGS FTNRBY dal ye a2 dzasod drecoh SuppodrEfonMRamaiciing CL ¢! 55w
requires wildcard matching for both a tag field and a source field, and this is accomplished through a
combination of ignore bits and FI_ADDR_UNSPEC. For *CCL implementations that support send/recv,

their matching behaviors are typically a s of this behavior, where the matching criteria may not be
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wildcarded; however, that is a property of the libfabric endpoint and not the wire protocol. When

wildcard matching is used with ROD, the message MUST consume the entries in the FIFO order provided
by software amongst all buffers that match the matchinigecia; thus, for a given {FA, JobID, PIDonFEP,
Resource Index} matching is performed in the order that buffers were added to that Resource Index.
When RUD is used, the matching process SHOULD consume the entries in the FIFO order provided by
software amougst all buffers that match the matching criteqavhether exact matching or wildcard

matching is used; however, because RUD is unordered, the fabric is allowed to reorder packets. Entries
are allowed to be consumed in any order when using RUD.

The match bits MAY be used as part of the RMA operations for libfabric. In this use case, the target of an
RMA operation configures the resources identified by a {JobID, PIDonFEP, Resource Index} tuple in an
RMA operation (e.gfi_write(), fi_read(), fi_atomic})as expressed as an RMA opcode (e.g., UET_WRITE,

'9¢yYyw9! 5% !9¢y! ¢halL/ 3 !9¢ywCO9¢/ 1 y! ¢halL/o F2NJ I 00Sa.

fi_write() or fi_read()API. The implementation MU®Tap the key into the match bits on the wire. On

some implementations, this key (as carried in the match bits) MAY have a very limited range and simply
index a table of memory regions affiliated with a {JoblD, PIDonFEP, Resource Index} tuple. On other
implementations, some values of this key MAY use a tatdb to identify a buffer associated with that
{JobID, PIDonFEP, Resource Index, key} tuple. On still other implementations, the hardware MAY be
simply configured to use the matching logic used to support tagged messaging. Each of these modes is
enabledthrough the libfabric mapping because the libfabric API allows implementations to control the
actual values of a memory key and how those values are used. Interoperability between various
implementation strategies for the use of match bits is discusséldribfabric mapping specification.

Informative Text

The design of SES always provideseminitiatorfield to be part of the matching criteria. This
enables libfabric to support FI_DIRECTED_RECV. An endpoint could be opened without
FI_DIRECTED_RECV. In this case, the target side endpoint would igseeittiator field. This is a
topic for coverage in the libfabric mapping specification but is noted here for the sake of the rea

3.4.1.3.6 Memory Addressing

The UET header provides an offset within the buffer selected through the above processes. The offset is
zero based (with respect to the buffer start) and matches the default memory region behavior for
libfabric (formerly known as FI_MR_SCALABLE). Implatiarg MAY support the FI_ MR_VIRT_ADDR
option. FI_MR_ENDPOINT is required to be set by the user of the libfabric provider.

3.4.1.3.7 Addressing Summarized

A message that uses relative addressing selects a set of resources associated with a libfabric endpoint
using a JobID, PIDonFEP, operation type, and Resource Index combination. For an untagged operation, a
given {JobID, PIDonFEP, Resource Index} tuple BrJ$Sed to select one buffer. If the message uses a
tagged operation, the FEP uses the match bits as part of selecting a buffer. In a matching operation, a
given {JobID, PIDonFEP, Resource Index, Match Criteria} tuple MUST be used to select one buffer;
however, the FEP MAY use one or more mechanisms to uniquely identify that buffer (as defined in
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section3.4.1.3.5. The mechanism used MAY depend on the {JobID, PIDonFEP, Resource Index} tuple. An
RMA operation MAY include a memory key in the same header field used for match bits (i.e.,
ses.memory_key. If a memory key is not used, the {JoblD, PIDonFEP, Resource Index} tuple MUST
uniquely select one buffer. Note that the Resource Index space used for untagged operations, tagged
operations, and RMA operations are three separate spaces.

A message that uses absolute addressing selects a set of resources associated with a libfabric endpoint
using a PIDonFEP and Resource Index combination. Within this set of resources, addressing proceeds in
the same way as it does for relative addressing.

3.4.1.3.8 Addressing and libfabric [Informative]

This section is informational and provides the design intent for the addressing modes and how they are
used in libfabric. Addressing for libfabric utilizing a UET provider is standardized in the libfabric mapping
specification(see sectior2.2.5.]).

A libfabric endpoint is part of one or more JoblDgxists only in the context of one OS process, and it
would typically exist on one PIDonFEP. A libfabric endpoint may allocate one or more values of Resource
Index.

A libfabric endpoint is likely to utilize one or more {JobID, PIDonFEP, Resource Index} tuples. At least one
motivation is to provide a control channel within the provider. Here, a control channel is defined as a
mechanism through which two instances gbvider in different processes can exchange control
information.

In libfabric, thefi_addr_t(e.g.,dest_addy determines whether relative addressing or absolute
addressing is used.

For anfi_send() the {JobID, PIDonFEP, Resource Index} tuple selects a set of resources in a libfabric
endpoint that is similar to a shared receive queue.

For anfi_tsend() the {JobID, PIDonFEP, Resource Index} tuple selects a construct similar to a shared
receive queue in a libfabric endpoint. Within the resources selected by that tuple, the matching criteria
(ses.match_bitplusses.initiator) select a buffer based on the corresponding matching criteria provided
in thefi_trecv() It is expected that libfabric will be extended to allow an endpoint to specify that it
supports only exact matching (i.e., that all of the ignore bits must be 0). Exact maitclaipgoperty of

the libfabric endpoint, particularly the target libfabric endpoirgand not the wire protocol itself. The
exact matching semantic is defined as not allowing a wildcard to be applied to the match field. It is
intended to be used with ex#lg one copy of the matching criteria€s.match_bitgplusses.initiator) in

flight at any given time on the wire and exactly one copy of the match bits in use in the tagged receive
list; however, that is not required. If these criteria are violated, titem order in which buffers are

matched is undefined.

In libfabric, RMA operations (e.d.,write(), fi_read() utilize a 64bit memory key. The wire formats
provide two encodings of the key information for these operations. In one mechanism, only the {JoblID,
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PIDonFEP, Resource Index} tuple is available in the UET header, and this chooses exactly one buffer. In
this mechanism, the key pass through the libfabric API uses an encoding that is compatible with an
abbreviated encoding on the wireessentially placig all key information needed for addressing into

the Resource Index itself. In the second mechanism, the wire protocol provides 64 bits for transporting
the memory key (i.eses.memory_key The {JoblID, PIDonFEP, Resource Index} tuple selects a set of
resources associated with a libfabric endpoint where the key has meaning and selects the completion
gueue for delivering libfabric completion data (i.e., $es.header_datdield in the transport header

that is analogous to the immediate data for an RDMA Witih-Immediate). The libfabric mapping
specification fully defines the memory key encoding and how that encoding is utilized to create the
relevant transport header fonats.

Informative Text

In libfabric, a memory key uniquely identifies a memory region that is the target of an RMA oper
(e.g.fi_read(). The memory key in libfabric may be used to encode various information. The
memory key is controlled by the providenplementation, which is how various usages and
structures of the memory key achieve interoperability.

3.4.1.4 Authorization

After addressing a buffer, access to that buffer MUST be authorized as specBiddli4.1land

3.4.1.4.2 The security mechanisms outlined in the security chapter assist in establishing the identity of
the sending device and authenticity of the header fields. Beyond that, the JobID plays a key role in
buffer access authorization.

3.4.1.4.1 Job Identifier (JobID) and Authorization

The JoblD MUST be assigned by or validated by a trusted layer within the initiatin@@rbdel)( This
can be within the FEP or Q¥ the OS is part of the network trust boundary for a given deployment.
The JobID can be assigned in any way that the provisioning system sees fit.

For every access to a buffer (either RMA memory region or receive buffer), the implementation MUST
apply a mechanism to validate that the JoblID is allowed to access the buffer. This mechanism can be as
simple as the JobID being a required part of the medra to address the buffer (e.g., in relative
addressing). In absolute addressing, this can require checking the JoblID for each buffer.
Implementations MUST support at least one JobID, and an implementation MAY support only one JobID
and support only relave addressing; such an implementation can simply check the JobID of every
inbound transaction. However, an implementation that simply checks that a JobID is one of a set
supported by the FEP, without further applying a mechanism (e.g., relative addressimgrbuffer

check) to validate that JoblID can access the buffer, is not sufficient.

3.4.1.4.2 Encryption and Authorization

Encryption is optionally supported and described in the transport security subsystem. The primary
purpose of encryption in UET is to secure data and authenticate headers. Enforcement of fabric
addresses and JoblIDs is covered in se@idti7.1 To prevent server state scalability issues, UET does

not require serveiside mappings between a secure domain identifier (SDI) and JobID. The JobID is part
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of the identity of the initiating process in absolute addressing and is part of the shared identity of the
initiating process and target process in relative addressing.

When encryption is enabled, a secure domain is logically mapped to a service from an application
LISNRELISOGAPS® hytfte YSYOSNE Wo2dzyRQ (2 ThEB R2YIlAY
achieved by first selecting the endpoint using the {FA, JobID, PIDonFEP, Resource Index} tuple for
relative addressing mode or the {FA, PIDonFEP, Resource Index} tuple for absolute addressing mode.
When encryption is enabled, the FEP MUST valitthaiiethe SDI is allowed to access that endpoint. If

this validation fas, the message MUST be dropped and reported as defined in the transport security
sublayer (TSS) sectiBri7.4 An SES response MUST NOT be sent in response this failure. A PDS NACK
MUST NOT be sent in response to this failure.

Implementation Note:

The SES is allowed to respond with UET_NO_RESPONSE before determining that the SDI val
the endpoint failed. Thisan cause PDS to later indicate a UET_DEFAULT_RESPONSE for a gi\
packet, but a message that fails SDI validation will never successfully complete. The PDC will n
survive this and will eventually be torn down due to the lack of responses.

Informative Text
UET is designed to avoid an amount of state that scales with the number of communicating peg
(e.g., in a client/server environment, the number of clients of one server). As an example, the s¢
specification includes a mode to allow all clients skaver to use a single SDI in order to minimize
the required key storage state at the sengio make it independent of the number of clients. Havi
an SDI to JobID mapping would then require that the SDI maintain a list of all client JoblD value
could use the SDI, which is an amount of state that scales with the total number of clients.

3.4.1.5 Network Transaction Types

Network transactions include various forms of tagged and untagged sends, RMA operations, and atomic
operations. Not altransaction types may be supported on all networks. Graceful behaviors are defined
for when an unsupported network transaction type is receivéd 6.4.3. In general, all network

transaction types work in conjunction with the full set of addressing options described above.

Network transactions that carry bulk payload (i.e., reads, writes, sends, tagged sends) MAY transfer up
to 2%¢ 1 bytes (4GR 1) in a single message. This message size limit is defined by the maximum value
that can be represented in the request length in the standard header format. Individual
implementations MAY limit the size of RMA operations and send opesatieparately. Such a limit is
exposed through the max message size capabilities in libfabric. Implementations MUST break data into
packets contaiimg payload sizes conforming to a Payload M3W.{.1). All packets in a message

other than the last packet carry exactly Payload MTU bytes of data.
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Informative Text

Where implementations choose different maximum message sizes to export, that decision will
impose requirements on middleware software (e.g., MPI or *CCL implementations). An initiator
fails to honor the limits of the target FEP will receive a retwrdecindicating a failure to deliver the
message. It is the responsibility of the middleware to coordinate the maximum message size lin
across the environment. In practice, this is not typically a problem, since implementations have
traditionally choserfrom a small number of maximum message sizes (either the largest the trans
supports or a single MTU), and the middleware is typically coded to choose from those options.

3.4.1.5.1 Sends; Tagged and Untagged

All sends cross the wire with addressing informatialobID, PIDonFEP, Resource Index, an optional
offset into the target buffer, matching critedaheader data, and a payload. The target of the operation
(e.g., the receiving process where the data will be deposited) then has some control over the exact
handling of that message and the resulting change in the state of the buffer that addressimgatifor
specifies 8.4.1.9. Sends select the head of the untagged receive queue addressed by the {JoblID,
Process ID, Resource Index} and tagged sends use the matching criteria to choose ohelftdéithe
associated with the tagged receive queue selected by {JobID, Process ID, Resource Index}. Send
operations that arrive at a receive queue that does not have a posted receive buffer are handled using
unexpected header processing.4.3.5.1. Similarly, tagged sends that do not find a matching entry
follow the unexpected header processing procedures.

3.4.1.5.2 Writes

A write crosses the wire with addressing informatipdoblD, PIDonFEP, Resource Index, an offset into
the target buffer, an optional memory ké&yheader data (immediate data) and a payload. Writes select a
single buffer based on the addressing criteria. The target of the operation (e.g., the memory region
within the target process where the data will be deposited) then has some control over dté ex

handling of that message and the resulting change in the state of the buffer that addressing information
specifies 8.4.1.9. For example, a target buffer could be defined asasee or could be defined as
read-only. For any access violation (e.g., the memory key is not valid, a write accessesalydadffer,

etc.), a return codeTable3-19) is generated that indicates the error.

3.4.1.5.3 Reads

A read utilizes the same addressing information as a write. Reads select a single buffer based on the
addressing criteria. The target of the operation (e.g., the memory region within the target process from
which the data will be retrieved) then has sonantrol over the exact handling of that message and the
resulting change in the state of the buffer that addressing information spec#idsl(§. For example, a
target buffer could be defined as usace or could be defined as writnly. For any access violation

3 Matching criteria is currently included in the packet for all types of sends, but it is used only as part of buffer
selection for tagged sends.
4RMA addressing may work in either of two formatsne with and one without a memory key on the wire.
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(e.g., the memory key is not valid, a read accesses a-amiiebuffer, etc.), a return codd able3-19) is
generated that indicates the error.

3.4.1.5.4 Atomic operations

Atomic operations are defined within UET. Both fetching atomic andfetahing atomic operations are
included. Atomics utilize the same addressing semantics as RMA read and write. Fetching atomic
operations are limited to a single element of a datatypenietching atomic operations (or, just atomic
operations) may be as large as a messagp to the full request length. Atomicity is limited in scope to

a single element granularity and limited to the scope of a single {FA, JobID, PIDonFEP, Resource Index
Memory Key}. Variants of atomic operations using tagged addressing semantics are supported on
profiles that support tagged sends, in which case atomicity is limited in scope to a {FA, JobID, PIDonFEP,
Resource Index, Matching CriteriddblID is not part of determining the scope of atomics when absolute
addressing is used.

3.4.1.5.4.1 Atomic Operations and Datatypes

A broad range of atomic datatypes and operations is supported within the UET definition. These types
and operations target traditional HPC as well as Al/ML workloads. An enumeration of supported
operations and datatypes is found in secti®d.6.4

3.4.1.5.4.2 Atomic Operation Control Fields

Atomic operations are tightly tied to the memory model exposed by the netwik§. As such,
controls [Table3-23) to convey the semantics required for the operation are provided as part of the
atomic header definition.

3.4.1.5.5 Rendezvous Send Transactions

A rendezvous send transaction is defined as an operation that sends a request from an initiator to a
GFNBSG® hy &adz00SaafdzZ te ARSY(GATFTEAYyd | 0dzFFSNE (KS
NBljdzSad a!, KI @S | ythatiStlarsfSried withi2 Bahek ttaysferd Fre pRyoad:

transfers before the buffer has been identified at the target. In a rendezvous transaction, the target

controls how the eager portion of the transfer is handled. If the matching buffer is not foumdy be

buffered, or it may be discarded and requested from the initiator later.

In UET, a rendezvous transaction begins with a rendezvous request (send or tsend). The rendezvous
request includes information about a buffer at the initiator. This information is a full set of addressing
information to enable the read to later retrievedtremainder of the full message payload. The read is
semantically identical to other read operations in UET in all waysluding their packetization and
implementation options as described in the packet delivery sublayer (PDS); however, the read for a
rendezvous transaction requires completion tracking at the target beyond the typical scéipesafl()
See3.4.4.3for additional discussion and for an implementation note on rendezvous implementations.

3.4.1.5.6 Deferrable Send Transactions

A deferrable send is a separate type of send transaction (for send or tsend) that can be deferred by the
target of the send. Deferrable sends can then be resumed later. A deferrable send begins with a
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deferrable send request (send or tseqdeeTable3-17 for a list of opcodes) that includes a restart

token containing a 3bit portion allocated by the initiator and a 34t portion that will be filled in by

the target. The target responds with a semantic response indicating whether the message was accepted
or not. Accepted messages can be accepted in their entirety or partially. If the message was not
accepted in its entirety, a later request from the target to the initiata ready to restart, uses a token

to indicate to the initiator that the originahessage can be restarted. The reddyrestart request can

include an offset to allow it to start somewhere other than the start of the message. This allows the
implementation to capture the initial portion of the message in an unexpected buffer and tofnein

the matching receive (e.di, trecv() is posted.

Informative Text

I RSTSNNIo6fS aSyR O2dzZ R 6S AYLX SYSYGdSR gAd
architecture. In this context, an eager portion does not go into the wire protocol, because it doe
impact the behavior of the target. The eager sizeaspart of the libfabric API.

Informative Text

The deferrable send transaction provides a wire protocol implementation and optimization of an
a S 3ISNI f 2 [BECGoncepNRIy, ther@uhdtip time required for a rendezvous operation has
a negative impact on the performance of moderate sized messages when the message is expe
Eager long protocols optimize for the expected message case. Deferrable sends gpdnetisée by
providing a wire protocol that reduces (though does not eliminate) the wasted bandwidth associ
with unexpected messages using an eager long protocol. Deferrable sends also include a wire

transaction that does not require implementing a deaperation to pull the remainder of the data.

3.4.1.5.7 Responses

Two types of responses are defined. The first is a response to send, tagged send, write, read (for large
reads), and notietching atomic operations, which indicates the semantic result of that operation
(3.4.3.3. The second is a response with payload, which is returned as the result of a read or fetching
atomic operation.

3.4.1.6 Target Operation Types: Supported Buffer Behavior

UET attempts to minimize the requirements placed on FEPs to maximize the flexibility afforded to
implementations. Nevertheless, it is important that FER®d their associated software staoks
implement certain behaviors. Minimum requirements for hardeare discussed in secti@y.7. FEPs
have expected behaviors for usmce, multireceive, tagged, and RMA operations as described below.

3.4.1.6.1 UseOnce Operation

One important buffer behavior for implementing libfabric is t@&e behaviorThis behavior means
that once a single message has targeted the buffer, the buffer MUST NOT be accessible by other
messages. The buffer MUST continue to be available for the one operation that started on it. The buffer
MUST NOT be released back to the agaion (e.g., through a completion notification) until the
operation targeting it has completed. Targgtle FEP implementations MUST supportasee
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behavior, since this is the defined behavior fiosend(Jfi_recv() If tagged messaging is supported,
targetside FEP implementations MUST supportosee behavior as part of the tagged API
implementation.

Targetside FEP Implementations of RMAread() fi_write()) MAY implement a usence semantic.
Useonce can be a useful feature for building more secure implementations, as it minimizes the
exposure window of a buffer. It can also be helpful for software to not have to explicitly tear down
exposed buffers.

Informative Text

Useonce behavior for RMA operations requires libfabric extensions. This behavior can be an
important building block for secure protocaisspecially in client/server operation. Many attack
AdzNF I OSa F2NJ dzy SYONE LJi SR LINRdifel@sxsichas Bé LISy R
ses.memory_keyUseonce behavior minimizes the lifetime of the exposure of the buffer, which
reduces the success probability of these attacks -trs=e behavior is also a useful (though not
strictly necessary) building block for thendezvous protocol, since it eliminates the overhead of
tearing down the buffer that was exposed by software to enable the target to issue a rendezvou
read.

3.4.1.6.2 Multi-Receive

Targetside FEP Implementations SHOULD implement support for amcdiive capability (i.e., the
FI_MULTI_RECYV option as specified for API calls sticreas()in libfabric). Multireceive allows a
AAYy3ES 0dzZFFSNI (G2 FOOSLII Ydzf GALIX S NBIldzSaida oAGK
send and tagged send operations (and their rendezvous variants).

3.4.1.6.3 Tagged Operations

The target side of an implementation of libfabric over the HPC profile for UET MUST include support for
tagged operations. Tagged operations MAY be accelerated with special mechanisms (e.g., dedicated
hardware support); however, implementations that compligh the minimum requirements in section
3.4.7are also acceptable. Implementation of tagged operations MUST use the matching criteria
(ses.match_bitglusses.initiator) provided in the UET header.

3.4.1.6.4 Memory Key Size and Range

Targetside FEP implementations MUST support using the match bit field of a packet as a memory key
for an RMA operation (e.di, write()). The structure of the memory key is not defined as part of the
transport definition and is defined in the libfabric mapping specification. Implementations have
significant freedom to choose the exact usage of the memory key while complying with theitibfa
definition.

3.4.1.7 Ordering
Two basic forms of ordering are defined in libfabric; libfabric message ordering and payload ordering.
The first is the ordering between libfabric messag&ghere a libfabric message here is loosely defined
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as any type of network operation and the second is payload ordering which is the order in which

bytes targeting a single address are delivered to memory at the target. In contrast, packet ordering is a
property of the packet delivery service (PDS) angsésd to implement the ordering requested at the
libfabric layer. The ordering requested at the libfabric layer passes through SES to select a PDS mode
(e.g., ROD, RUD, RUDI) and how that PDS mode is used. Libfabric messagecatdenied as the

orderin which message headers are used to select a bygffedistinct from payload ordering when

utilizing underlying PDS modes. Payload order®¥.{.7.3 refers to the order in which two different
transactions operating on the same target address are applied.

3.4.1.7.1 Libfabric Message Ordering

Message ordering as defined by libfabric (e.g., safter-send, seneafter-write) requires that message

headers be resolved at the target (e.g., matched or consume a receive queue entry) in the order that the
messages were provided by software at theiaiir. That is, message ordering begins with the order in

which API calls (e.di, send() are made from software at the initiating libfabric endpoint and ends

when a buffer has been selected (e.g., tag matching has concluded and the buffer markeskasieeu

buffer is no longer available for other messages to match). Message ordering requirements apply to a
specific {initiator FA, target FA, initiator PIDonFEP, JoblID, target PIDonFEP, Resource Index, traffic class}
tuple only. To meet the libfabric meage ordering semantics for seatter-send (and other message
orderings), operations MUST use a ROD PDC to transport information required for resolving to a buffer

at the target. This means using a ROD PDE€ feend()or fi_tsend()when making a requestincluding

a rendezvous request. Payload may be delivered out of order by using rendezvous trans&cigng (

or deferrable send transaction8.4.4.4. In these transactions, the initial message (e.g., eager portion) is
sent using a ROD PDC, and the remainder (e.g., the rendezvous read) is a separate message that may use
a RUD PDC. sectiBm.9discusses the mapping of *CCL ordered send/receive over a tagged interface
using a RUD PDC.

Informative Text
Most implementations are likely to place multiple independent streams of ordered traffic onto a
single PDC.

The mixture of RMA operations (e.fi.,write()) with messaging (e.di, send() that requires message
ordering (e.g.sendafter-write) MAY use a ROD PDC. If it does not use a ROD PDC, mixed RMA and
messaging MUST use souside fencing to force the required ordering between messages. Seaitlee
fencing refers to the action of waiting for the prior operations to completonceptually similar to a
memory fence; and then initiating the subsequent transactions. This action would be applied at the
semantic sublayer, if it were implemented.

3.4.1.7.2 Payload Ordering

Payload order refers to the ordering that two different operations from the same initiating PIDonFEP
from a given initiator FEP perceive when accessing the same buffer associated with a single target FEP.
Common ordering modes (i.e., typical CPU memoryehoddering modes that are also defined in
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libfabric) include writeafter-write (WAW), writeafter-read (WAR), and reaalfter-write (RAW). RMA
operations that request payload ordering MAY use a ROD PDC. Thiseffedtively order the delivery

of payload data such that the order in which it is presented to the target FEP would match the order of
the requests issued by software. Even then, WAR ordering is likely to have a limited size as defined by
the target implenentation (i.e., as expressed through the max_order_war_size attribute in libfabdc).
implement WAR ordering, targets using a ROD PDC to achieve ordering MUST buffer the result of the
first read until an indication has been received from PDS that the result has been received by the
initiator. This is indicated biyDS transmitting a Clear packet for the result. Typical implementations limit
the size of data they buffer (e.g., to the maximum payload size of fetching atomic operations). Even with
these mechanisms in place, implementations need to take care in hoWwdsiebus interface (e.gPCI
Express) semantics interact with the chosen ordering mode.

A second alternative for implementing payload ordering is to use initigie fencing in conjunction
with a RUD, or even RUDI, PDC. Initigide fencing implies that after one operation is performed, the
initiator waits for that operation to completegnd then the next operation is performed.

3.4.1.7.3 Order of Generation of Packets Within a Message

Packets of a single message are generated with packet sequence numbers (PSNs) and offsets within the
message that are ascending through the message. That is, the first packet of the message MUST have
the first sequence number (e.g., PSN=A) used for thesagesand MUST have tkessombit set. The

Nth packet MUST have PSN=A-%; khus, in the logical interface from SES to PDS, packets are provided

in order. Similarly, the first packet of a message MUST have an offset within the message of 0. The Nth
packeé MUST carry an offset of {N * PAYLOAD_MTU in thes.header_datdield. The final packet of

the message MUST have thes.eombit set. Packets from a single message MUST be contiguous in the
sequence number space. That is, two messages MUST NOT be interleaved in their delivery to PDS for a
single PDC.

For the ROD protocol, packets MUST be delivered to the wire in the order of their sequence number. For
the RUD protocol, packets MAY be delivered to the wire in any order.

From the perspective of generating packets within a message, deferrable sends can behave like one
message (i.e., when they are not deferred), in which case they follow single message packet generation
ordering rules. Deferrable sends can also behave Vike(br more) messages (i.e., when the deferrable
send is deferred), in which case the two (or more) messages follow the ordering and interleaving rules of
the PDCs that are used. The first message carrisgggonbit on the first packet and generates M

packets from the N packets that the overall payload of the deferrable send. It concludesesidom

set on the last packet of the original message. The second (and subsequent) message(s) also carries an
ses.sombit on the first packet. Each message generates up to N packets, where N is the number of
packets needed to transfer the entire message. Each message that is part of the deferrable send is
treated as an independent message for the purposes of the abdes.ru
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3.4.1.7.4 Completion Ordering

SESloes not directly provide completion ordering. Completion ordering is a function of the &&dP
the hardware/software interface of the FEP. When using RUD or RUDI, two operations are not
guaranteed to have any patrticular relationship in the completiothefnetwork portion of the
transactiong either at the initiator or target. Additional discussion of orderiBg#(8.1) and completion
ordering 3.4.8.1.3 is provided in the memory model description.

3.4.1.7.5 Ordering of Response Data

For the ROD protocol, a read response (UET_RESPONSE_W_DATA) MUST be generated in the order that
the read requests were received for a given PDC.

3.4.1.8 Protocol Isolation Mechanisms

SES provides mechanisms for isolation between jobs on a system. This consists of controlling access to
buffers using devicenforced identities. A FEP is validated as being within a given security domain using
either cryptographic methods (see sectidry.4) or other sitespecific methods beyond the scope of

UET. In a client/server environment, however, this does not indicate which buffers a message may
access. Buffer access authorization depends on the identify information in a UET [84ded(being
properly enforced3.4.7.1).

3.4.1.9 Header Data

Libfabric defines completion data that can have a size up to 64 bits. UET supports this with a field called
ses.header_datahat is 64 bits in size. In libfabric, completion data is delivered as part of the

completion queue entry and does not consume an entry from the receive queue. Header data is
provided only in the start of message packet, and only ifstb& hdbit indicates that it was provided by
software.

3.4.1.10 Additional Control Fields

Some additional bits of control are included in the UET healinl€3-8). There are two bits of version
information Ges.ve). Multi-packet messages includesas.message_lengthield that describes the

entire length of the payload to be delivered. One ki#g.d¢ is included to request that the semantic
response indicates that the packet has been made globally obsen&Bl8.3. One bit is used to

indicate that the message encountered an error at the souses.{§ and should terminate the message

in error. As an example, a PCle transaction may fail in the middle of a packet in the middle of a message.
Similarly, an address translation may fail for a packet in the middle of a message. One bit indicates
relative orabsolute addressingés.re).

3.4.1.11 Packet Sizes Based on Payload MTU

Packets for SES utilize a programmable Payload MTU. The Payload MTU is the amount of payload (in
bytes) that can be carried in a maximusized packet. The Payload MTU is configured-¢ditand) to a
value of 1024, 2048, 4096, or 8192. FEP implementabldST support a Payload MTU of 4096 bytes.
FEP implementations SHOULD support Payload MTU of 1024 bytes, 2048 bytes, and 8192 bytes. The
default for Payload MTU is 4096 bytes, and this size is used for various architectural decisions.
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ThePayload MTU MUST be set such that the resulting packet fits within the limits defined by the
9UKSNYySG ac¢! Ff2y3 GKS SYGANB LI GK® ¢KS GR2y Qi FNJ
of a message MUST put exactly PAYLOAD_MTU bytes into eviesy gfabe message except the final

packet. A generated packet MUST NOT be further fragmented by the FEP.

3.4.1.12 Zero-Byte Operations

Zerobyte operations are supported for read, write, send, tagged send, and the atomic put and atomic
get operations. Zertyte reads and atomic gets issue a memory read at the target using the specified
offset. Zerabyte writes, sends, tagged sends, andraic puts do not write memory but can generate a
completion at the targetZerobyte writes, sends, tagged sends, and atomic puts also perform whatever
operation is necessary to honor the delivery complete setting for the messageb¥&roperations
undergo the same checks (e.g., whether the buffer being written is writeable, whether the address is
valid, etc.) and generate the same return codes as all other operations. Similarly;laysesend or

tagged send consumes the corresponding buffer at thigdbg using the same targetide controls as a
one-byte send or tagged send would. A zdrgte send or tagged send resolving to a mratteive buffer
consumes no space in the buffer. Zdrgte operations use the same header formgtsoth PDS and
semantt headerg; as a corresponding oHgyte operation would use. The only difference is that the
length field is set to 0. Because the payload length of a-bgte response is 0, it inherently passes the
t5{ GSad 2F aqLIe&ft2FIRYtSy ¢TI t5{ga! - ¢!/ YP5! ¢! ¢ d

3.4.1.13 Interaction of Semantics with Reliability Modes

The packet delivery sublayer (PDS) has four delivery modes. Throughout the semantic specification,
differences in behavior between reliable ordered delivery (ROD) and reliable unordered delivery (RUD)
are specifically enumerated. Unless otherwise statéiduactionality is available for both ROD and RUD
delivery modes. The PDS also supports an unreliable unordered datagram (UUD) mode. The only
semantic provided with UUD is the opcode UET_DATAGRAM_SEND. UUD is provided to enable
applications to use a datagm transport (e.g., like UDP) without having to use a different

communication library. UET_DATAGRAM_SEND utilizes the same addressing mechanisms as ROD and
RUD. As an untagged send, it does not utilize matching. UET_DATAGRAM_SEND supports-only single
paclet messages.

The fourth delivery mode reliable unordered delivery for idempotent messages (Rdb§s specific

constraints in the way it is utilized. With RUBDS provides reliable delivery but does not provide

deduplication. This means that certain scenarios (e.g., lost acknowledgements) can lead to the duplicate
delivery of packets at the target. RUDI is designed for semantics that are idempotent. For example,
fi_read()andfi_write() are idempotent when they do not deliver a target completion. Semantics that

haS aARS STFSOGA IINB y2i aalFSé¢ ¢gKSy dzaiy3a w!5Ld ¢
consume a buffer at the target. Similarfiy,atomic()would be exposed to delivering the operation to

the target twice.

3.4.1.14 Message ldentifiers and Message Construction
Each multipacket message contains a message identifies.(nessage_)d Singlepacket read request
(UET_READ) messages using the standard hdaider€3-9) MUST include a message ID for the

156

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



sesmessage_idield. Other singlgpacket requests that have trees.message_ifield MUST include a

message ID aet thevalueto 0 if no message ID is provided. The message ID MUST be unique across all
messages in flight from one initiator FEP to a given target FEP using a given target PDC. The message ID
MAY be globally unique for a given initiator FEP.

If a message was present in the request, the read responses (UET_RESPONSE_W_DATA) carry the
original message ID from the read request in $iasread_request message _idield. Otherwise, the
sesread_request message_idield is set to 0. These responses also carry their own response message
ID Ges.response_message)idlhe response message ID does not have the same uniqueness
requirements as the message ID in the request.

Informative Text

The initiator can track all the information needed to implement read transactions without requirir
uniqueness irses.response_message. ifihis frees the target implementation to leverage the
response message ID in whatever way it desires. This includes the full range of implementation
options, from always populating theesresponse message_idvith O to inserting a random value to
having a unique response message ID that is used for all responses to a given read.

3.4.1.15 Original Request PSN

Certain optimized header formats for RMA operations do not carry a messagbkdfe formats use the

PSN from the original PDS Request packet to identify the original request state at the initiator. This
allows an initiator to associate return data with the original SES read request when the original message
ID is not present.

Implementation Note:

The standard SES header carrisg@gamessage_ithat is carried back to the initiator in the SES
GNBalLlyasS 6AGK RIFIGF KSIFIRSNE O0APSPT gAGK NB
a message ID. When the message ID is not present, the original PSN is used to identify the trar
atthe initiator. PDS passes each PSN to SES. The original request PSN is needed only for the
response with data headeF{gure3-20). In these cases, SES passes it back to the initiator in a sp
header field.

3.4.2 Semantic Header Formats

Several header formats are needed to implement UET. Those formats are shown here in both illustrated
and tabular forms. Some header fields (esgsopcode) use enumerated types defined in secti®d.a

All reserved fields MUST be set to 0 and ignored upon receipt. Header formats are selected based on the
guidelines ir3.4.2.6

3.4.2.1 Standard Header Format

The standard header format shownTable3-8 is used for most operation type$able3-8 illustrates

the fields present wheses.somis set to 1, and able3-9 presents the slight variation on the header for
whenses.somnis set to 0. Implementations MUST support using the standard header format for any
request operation. It is used for any myttacket operation and for any operation that requires
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matching criteriag including those that need a full memory key as part of implemerfiingrite() or
fi_read() Either the standard header or the small message/small RMA hea#egure3-14 MUST be
used when completion data is needed. The field names and sizes are summarizadded8 below.

Header Start  ©

31

Byte ‘ byte 0 ‘ byte 1 ‘ byte 2 byte 3
E| rsvd ‘ opcode ver |dc|ie |rel|hd |eom|som message_id
ri_generation JoblD
rsvd PIDonFEP ‘ rsvd resource_index
buffer offset
buffer offset

initiator

(8]
=

memory key / match_bits

memory key / match_bits

w
38}

header_data

header_data

request_length

Figure3-9 - Standard Header Format wheses.soms 1(UET_HDR_REQUESIDS

Table3-8 - Standard Header Format Field¢ghen ses.som is 1

Field Size Description Section Ref
rsvd 2 | Reserved. MUST be 0.
opcode 6 | The operation being performed for this packetabple3-17) 3.4.6.2
version (ver) 2 | Semantic protocol versiogset to 0 in the initial version.
Delivery Complete 1 | Defer the semantic response for this until the packet has| 3.4.8.3
(dc) been made globally observabl.4.8.3. This matches the
FI_DELIVERY_COMPLETE option in libfabric.
Initiator Error (ie) 1 | Indicates thigpacket encountered an error at the initiator.| 3.4.5.4.1
Initiator Error prevents the packet from being written at th
target. Initiator Error should be set only for packets that
MUST cause the message to complete in error. This is
primarily designed for messages sisting of more than
one packet.
Relative (rel) This packet uses relative addressing. 3.4.1.3
header data present Header data was provided for this message. 3.4.1.9
(hd)
End of Msg (eom) 1 | Indicates the last packet of the messageseom MUST be 3.4.1.7.3
set on the last packet of a message.
Start ofMsg(som) 1 | Indicates this is the first packet of a message. Impactsth  3.4.1.7.3
interpretation of header data.
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Field

Size

Description

Section Ref

message_id

16

Message identifieg assists in associating different packet
to one message at the target. Also assists in reverse
mapping responses to message.

The value of O is reserved to indicate that the message |
not valid.

3.4.1.14

ri_generation

Resource Index Generation

JobID

24

JobID used for relativaddressing and for buffer access
authorization.
Note: Matches size of VXLAN VNI.

3.4.131

rsvd

ReservedMUST be 0.

PIDonFEP

12

The PIDonFEP value to be used at the target.

3.4.1.3.2

rsvd

Reserved. MUST be 0.

resource_index

12

Resource Index field.

3.4.1.3.3

buffer_offset

64

Offset within the target buffer used for 0 based addressir|
The first memory access of the first packet in a message
begins at Buffer Offset bytes from the base of the memoi
region selected. In mulpacket messages, Buffer Offset is
the same across paets, so that the Buffer Offset and
Request Length can be used together to determine if the
message fits in the target buffer. The access address of |
given packet is Buffer Base Address (from the memory
region) + Buffer Offset + the offset within the megsa
(taken from the header data field for packets on which
sessonr0).

Special use case for deferrable send requests: carries th
restart token. All active restart tokens must be unique at
the initiating FEP. The upper 32 bits of the restart token i
allocated by the initiator, and the lower 32 bits are set to
Usage of FI_MR_VIRT_ADDR: Some implementations n
support the setting of FI_MR_VIRT_ADDR in the libfabrig
API. In these cases, the buffer offset field of the packet
carries the absolute virtual address where the payload is
delivered.

initiator

32

Initiator ID used as part of matching criteria.

3.4.1.34

match_bits/
memory_key

64

Used for tagged matching or as a memory key, dependir
on the opcode being used. In reatly-restart requests
(UET_DEFERRABLE_RTR), this field carries the upper {
of the restart token that was part of the deferrable send
request as well as 32 bitd@tated by the target in the
lower 32 bits.

3.4.1.35

header_data

64

This is the completion data to deliver at the target when
this operation completes wheses.sonsx1. Ifses.hd=0, this
field is ignored. Se®able3-9 for usage wherses.sonx0.

3.4.1.11

request_length

32

Length of the payload to be transferred (in bytes). O is a
legal transfer size (0 byte write/read). Maximum size is
2732-1. The request length field MUST be populated bott

whenses.son¥l andses.sonx0.
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Header start ©

31

Byte ‘

byte 0 ‘ byte 1 ‘ byte 2 byte 3
|E| rsvd ‘ opcode ver |(dc| ie |rel|hd |eom|som message_id
ri_generation JohID
rsvd PIDonFEP ‘ rsvd

buffer offset

.
H

buffer_offset

initiator

]
~

memory key / match_bits

memory_key / match_bits

[¥5]
N

rsvd

payload_length

message offset

request_length

Figure3-10- Standard Header Formathen ses.sonis 0

Table3-9 - Standard Header Format Fieldghen ses.som is O

Field Size Description Section Ref
rsvd 1 | Table3-8
opcode 6 | Table3-8 3.4.6.2
version (ver) 2 | Table3-8
Delivery Complete 1 | Table3-8 3.4.8.3
(dc)
Initiator Error (ie) 1 | Table3-8 3.4.5.4.1
Relative (rel) 1 | Table3-8 3.4.13
header data present Table3-8 3.4.1.9
(hd)
End of Msg (eom) Table3-8
Start of Msg(som) Table3-8
message_id 16 | Table3-8 3.4.1.14
ri_generation 8 | Table3-8 3.4.3.6.3
JobID 24 | Table3-8 3.4.1.3.1
rsvd 4 | Table3-8
PIDonFEP 12 | Table3-8 3.4.1.3.2
rsvd 4 | Table3-8
resource_index 12 | Table3-8 3.4.1.3.3
buffer_offset 64 | Table3-8
initiator 32 | Table3-8 34134
match_bits 64 | Table3-8 3.4.1.35
rsvd 18 | ReservedMUST be O.
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Field Size Description Section Ref

payload_length 14 | Length (in bytes) of thpayload portion of this packet.
message_offset 32 | 32-bit offset (in bytes) from the start of the message.
request_length 32 | Table3-8. The request length field MUST be populated both

whenses.son¥l andses.sonx0.

A special case form of the standard header format is used for deferrable deigdse3-11). Deferrable
sends are designed for *CGlyle messaging where unexpected messages may occur, and the sequence
of messages in a deferrable send is illustrated.th4.4 Deferrable sends always deliver data starting at
the first byte of the receive buffer; thus, deferrable sends do not require a buffer offset field. This allows
the offset in the standard header to be replaced by a restart token, which is broken intitiator

restart token and a target restart token. The upper half of the restart token is entirely defined by the
initiating FEP. This allows implementations to choose how the bits are populated and how they are
encoded. The lower half is set to zero irtimitial request and contains the target restart token when

the operation is restarted using a reatty-restart message.

The readyto-restart (RTR) messadeidure3-12) in the deferrable send sequence uses a similar special
case. In the readyo-restart message, the restart token is placed in the match bits. This consists of an
echo of the initiator restart token as well as a restart token allocated by the target.arpettis not

required to allocate a restart token. If the target does not allocate a restart token, it MUST populate the
target restart token field with 0. If the target allocates a restart token, it MUST accept the restarted
deferrable send. If the targetoes not allocate a restart token, it MAY defer the deferrable send again.
An offset from the start of the buffer originally being sent is placed in the buffer offset field. This buffer
offset is limited to the range 0 t0°22 and is used to select thegion of the transfer that the target

Header start © 31
Byte ‘

byte 0 ‘ byte 1 ‘ byte 2 byte 3

[=]

dc

hd

rsvd ‘ opcode ver ie [rel eom|som message id

ri_generation JobID

rsvd PIDonFEP rsvd resource_index

initiator_restart_token

[
(=]

target restart token (must be zero on first send)

initiator

match_bits

o]
~

match_bits

w
8]

header_data

header_data

request_length

Figure3-11- Standard Header Format as Used for Deferrable Sends
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did not capture when it was first transmitted. When the deferrable send restarts, it creates a new
message using the format Figure3-11 and carries the full restart token (initiator restart token and

target restart token) that was provided in the RTR message. As with all other send operations, the offset
relative to the start of this new message is carried in the header data ¥éhen the deferrable send

restarts, it MUST set thees.sonbit. A deferrable send can only be restarted if a corresponding buffer is
not found at the target. A deferrable send MUST be restarted using an RTR message containing a target
restart token value other than 0 exactly once and MUST NOT be deferred aftgriestarted by an

RTR message containing a target restart token value other than 0. Any deferrable send that contains a
target restart token value of 0 MAY be deferred.

Each time the deferrable send is restarted, it MUST carry the addressing fields and header data from the
original request. This allows for implementations where the deferrable send is restarted multiple times
without reserving a buffer at the target. Thequest length in the restarted deferrable send MUST be

the request length indicated by the target in the RTR message.

Informative Text
Deferrable sends can utilize the various resource exhaustion sequences desci3b&d.ib.1 These
sequences do not count as deferrals of the deferrable send.

Implementation Note:

It should be noted that the restarted deferrable send cannot carry a starting offset for delivering
payload; thus, if the target has buffered a portion of the payload and the restart of the deferrable
send begins at a nerero offset into the buffer,le target is required to remember this.

Header Start 0 51

Byte ‘ byte 0 ‘ byte 1 ‘ byte 2 byte 3
|E| rsvd ‘ opcode ver |dc| ie |rel|hd [eom|som message_id
ri_generation JobID
rsvd PIDONFEP ‘ rsvd resource_index

buffer offset

=
5

buffer_offset

initiator

initiator_restart_token

rN
=

target restart token

w
8]

header data

header_data

request_length

Figure3-12 - Standard Header Format as Used for ReddyRestart Requests
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3.4.2.2 Optimized Header Formats
Two use cases of small transfers motivate creating a set of optimized semantic headers. The first of
these is the case of nematching transfers that do not require header data. These single packet
messages can eliminate tlses.match_bitsandses.initiatorfields (i.e., all matching criteria) as well as

the ses.header_dat@andses.message_idrhey carry an abbreviated (bit) ses.request_lengthield

that enables single packet payloads up to 8192 bytes. It should be noted that the packet sequence
number(PSN) from the packet delivery context (PDC) is needed within the semantic implementation to
resolve responses back to the original request since a message ID is not carried in the optimized header
format. Singlepacket messages using the formafigure3-13 set bothses.somandses.eom

Informative Text

The 14bit abbreviatedses.request_lengthield is focused on the purpose of the optimized header
formats: efficiency at small transfer sizes. The overhead of a standard header (relative to an
optimized header) for messages larger than 8 KB is nominal.

header start ©

31

byte ‘

byte 0

byte 1

byte 2

‘ byte 3

E rsvd ‘

opcode

ver |dc

ie

rel

rsvd

eom |som

rsvd ‘

request_length

ri_generation

JobID

rsvd

PIDonFEP

‘ rsvd

resource_index

buffer offset

buffer_offset

Figure3-13- Optimized, NonMatching FormafUET_HDR_REQUEST_ SNIALL

Table3-10- OptimizedHeader Format Fields

Field Size Description Section Ref
rsvd 1 | Table3-8
opcode 6 | Table3-8 3.4.6.2
version (ver) 2 | Table3-8
delivery complete 1 | Table3-8 3.4.8.3
(dc)
initiator error (ie) 1 | Table3-8 3.45.4.1
relative (rel) 1 | Table3-8 3.4.1.3
rsvd 1
end of msg (eom) 1 | Table3-8
start of msg (som) 1 | Table3-8
rsvd 2
request_length 14 | Table3-8
ri_generation 8 | Table3-8 3.4.3.6.3
JobID 24 | Table3-8 3.4.1.3.1
rsvd 4 | Table3-8
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Field Size Description Section Ref
PIDonFEP 12 | Table3-8 3.4.1.3.2
rsvd 4 | Table3-8
resource_index 12 | Table3-8 3.4.1.3.3
buffer_offset 64 | Table3-8

A second use case for an optimized transfer is a sipagdiet message with matching criteria. Most
implementations of this scenario still utilize header data but do not need an offset. A third use case for
an optimized transfer is a singtmcket RMA opetion with immediate data or extended (memory key)
addressing. Both use cases carry an abbreviateifl4equest length and share the format shown in
Figure3-14. In this formatses.somand ses.eommust be set.

Header Start 0

31

Byte ‘

byte 0

byte 1 ‘ byte 2

byte 3

E rsvd ‘

opcode

dc

ver

rel

hd |eom|som| rsvd ‘

request_length

ri_generation

JoblD

rsvd

PIDONFEP

‘ rsvd ‘

resource_index

header data / buffer offset

header_data / buffer_offset

initiator

match_bits / memory_key

match_bits / memory_key

Figure3-14 - Small Message/Small RMA Form@ET_HDR_REQUERIEDIUM)

3.4.2.3 Rendezvous Extension Header Format
The wire protocol includes the option for rendezvous transactions. Rendezvous transactions leverage an
extension header shown fRigure3-15. This extension header includes al#Reager lengthThe eager

length indicates how much message payload is being pushed with the request. The remaining fields
correspond exactly to the addressing information needed to issue a read operation. Details of how these
fields are used to generate a read are dismgsin sectior8.4.3.4

The rendezvous extension header is used immediately follofiggre3-9. It is used when a rendezvous
send or Tsend opcode is used. Rendezvous does not require any additional headers or operation types.
A rendezvous extension header should be placed on every packet using a rendezvous opcode
(UET_RENDEZVOUS_SEND, UET_RENBEESEND).
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Header start © 51

Byte ‘

byte O ‘ byte 1 byte 2 byte 3

E eager length

read_ri_generation ‘ read_PIDonFEP read_resource_index

read_offset

read offset

read_memory_key

read memory_key

Figure3-15- Rendezvous Extension Header Format

3.4.2.4 Atomic Operation Extension Header Format

Atomic operations include an atomic header to describe the atomic operation. The memory model for
atomic operations is discussed in sectihd.8 Atomic headerg shown inFigure3-16 ¢ are carried with

every packet of an atomic operation. Atomic headers are used with any of the optimized header formats
or the standard header formats. Atomic headers MUST NOT be combined with the rendezvous header
format. For norfetching atomic operatins, the number of elements in an atomic operation is

determined by the request length of a message (equivalently, the payload length of a packet in the
optimized header formats) divided by the size of the atomic datatype. The payload part of messages
containing atomic operations should be an integral multiple of the atomic datatype size. In messages
where this is not true, an implementation of the target FEP MUST truncate the operation to 0 bytes (i.e.,
a message with an incorrect length is not performeddny of the bytes in the message).

The atomic operation extension header introduces three new types: an atomic opcode, an atomic
datatype, and semantic control. Semantic contdlfle3-23) provides additional information for
handling of atomic operations. Payload for all atomic operations follow the atomic header.

Header Start  © 31

Byte ‘

byte 0 byte 1 ‘ byte 2 ‘ byte 3

E ‘ atomic_opcode ‘ atomic_datatype ‘ semantic_control ‘ rsvd ‘

Figure3-16 - Atomic Operation Extension Header Format

Fetching atomic operations are more limited than general atomic operations. Because fetching atomic
operations impose the need to buffer data at the target (i.e., the original data), fetching atomic
operations MUST NOT operate on more than one element dleenent is of the size of the atomic
datatype and follows the atomic header in the packet.

A special type of fetching atomic operation is a dual operand fetching atomic. This exists as a eompare
and-swap or swapunder-mask operation. Dual operand fetching atomics use the packet format shown
in Figure3-17, with the compare or mask value first and the swap value after. The largest supported
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compare and swap (or masked swap) is 16 bytes. The payload length for a compare and swap operation
is exactly 32 bytes, and the atomic datatype defines the total size of the operation. Note that, in the
optimized header formats, this means that the requiestgth is set to 32 bytes and the actual length of

the operation is inferred from the datatype. The compare/mask values and swap values start in the low
order bytes of the respective fields.

Header Start © 51
Byte ‘

byte O ‘ byte 1 ‘ byte 2 ‘ byte 3

E atomic_opcode ‘ atomic_datatype semantic_control ‘ rsvd

compare value

compare_value

compare_value

compare_value

swap_value
swap_value
swap_value

swap_value

Figure3-17 - Compare and Swap Operatioitomic Header and PayloaBormat

3.4.2.5 Semantic Response Header Formats

Standard semantic responses are carried in PDS acknowledgements and use the format gfigune in

3-18. Semantic response headers are used for semantic acknowledgements (e.g., a semantic response to
a Send). The response header includes a field to indicate the modified length. The maodified length in a
semantic response indicates the amount of payload thiditbe delivered as part of processing the

message. Some use cases require message truncation at the target (e.g., the MPI unexpected message
sequence). In other cases, the modified length is used as part of the rendezvous sequence as described
in section3.4.3.4

Header Start 0 51

Byte ‘ byte 0 ‘ byte 1 ‘ byte 2 byte 3
E| list ‘ opcode ver return_code ‘ messsage id
ri_generation JobID

modified_length

Figure3-18 - Semantic Response Header FornfatET_HDR_RESPONSE)
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Table3-11- Response Header Fields

Field Size Description Section
Ref
list 2 Indicates if the payload was delivered to the 3.4.6.3
expected or unexpected list.
opcode 6 Indicates type of response (e.g., default 3.4.6.2
response, response with payload, etd@.able
3-18.
version (ver) 2 Semantic protocol versiogset to O in the
initial version.
return_code 6 Indicates success conditions and some types| 3.4.6.3
error conditions detected at the semantic
sublayer.
message_id 16 Message ID of the original request 3.4.1.14
ri_generation 8 Contains the new index generation on a
generation mismatch response.
JobID 24 JobID of the original request 3.4.1.31
34141
modified_length 32 Indicates the number of bytes of the target
buffer thatwill be modified by this transaction.
For example, some message may be truncate
because no buffer is available.

Two variations on the semantic response with data are used. TheRigatr€3-19) mimics the basic

semantic response and adds a payload lergti indicate the number of bytes in the packeand a

message offset to indicate where within the message this packet falls. The message ID is used to
identify the original read request. Alhe semantic level, all operatior@including read operationg are
packetized based on the Payload MPUnultipacketfi_read() for example, will use the same message

ID in each packet and use that to issue a single completion at the initiator. This format MUST be used for
responses with data to requests that include a request length larger than the Payload MTU. This format
MUSTNOT be used to respond to optimized request headeigure3-13), because various fields are

not available in that request to generate this response.

Header Start © 51
Byte ‘ byte 0 ‘ byte 1 ‘ byte 2 ‘ byte 3
E list ‘ opcode ver return_code ‘ response_message_id
rsvd JoblD

rsvd ‘ payload length

read request messsage id
modified_length
message_offset

Figure3-19 - Semantic Response with Data Header ForrldET_HDR_RESPONSE_DATA)
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Table3-12 - Responseawith DataHeader Fields

Field Size Description Section Ref
list 2 | Indicates if the payload was delivered to the expected 3.4.6.3
unexpected list.
opcode 6 | Indicates type of response (e.g., semantic ACK, respo 3.4.6.2

with payload, etc.).

version (ver) 2 | Semantic protocol versiogset to 0 in the initial version.

return_code 6 | Indicates success conditions and some types of error 3.4.6.3
conditions detected at the semantic sublayer.

response_message_id 16 | Message ID of the response. 3.4.1.14

rsvd 8 | Reserved

JobID 24 | JobID of the original request. 3.4.1.31

3.4.14.1
read_request_message_id | 16 | Message ID used in the original read request (or of thg  3.4.1.14
original fetching atomic operation request).

rsvd 2 | Reserved

payload_length 14 | Length of the payload in this specifiacket for a
response with data.

Note: These bits are reserved in a semantic response
without payload.

modified_length 32 | Indicates the total number of bytes of the initiator buffe
that will be modified by this transaction. For example, ¢
message may be truncated because no buffer is availg
or the buffer it was targeting is too small.
message_offset 32 | Indicates the relative position in the message that this
payload corresponds to.

The second response with data header fornfag(re3-20) is used for responses with data where the
original operation consisted of an optimized request head#fégjre3-13) with a request length that
described a total payload that could be carried in a single Payload N@rg, the payload length is also

the modified length and a message ID is not needed, because PDS can associate the response with the
original request using the packet sequence number (PSN) echoed in this packet format. This MAY be
used for small reads arfdr fetching atomic operations. The payload length in this format is placed

where the message ID is carried in the full format, and the modified length and message offset are
omitted.

Header Start © 31
Byte ‘ byte 0 ‘ byte 1 ‘ byte 2 byte 3
E list ‘ opcode ver ‘ return_code ‘ rsvd ‘ payload_length
rsvd JobID

original_request psn

Figure3-20- Optimized Response with Data Header FornfadET_HDR_REQUEBATA_ SMALL)
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Table3-13- OptimizedResponseavith DataHeader Fields

Field Size Description Section Ref

list 2 Indicates if the payload was delivered to the expected or 3.4.6.3
unexpected list.

opcode 6 Indicates type of response (e.g., semantic A€sponse with 3.4.6.2
payload, etc.).

version (ver) 2 Semantic protocol versiogset to 0 in the initial version.

return_code 6 Indicates success conditions and some types of error 3.4.6.3
conditions detected at the semantic sublayer.

rsvd 2 Reserved

payload_length 14 | Length of thepayload for a response with data. This field

serves at the modified length as well. For taperand
atomics, this value contains the length of the datatype in t

typical case.
Note: These bits are reserved in a semantic response witl
payload.
rsvd 8 Reserved
JobID 24 | JoblID of the original request. 3.4.13.1

34141
original_request_psn 32 | The PSN of the original request (either fetching atomic or 3.4.1.15
read) that yielded this return data.

Informative Text

The original request PSN is provided for the case where the returned data is larger than the
Max_ACK_Data_SizePDS. In these cases, the data is returned on the response direction chan
using a separate sequence number space. As such, the original request PSN is needed to reco
optimized response header with the original request.

3.4.2.6 Header Parsing Guide

Table3-14 provides a summary of how to parse the semantic header. The leftmost column contains the
pds.next_hdrenumeration. For each header enumeration, the middle column enumerates the opcodes
or opcode types that are used with the next header definition. The rightmost column-tesences to

the relevant header formats that are used for that opcode or opciyge. In many cases, the header
consists of a base header and extension header. As shown, a parser can loogdd tiegt hdrfield to
determine the base header structure and thes.opcoddield to determine whether an extension

header is pesent and itdype. The base header used for deferrable send and re¢aehestart

operations has the same size and overall structure as the standard request header.

Table3-14 - Parsing Guide

PDShext_hdr opcode type Format
UET_HDR_REQUEST_SMALL NonAtomic Opcodes Figure3-13
Atomic Opcodes Figure3-13+
Figure3-16
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PDShext hdr opcode type Format
Two Op Atomics Figure3-13+
Figure3-17
UET_HDR_REQUEST_MEDIUM Non-Atomic Opcodes Figure3-14
Atomic Opcodes Figure3-14 +
Figure3-16
Two Op Atomics Figure3-14 +
Figure3-17
UET_HDR_REQUEST_STD Non-Atomic Opcodes Figure3-9
Atomic Opcodes Figure3-9 +
Figure3-16
Two Op Atomics Figure3-9 +
Figure3-17
Deferrable Send Figure3-11
Ready to Restart Figure3-12
Rendezvous Opcodes Figure3-9 +
Figure3-15
UET_HDR_RESPONSE UET_RESPONSE Figure3-18
UET_DEFAULT_RESPONSE
UET_NO_RESPONSE
UET_HDR_RESPONSE_DATA UET_RESPONSE_W_DATA| Figure3-19
UET_HDR_RESPONSE_DATA_ SMALL UET_RESPONSE_W_DATA| Figure3-20

Table3-15enumerates the legal combination pfls.next_hdrfields andses.opcoddields.It also
highlights some limitations of the formats that may not be obvious.

Table3-15- Header Formats and Legal Opcodes

pds.next_hdr

ses.@code Allowed

Limitations

UET_HDR_REQUEST_SMALL

UET _NO_OP Payload sizenust be 0. Singlpacket
messages only.

UET_WRITE Payload size must be less than or equ

UET_READ to one Payload MTU.

UET_ATOMIC Must use

UET_HDR_RESPONSE_DATA_SMA
response with data.

UET_FETCHING_ATOMIC

Vendor Defined

UET_HDR_REQUEST_MEDIUM

UET_NO_OP Payload size must be 0. Singlecket
messages only.

UET WRITE Payload size must be less than or equ

UET_READ to one Payload MTU.

UET_ATOMIC

UET_FETCHING_ATOMIC

UET_SEND

UET_TAGGED_SEND

Payload size must be less than or equ
to one Payload MTU.

UET_DATAGRAM_SEND

UET_TSEND_ATOMIC

UET_TSEND_FETCH_ATOMI

Cannot use offset into target buffer.

Vendor Defined
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pds.next_hdr ses.@code Allowed Limitations

UET_HDR_REQUEST_STD UET_NO_OP Payload size must & Singlepacket
messages only.

All Other Request Opcodes

UET_HDR_RESPONSE UET_RESPONSE

UET DEFAULT RESPONSE
UET_NO_RESPONSE
Vendor Defined

UET_HDR_RESPONSE_DATA UET RESPONSE_ W _ DATA
Vendor Defined

UET_HDR_RESPONSE_DATA S| UET_RESPONSE_W_DATA | Cannot be used for responses to
messages larger than omayload MTU

Vendor Defined

3.4.3 Semantic Processing

This section contains the normative requirements for how semantic headers are procE8sseahntic
processing is expected to be implemented by a combination of hardware and software. The division
between hardware and software is an implementation decision.

The semantic processing definition contained here does not override the profile definition or any
discussion of which features are optional elsewhere in this document. Instead, the semantic processing
defines how operations are performed when they are sued.

3.4.3.1 Buffer Selection

For packets using relative addressing, the tuple {JobID, PIDonFEP, Resource Index} MUST identify a
unique set of one or more buffers. Buffers associated with the Resource Index MUST be configurable to
support either useonce or persistent (i.e., not usence) semantics. This configuration is associated with
the individual buffers. Packets using absolute addressing have a similar requirement: the pair PIDonFEP
and Resource Index MUST identify a unique set of one or more buffers.

3.4.3.1.1 Send/Receive Operation
The requirements in this section apply onlyftosend(Jfi_recv()in cases where tag matching is not

used. Where the behavior varies based on ordering, that is noted in the requirement.

Messages arriving on a RUD PDC MAY consume receive buffers in any order. For implementations that
support ordering, messages arriving on a ROD PDC MUST consume the first receive buffer associated
with the receive queue of the Resource Index that is adar@sall packets associated with one message
MUST be delivered to the same receive buffer. This is accomplished using the message ID in the packet.
If no receive buffer is available on a given index when a message arrives, the implementation MUST use
an unpected message handling procedure described in se@iér3.5.1

3.4.3.1.2 RMA Operation
Some profiles support the optimized header format for RMA operatigigufe3-13). In this format, an

RMA opcode used with a {JoblID, PIDonFEP, Resource Index} tuple MUST map to exactly one buffer.
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Implementations indicate through the provider when this format can be used following the guidelines
developed for the libfabric mappin@ee sectior2.2.5.3.4.).

An implementation MUST support the standard header format for RMA operations. In this format, an
RMA opcode used with a {JoblID, PIDonFEP, Resource Index, Memory Key} tuple MUST map to exactly
one buffer.

The libfabric mapping specification defines a memory key format that enables interoperability. Much of
the detail of how the memory key resolved to an actual memory region is implemenisgiecific.As

an example, the memory key MAY use some of the bits as the memory region lookup and populate the
remaining bits with a random number that is checked before the memory region is accessed.

Informative Text

The standard way in which memory keys are utilized is for an application to create a memory ke
then share that memory key with the peer that is going to use it. In this way, a memory key is at
opague token for selecting a memory region. The libfabmapping spec includes a minimal set of
rules for the construction of the overall memory key that facilitates interoperability while leaving
extensive flexibility for implementations in terms of how a memory key is constructed and used.

3.4.3.1.3 MatchingOperation

The requirements in this section apply only to implementations that support matching. Where the
behavior varies based on ordering, that is noted in the requirement. Where the behavior varies based
on wildcarding, that is noted in the requirements.

Messages arriving on a RUD PDC MAY attempt matching in any order, or concurrently across all posted
buffers. This is independent of whether the target uses exact matching or wildcard matching.

If an implementation supports wildcard matching and a message arriving on a RUD PDC matches more
than one buffer that is posted, the implementation SHOULD choose the oldest buffer posted; however,
the implementation MAY choose any matching buffer.

For implementations that only support exact matching, arriving messages MAY attempt matching in any
order ¢ regardless of whether a ROD or RUD PDC was used. The implementation MUST select a
matching buffer if a matching buffer is available. If more thaa oratch is found, the implementation

MAY select any matching buffer. This specification places no bias on which buffer should be selected if
multiple buffers match. If no match is found, the unexpected message procedures are3u$ad5( ).

Informative Text

The exact matching semantic was created as a way to enable simplified hardware implementat
(e.g., a CAM) to implement matching. While the requirement was relaxed to allow duplicate mat
the desire was to preserve hardware simplicity. Achievinghitsdl definitions of match ordering witl
multiple matches in a CAM is challenging; thus, no preference in match order is defined for cas
where exact matching would return more than one result. Choosing the oldest buffer is marked
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SHOULD, because it typically simplifies the management of software resources if the buffers arn
consumed in order.

For implementations that support message ordering and wildcard matching, messages arriving on a ROD
PDC:

1. MUST attemptto match buffers in the order the buffers were provided by the application
through the libfabric API for a given {JobID, Target PIDonFEP, Resource Index} tuple.

2. MUST process headers from a given {JobID, Initiator} tuple in the order that they were sent from
the initiating PIDonFEP for a given {JobID, Target PIDonFEP, Resource Index} tuple on a given
target FEP.

Implementations MAY perform optimizations that preserve the appearance of this ordering.
Implementations MAY implement stronger ordering than required at a target. For example, all messages
MAY be ordered when attempting matching at a given FEP.

3.4.3.2 Buffer Authorization

Buffer authorization is a function of the target FEP implementation, including the libfabric provider
implementation associated with the target FEP. Implementations MUST validate the JobID provided in

the packet to determine whether it is allowed to accéss buffer found through buffer selection

(3.4.3.]. Two options for buffer authorization based on JoblD MUST be supported. First,

implementations MUST allow an option for a buffer to be exposed for exactly one JobID where the JobID

is authorized as specified 814.1.4.1 Second, implementations MUST allow an option for a buffer to be
SELRA&SR FT2NJ alyeéé w2olL5 &adzOK GKFG GKS w2oL5 OKSO

A buffer that is addressed using matching criteria effectively limits the access of that buffer using an
initiator check.

3.4.3.3 Response Generation

Each message MUST receive at least one semantic response. For many messages, this may take the form
of a UET_DEFAULT_RESPONSE using the foFigatr@3-18. The semantic response for the last packet
received MUST NOT be returned until all prior packets have completed semantic processing.

Implementation Note:

The requirement to wait until all packets have completed semantic processing before returning
semantic response for the last packet received is known to require some implementation effort;
however, the congestion management sublayer (CMS) requireg aekhowledgements on most
packets. By guaranteeing that any semantic information will be returned no later than the
acknowledgement for the last packet to arrive for the message, it is possible to allow early
acknowledgements of other packets in the megsa

Sal GiSYLIWiz¢é 06SOFdzasS YIGOKAY3 OFy FLFAf G2 FAYR | O2NNBal
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Informative Text

There was a tradeff between number of packets on the wire and the need to wait until all semat
processing had completed before returning the semantic response for the last packet. The cong
management sublayer needs acknowledgements to be geadrqtiickly in many cases. Other
schemes were considered to meet this goal (e.g., a fast ACK scheme at the packet delivery sul
but those schemes led to two acknowledgements per packet in typical scenarios.

A UET_DEFAULT_RESPONSE consaindablDases.message_icases.modified_lengtHield that is

equal to the request length, ses.listfield set to UET_EXPECTESEsai_generationfield set to the

generation of the request, and aes.return_codeset to RC_OHKJsage of UET_DEFAULT_RESPONSE
allowsPDS to coalesce acknowledgements. Semantic processing MUST complete before setting the
opcode to UET_DEFAULT_RESPONSE. A response opcode of UET_DEFAULT_RESPONSE does not need fc
be marked for guaranteed debvy. A message that has received responses for all packets at the initiator

is presumed to be a UET_DEFAULT_RESPONSE unless another response encoding has been sent and
marked for guaranteed delivery at the target. Any response that cannot use the

UET_DEFAUO_ RESPONSE opcode (because it does not meet the requirements above) MUST be marked
for guaranteed delivery. Marking a response for guaranteed delivery prevents acknowledgement
coalescing at the packet delivery sublayer, because the packet delivery sutdaymt communicate

the unique content in a guaranteed delivery response in a coalesced acknowledgement.

Informative Text
One semantic response per message is a MUST because the transport does not have a way to
over the wire that a semantic response is not needed.

Implementation Note:

Acknowledgement coalescing at tpacket delivery sublayer is specifically enabled by the
UET_DEFAULT_RESPONSE opcode and the UET_NO_RESPONSE opcode (see below).
Acknowledgement coalescing leads to three quirky characteristics that implementors should be
of. First, two UET_DEFAULTSRENSE semantic responses can be coalesced into a single
acknowledgement. There is no guarantee that the two UET_DEFAULT_RESPONSE messages
the sameses.Joblr ses.message_idrhey are certainly not likely to have the same modified len
Nonetheless, the two can be coalesced, which means that the initiator has no mechanism to ret
that required information other than through lookup of the PSN. Second, during coalescing, a
UET_NO_RESPONSE can be coalesced with a UET_DEFAULT_RESP @y pioefotes the
signal received at the initiator from UET_NO_RESPONSE to UET_DEFAULT_RESPOSE. This
promotion is one of the reasons that the semantic response to a deferrable send is required to
for semantic processing to complete. Thia UET_NO_RESPONSE can be promoted to

UET _DEFAULT RESPONSE when responding to a retransmit. This is an extreme corner case
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An implementation MAY provide multiple semantic responses per message; however, three rules apply
in this case. First, an additional semantic response MUST either utilize the same opcode and return code
as the first semantic response or deliver an err@pense. Second, the first packet with a semantic

error (non RC_OK) MUST be marked for guaranteed delivery. Error responses MAY be replicated for
many packets; however, subsequent errors MUST NOT be marked for guaranteed delivery. Finally, more
than one semantic response MUST NOT be provided per packet.

Implementation Note:

A careful reader may note that the above rules allow for up to two different responses per mess
to be generated and marked for guaranteed delivery in the case of a-padket message a first
response that indicates RC_OK with some other conditiahrquires guaranteed delivery and a
second response that indicates an error that is marked for guaranteed delivery; however, no mg
than one response per packet may be marked for guaranteed delivery.

Except in the case of deferrable send, an implementation MAY acknowledge a packet before semantic
processing. In this case, UET_NO_RESPONSE MUST be used as the semantic opcode for any packet
acknowledged before semantic processing. The PDC at the intti@puse this to determine that a

packet was delivered successfully, but that semantic processing had not concluded. This response uses
the same format as UET_DEFAULT_RESPONSE and cassidstdland ses.message_idDeferrable

sends MUST include a santic response with the response to the first packet received for that

message.

Informative Text

Thesemantic response is the mechanism by which deferrable sends are deferred. If a deferrabl
is going to be deferred, then the implementation cannot delay the semantic response which wo
lead to deferring the send.

If delivery completegesdc) is set for the message, the response to the last packet that is received for a
message MUST NOT be generated until the completion semantics have beethaieis, until the

entire message is globally observal8e4(8.3. The last packet received may not be the last packet of a
message (e.g., for the RUD protocol).

Responses MUST include g&s.message_ithat was included in the requeses.message _ifleld or
sesread_request message_idield (for responses with data). For request formats that do not contain a
message ID, a response that has a message ID field MUST have the values@dmtlessage ifleld or
sesread_request message_idield (for responses with data).

Theses.JoblDn the response MUST be tkes.Joblf the request if one is present. Certain PDS
control packets do not necessarily provide a JoblID to use in the response.
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For a response with data that contains a message offsets¢isemessage_offsdield MUST be 0 when
responding to the starbf-message request and MUST be #es.message_offsetarried in the header
data for other responses.

If a UET_DEFAULT_RESPONSE opcode is not appropriate, the response opcode MUST be UET_RESPONSE
when no data is returned or UET_RESPONSE_W_DATA when data is rdiaihefi1(7).
UET_RESPONSE and UET_RESPONSE_W_DATA packets MUST be marked fodgjuagnteed

Theses.return_coddield MUST be RC_ORaple3-19) for successful operations. Errors from all

previous packets in the message MUST be aggregated ingetheeturn_coddield using a first error

model for error precedence8(4.5.0 ® | SNBEZ AGFANBRG SNNBNE A& (GKS FTANRID
encountered. Due to outf-order packet handling, the first error may occur out of packet order.

In normal message processing, the modified length is typically the requested length; however, target
implementations are allowed to truncate the message for a variety of reasorduding, but not

limited to, managing unexpected messages and server aseschat bound the size of the message that
is accepted. Thees.modified_lengthield MUST indicate the entire length of the accepted operaton
except in the case of deferrable send responses.

A deferrable send response indicateses.modified_lengttof O even if it buffers some of the operation
in an eager buffer. The readg-restart message indicates how much of the message to resend.

Theses.payload_lengtliield MUST encode the length of the payload (in bytes) returned in this packet.

3.4.3.4 Rendezvous Processing
Informative Text
The rendezvous transaction is intended to be implemented by a combination of hardware and
software that resides within the libfabric provider. To provide interoperable operation, the entire
rendezvous transaction must be compatible.

A rendezvous send is provided an eager length from softwidre.portion of the eager length that is

sent before receiving the semantic response SHOULD NOT exceed the current size of the PDC's
congestion management window at the time the eager portion is attempted to be $éig.is true even

if the congestion control window is increased while the eager portion of the message is in flight. A
rendezvous send operation MUST NOT send more data than the eager length before completing the
rendezvous send. Stadaifferently, the eager length is the full length of the message as it is transferred
on the wire for a rendezvous send or rendezvous tagged send. On receiving a semantic response, the
rendezvous send implementation SHOULD adjust the eager transfeigapthcific message to be no
longer than the modified length provided in the response. If the portion of the eager length already
transferred equals or exceeds the modified length, the implementation MUST send at least one more
packet to mark this portiownf the transfer with theseseom bit set. This additional packet MAY be

0 bytes,Payload MTU bytes, or the remaining fragment of the eager portion. Implementations MAY

176

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



treat packets in the process of being constructed as if they had already been sent. The last packet of the
eager portion of the message MUST haes.eomset.

The text above covers the sequence for data delivery when the message is expected. In the unexpected
case, the above scenario would typically have a modified length smaller than the eager length (often 0).
In addition, the unexpected message solution MUS& one of the mechanisms described in section
3.4.3.5.1to complete the data transfer. When using a RUD PDC, an implementation of rendezvous
SHOULD implement a buffered header soluti®4 3.6.2.} and MUST implement a baokf and retry

(0) for when the header space is exhausted. When using a ROD PDC, an implementation of rendezvous
MUST implement a buffered header solution, and MUST implement a resource exhaustion solution
(3.4.3.6.3.

The rendezvous send message contains sufficient information to retrieve the remainder of the payload

using a read operatiorhe contents of the rendezvous extension header are provided at the initiator by
software or hardwareThe rendezvous extension header fieldsdes.PIDonFEBesresource_ndex,

andsesmatch btsa! { ¢ 0SS dzaSR ala Aaé¢ FT2N) 0KS O2yailiNHzOGAzY
rendezvous transfer. Thees.read_offsefield in the rendezvous extension header MUST be an offset

that can be used to retrieve the entire message. The target of the operation MAY buffer up to the eager

length of the payload if it implements a buffered unexpected message solgidr8(6.2.2. The read

operation uses either the offset provided or the amount of eager payload that was buffered to

increment the offset used in the read.

3.4.3.5 Deferrable Send Processing

A deferrable send from the initiator SHOULD NOT send more data than the current congestion
management window size for the PDC that the deferrable send uses before it receives a semantic
response from the target. On receiving a semantic response with R@ tlses.modified_lengths 0,
the deferrable send implementation MUST send at least one additional packet thathaomset.

This additional packet MAY bé@tes,Payload MTU bytes, or the remaining fragment of the eager
portion. The deferrable sehimplementation MUST send the entire payload if #es.return_codds
RC_OK and the modified length is equal to the request length.

In some cases, the target may not want to accept the entire deferrable send operation. For example, it
may be an unexpected message in a buffered unexpected header implement&o8.6.2.). In such
cases, deferrable sends stop the transfer of payload. An implementation of deferrable sends SHOULD
implement a buffered header solutio.4.3.6.2.) and MUST implement a baokf and retry Q) for

when the header space is exhausted.

The deferrable send message contains a token to restart the message transfer that consistsdf a 32
ses.initiator_restart_tokenc allocated entirely by the initiator and a 32bit ses.target_restart_token
allocated entirely by the target. In the initial request, thes.target_restart_tokerMUST be set to O.

When the target is ready to restart a deferred send, it sends a réadgstart (RTR) message containing
the ses.initiator_restart_tokento the initiator and restarts the message transfer. Theg&rMAY

allocate a target restart token and include it in the RTR message. If the target does not allocate a target
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restart token, the target MUST set tises.target_restaritoken field to 0. If the target allocates a target
restart token, it MUST guarantee that the restarted deferrable send will match a buffer. Otherwise, the
target MAY defer the deferrable send again. If a deferrable send received a semantic response with a
ses.modified_lengthof 0, the implementation MUST NOT restart the message until the corresponding
RTR is received. Such a response is a request to defer the deferrable send. The restart MUST send th
portion of the original message requested by the RTR message. An implementation that uses the back
off and retry method MUST NOT send an RTR message for the corresponding deferrable send. In
contrast with theses.modified_lengthof O response above, the bacdkf and retry scheme uses an
RC_NO_MATCH response that indicates that no header was captured and that an RTR will never be
generated.

Implementation Note:

The usage of the restart token is defined to directly signal the state of the transaction to
implementations on both ends. An initiator can know whether the deferrable send may be defer
again, and the target can know whether resources haeen allocated.

Informative Text

Rendezvous transactions and deferrable send transactions are semantically similar operations
different optimization points and different implementation implications. Rendezvous is optimizec
not utilize bandwidth when messages are unexpected, wii@dommon in HPC. Deferrable send is
optimized for latency in the expected message case. An implementation of rendezvous could sé
eager length to the request length, then truncate the eager portion of the message to the size o
modified length when tk semantic response returned. In this case, the difference between
rendezvous and deferable send would be whether the remainder of the data was transferred us
read message or by restarting a prior transmit message.

3.4.3.5.1 Supporting Deferrable Send as Send

For implementations that do not support deferrable send, it is possible for a target device to implement
deferrable send operations (UET_DEFERRABLE_SEND) as send operations (UET_SEND) by using a subset
of the functionality defined above (and below). Thiphes to tagged sends (UET_DEFERRABLE_TSEND /
UET_TSEND) as well. A target can accept a deferrable send and treat it as a send by ignoring the initiator
and target restart tokens. When deferrable send is treated as a send, the target MUST respond with

either ases.return_codeof RC_NO_MATCH andes.modified_lengtiof zero, or ases.return_codeof

RC_OK andses.modified_lengththat is equal to the requested length. This is used to cover the case of
unexpected messages and expected messages, respectively.

3.4.3.6 Unexpected Message Handling

In HPC, unexpected messages are common. Unexpected messages may also be encountered in *CCL
implementations. This section documents the unexpected message handling requirements when
implementing *CCL over unordered, tagged send/receive operations in tibfabalso covers the more
challenging aspects related to the MPI ordered matching cases. As a preface, the traditional way to
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handle unexpected messages is using two mechanisms: For short messages, the payload is captured as
eager payload in an unexpected message buffer at the target. For long messages, a rendezvous protocol
is used so that the payload can be retrieved when #eeive is posted. Exact matching simplifies the
implementation of these traditional sequences. The objective of this section is to articulate the
requirements for implementations so that a range of implementations are possible (with different levels

of conplexity), while still allowing for interoperability.

3.4.3.6.1 Unexpected Messages over RUD PDC

With unordered packet delivery in general, there is no guarantee of the ordering of resolving a message
to a buffer. This dramatically simplifies the handling of unexpected mesgagam in the case of
wildcard tag matching.

Informative Text

Properly mixing a RUD PDS and wildcardiagching requires great care; however, it can be done
server may have an RPC queue, for example, where the order of arrival of RPCs does not matt
such a case, it may accept messages from any source or may use a subset of match bits to div
RPCs into types. As long as software has expressed FI_ORDER_NONE, the techniques in this
can be used.

Three schemes are possible for unexpected message handling with unordered messagodf. &adk

retry (0), buffered headers3(4.3.6.2.], and buffered unexpected messag8s4(3.6.2.2. Buffered

unexpected messages do not require any unique support at the initiator. Target FEPs MUST use at least
one of the three schemes and all three MAY be used in combination. For example, an implementation
can utilize buffered unexpected messages tegirade to buffered headers when the unexpected

message buffering is exhausted. Or an implementation can operate in either buffered headers mode or
buffered unexpected messages mode and degrade directly to-bficnd retry.

Informative Text

A combination mode of operation has been field tested on existing hardware that implements
semantics similar to Portals 4. The exact wire details are different from what is described here,
the concepts have been deployed for unordered traffic with waldl matching.

3.4.3.6.1.1 Backoff and Retry

One solution point for unexpected messages is for the target to respond with a semantic response that
indicates that the message could not be matched and was dropgedréturn_code= RC_NO_MATCH).

If RC_NO_MATCH is set, #ws.modified_lengtHield MUST be set to 0. If a semantic response has an
RC_NO_MATCH return code, the initiator MUST retransmit the message. This retransmit can happen in
hardware or can be performed in software (e.g., inside the provider implementation). The appropriate
back-off time is unknowable, and aggressively short retry times (a few RTT or less) will substantially
increase wasted network bandwidth.
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All implementations MUST support tihackoff and retry mechanism with RUD PDCs for all types of
send and tagged send operations.

3.4.3.6.2 Unexpected Messages with Buffering

Buffering at the target can be used to implement unexpected messages for both RUD and ROD PDCs.
Buffering effectively creates the illusion that messages arrived after the receive call from libfabric

instead of before it; thus, buffering of unexpected heexler messages is expected to conform to the
ordering semantics of the underlying PDC. When buffers are exhausted, RUD PDCs can easily fallback to
a backoff and retry scheme; however, a ROD PDC requires more complex haBdirggg. 3.

3.4.3.6.2.1 Buffered Headers

In situations where the payload is recoverable, an implementation SHOULD choose to buffer semantic
information associated with message headers that arrive and drop the payload when unexpected
messages are encountered. The response in this case MUST bK Rith @ modified length of 0. If an
implementation chooses this mechanism, these message headers MUST be compared against new
receive operationg that is, calls tdi_recv()or fi_trecv()¢ that were provided. There are two times

when this can occur: wimesends utilize rendezvous sends or deferrable sends.

When rendezvous sends are used with a buffered header mechanism, the buffered header MUST
include the information needed to issue the read. When a new receive matches the buffered header,
the rendezvous operation MUST be completed by issuing the read th&inigformation provided in the
rendezvous send. When deferrable sends are used with a buffered header mechanism, the buffered
header MUST include the initiator restart token. When a new receive matches the buffered header, the
readyto-restart message M8T be generated using the initiator restart token.

Without buffered headers, an implementation cannot generate an RTR and cannot generate a
rendezvous read; thus, failing to support buffered headers substantially defeaturesblogimes (this is
inherent to the definition of these operations). This scheme MUST ONLY be used in conjunction with
rendezvous or deferrable sends.

3.4.3.6.2.2 Buffered Unexpected Messages

An implementation MAY choose to buffer both the message header and the message payload when
unexpected messages are encountered. The response in this case MUST be RC_OK with a modified
length equal to the request length for eager messages. Implementatioogsing this mechanism MUST
buffer the entire payload for eager messages. If an implementation chooses this mechanism, the
buffered message headers MUST be compared against new receive operations that were provided. If a
new receive operation matches themexpected buffered header, the implementation MUST provide the
buffered payload to the target user application. This is accomplished via hardware or software. If an
implementation has chosen this mechanism, it MAY degrade to the@fdekd retry mechardm at any

point (e.g., if the buffered header space is exhausted).
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Rendezvous sends and deferrable séidAY be used with a buffered unexpected message scheme. If a
rendezvous end uses buffered unexpected messages, the implementation MUST return a modified
length less than or equal to the eager part of the rendezvous request. If a deferrable send usesdbuffer
unexpected messages, the implementation MUST return a modified length of either zero or the request
length. A modified length of zero is the signal in a response to a deferrable send that indicates to the
initiator that the operation was deferred. Notbpwever, that an implementation MAY combine a

buffered unexpected message scheme for standard sends with a buffered header scheme for
rendezvous sends and deferrable sends.

3.4.3.6.3 Unexpected Messages and Resource Exhaustion over ROD PDC

This section applies to both untagged messages over a ROD PDC and tagged messages using wildcard
matching over a ROD PDC and covers limitations of the resource exhaustion scheme when using
ordering as well as how ordering interacts with resource exhausti@mdling unexpected messages

over an ordered PDC while using wildcard matching can be a challenging problem. Typically associated
with flow control in MPI, the combination of a strong ordering requirement with the possibility of
matching any receive budf that has been posted has always been difficult to implement efficiently.
Solutions like backff and retry do not work well, because a wildcard receive can be posted just after a
message has been rejected as unexpected. For untagged messages, argyiseetactively a wildcard
receive. A subsequent message in flight from the same initiator could match the wildcard receive out of
order because no other mechanism is available to establish orderingndeersequence numbering at

the MPI level does noterk, because one receive is allowed to specify that it wants to receive from
MPI_ANY_SOURCE. The hztlnd retry scheme MUST NOT be used for unexpected messages using
wildcard matching over a ROD PDC or for untagged messages over a ROD PDC.

Because these solutions are hard, the general solution implemented is buffered unexpected messages.
Buffered headers with rendezvous sends is also part of the typical solution. Implementations providing
wildcard matching over a ROD PDC MUST implement buffered unexpected messages or buffered
headers as a solution.

Buffered unexpected messages and buffered headers can still run into scenarios where the buffering
resources are exhausted. These scenarios are relatively uncommon but happen deterministically in
some applications. The libfabric over UET definition MUSTIde a buffer exhaustion solution. Scalable
solutions to buffer exhaustion have long proven challenging. To cover a breadth of use cases, two
solutions are provideth sections3.4.3.6.3.1and3.4.3.6.3.2

6Ly GKA& LI NFINFLKE daSyRaé Aa AYyGSyRSR (2 OF L) dzNB
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Informative Text

Why not receiver not ready (RNR)? Verbs uses an RNR to address this problem. In RNR, a des
QP enters an RNR state. Recovery uses the précge®cess QP sequence numbering to restore
message ordering. To enhance scalability, UET does not hasespto-process sequence numbers,
Hypothetically, the PDC sequence numbers could be used instead; however, that has several
undesirable characteristics. First, it couples the reliability logic and semantic logic at the target
way that makes it hardatachieve high message rates on a single PDC. Second, it couples the
reliability logic and semantic logic at the initiator in a way that stalls the PDC until the semantic
resource issue is resolved. Finally, resource exhaustion on one process usingal®BICather
users of that PDC.

3.4.3.6.3.1 Scalable Parallel Application Deployments

For the most scalable applications, a mechanism is provided to allow-stéb&recovery from resource
exhaustion events while still preserving message ordering (i.e., while using a ROD PDC). It is preferable
not to require any petarget tracking at thenitiator; thus, the client/server mechanism is less

preferred. The scalable mechanism is simple at a transport level. When resources are exhausted, the
associated target {FA, JobID, PIDonFEP, Resource Index} tuple is disabled. RC_DISABLED is returned for
the target {FA, JobID, PIDonFEP, Resource Index} tuple. All subsequent operations to that target tuple
MUST receive an RC_DISABLED response. That tuple remains in a disabled statnabtidey

software. Before being renabled, software MUST guar@etthat no operations are in flight (i.e., on

the wire) to guarantee that ordering is not violated. Once this condition is met, software MUST re

enable the tuple at the target. After the target ise@abled, all initiators MUST retransmit all

operations hat received an RC_DISABLED response in their original order.

Informative Text

In Portals 4, a flow control solution was proposed where the equivalent of a libfabric endpoint (g
portal table entry) is placed into a disabled state. Subsequent operations to that portal table ent
would complete with a bad return code at the initiatontil the portal table entry was renabled.
Before a portal table entry could be-enabled, the target with the disabled portal table entry must
first confirm that there were no initiators that were in the middle of an ordered stream. That is, it
must first confirm that no initiators had a message that had been rejected and yet still had other
messages in flight. The proposed solution was to use a barrier amongst all participating process
This solution is modeled after that proposal.

3.4.3.6.3.2 Client/Server Buffer Exhaustion

In client/server interactions, the server cannot trust the clientteckin after receiving an

w/ Y5L{!.[95 NBaLRyaSo | 9gkneratibi NFRWOE & WS K 8 dAPEOL YIRS :
separate field carried in the header when using tagged or untagged messaging. At the target, a Resource
Index MAY be configured to use a generation. If it is not configured to use a generation, the generation

MUST be zero. A mgage that arrives at the target MUST contain the correct generation, or the

message MUST receive a semantic response indicating a generation mismatch (RC_BAD_GENERATION).
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This response MUST contain the current generation. A tagged or untagged message using a ROD PDC
that encounters resource exhaustion at the semantic level that prevents accepting the message MUST
disable the target Resource Index. The message MUST rec@veaatic response indicating that the
message encountered a disabled index (RC_DISABLED_GEN). The index MUST remain disabled until
additional resources are available and the generation number is incremented.

The implementatiorg whether in the provider layer or hardwareMUST retransmit messages that
encounter a disabled index. When the message is retransmitted, the implementation SHOULD
increment the index generation before retransmitting the message; howekie implementation MAY
retransmit using the same index until it receives a generation mismatch response. If the implementation
chooses to retransmit the message with an incremented generation, it MUST retransmit only one
message (the oldest message neggpretransmission) until it has received a successful semantic
acknowledgement. This avoids a race where the generation could be incremented between the first
retransmitted message and second retransmitted message reaching the target. A message enugpunteri
a disabled index SHOULD defer retransmit using an exponentiablfasstheme.

The implementation MUST retransmit messages that encounter a generation mismatch. The
retransmitted message MUST use the new generation returned in the generation mismatch response. A
message encountering a generation mismatch MAY be retransmitted imnegdiat

Informative Text

CKAAd YSOKFYyAaY Ada yFYSR aOf ASy ik aSNIS-pekro dzF
processMost of the specification goes through great lengths to avoidpesr-process state in the
fast path of messaging libraries for compute applications.

Implementation Note:

RC_DISABLED_GEN is a scenario similar to traditional resource exhaustion concepts (e.g., reg
ready). Because the target cannot easily track the full list of initiators that have encountered
RC_DISABLED_GEN, initiators can rely only on traditaraismit heuristics to determine when to
retransmit the message.

3.4.4 Semantic Protocol Sequences

This section describes the general semantic sequences in the protocol. Ladder diagrams are provided for
the various semantic operations to illustrate the relevant concepts. For simplicity, the diagrams do not
illustrate outof-order packet delivery. PEI8vel packets are not shown unless they are relevant to the
semantic processing. Not all information carried on a packet is illustrated. Only those fields that are
needed to illustrate the concept are included. In this section, lossless networks (as ntitedibS
specification) use TC_request for green and purple arcs, while the blue and orange arcs use
TC_response. Similarly, in begfort operation, the solid arcs use TC_low while the dotted arcs use
TC_high. Usage of trimming (and the correspondingied) is not covered in the semantic figures.
Section3.6.4.7specifies the mapping of UET to traffic classes and DSCP values. In some figures, two
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PDCs are used: a forwadirection PDC (green requests with blue responses) and a redaesgion
PDC (purple requests with orange responses). Green request/completion arcs are shown in the
interaction between libfabric an8ES for initiator to target messages, and purple request/completion
arcs are shown in the interaction between libfabric and SES for target to initiator messages.

3.4.4.1 Requests with Payloads
Requests with payloads consist of sends, tagged sends, writes, and atomics. In the figures here, send
operations are used as a general illustration.

3.4.4.1.1 SinglePacket Requests

As illustrated irFigure3-21, a singlepacket request has a singpacket response

(UET_DEFAULT_RESPONSE) where the semantic ACK is combined with the PDS ACK. The PSN from the
PDS ACK is used to identify the original request. Optimized header formats that may be used for a single
padket message do not contain the message ID field; thus, they MUST use the PSN as the mechanism to
identify the original request. This enables SES to deliver a completion at the initiator. The modified

length is equal to the requested length indicating titfla entire message is delivered. The semantic ACK

also indicates that the message was captured in the expected list. This can then be used to build a
lightweightMPI_Ssend()n this sequence, UET_DEFAULT_RESPONSE SHOULD be used (as illustrated),
but UET_ESPONSE MAY be used (not shown). SES MUST NOT return the semantic response to PDS
before the packet has been processed through SES. If delivery complete is set (DC=1), the semantic
response MUST NOT return until the payload has been made globally obseMadlsinglgpacket

sequence illustrated applies to a variety of opcodes, including UET_TAGGED_SEND (shown), UET_WRITE,
UET_ATOMIC, UESEND, and UET_TSEND_ATOMIC. The UET_TAGGED_SENBighm8ihcan

use either a standard header or a small message/RMA hebkagire3-14). The choice of header has

some impact on the addressing operations but does not change the overall sequence.

Initiator Target
SES PDS PDS SES
Messages Msgs + Packets Packets Msgs + Packets Messages
> »| UET
Tag0et, BEND [ Tagged SEND W
Tagged SEND »| Request
UET_DEEAULT RES_EQ_N§£_LML§DEK‘Jf-BLeogmL"' """""""""" Proces:sed
cosgﬁgﬂo | ACKPSN=99  [®BSACK PSN=99 COI\'>I/|PSLGETIOI
‘ A (optional)

Figure3-21- SinglePacket Request, Expected Message
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3.4.4.1.2 Multi-Packet Requests

Figure3-22illustrates some additional concepts that are relevant to mp#tket transactions. For the

transaction shown, the first PDS ACK includes a semantic response with the UET_NO_RESPONSE opcode.
This indicates that the packet has been received but that #mamntic processing is not yet complete. It

is allowable for many packets to generate a UET_NO_RESPONSE opcode. In conformance with the
requirement that at least one semantic response be generated, a later pgekeiving after semantic

processing has copteted ¢ generates a UET_DEFAULT_RESPONSE. This is an expected message that has
found a buffer and will be delivered in its entirety. Note that every response in most sequence diagrams
carries a semantic header. Some arcs, such as the final Biguire3-22, are not labeled with the

semantic response opcode to keep the diagram simple, since many options are possible.

3.4.4.2 Requests with Responses That Have Payloads

Read requests (UET_READ) generate payload data in the return direction. There are two mechanisms for
returning datac as illustrated irFigure3-23 and Figure3-24. (Note: Neither figure illustrates PDS
acknowledgements.) Both figures illustrate the mipléicket case. For a read request with a request

length that is larger than onBayload MTU, SES breaks the read request into one packet (UET_READ)

per Payload MTU worth of response data. Each read packet associated with one message contains the
same message ID, and each read packet request®aylead MTU of datg except for the last read

request, which can request the final fragment. The sequence is the same forgauet read

requests. The choice between the two sequences is based on the value of PDS_MAX_ACK_DATA. When
PDS MAX_ACK_DATAresater than the request length or PDBAX_ACK _DATA is greater than the

Payload MTU, then the sequencehigure3-24is used. Otherwise, the sequenceHigure3-23is used.

Initiator Target
SES PDS PDS SES
Messages Msgs + Packets Packets Msgs + Packets Messages
SEND — ———1 UET SENDMID 1 pars
REQUEST SendMID=1,0ff=0 1D 1, Moo
Send MID 1, Offset 0
UET NO RESPONSEIMID 1) __Le. . _NoResponse._..
------ mmsEemmemmETT
€ _ Semantic
- > UET_SEND MID 1 par Processing Time
SendMID=1,0ff=N = U1, MO N
oN Send MID 1, Offset N o
P 0
UET SEND MID 1 UET DE\"";E;':%’{P\:‘EE P‘LE.QEE@"‘ ----- %%?ﬁ%nﬁé% ----- Buffer Found
SendMID =1, MO N+MT(S = 5 1, MLETR-e-=""
O = N+MTO ——MTU B 2. °%
---------- Send MID 1, .
RIEFE Offset N¥MTO
Sen jrglz [r':‘J: 1, »| UET_SEND Mip 1, MO M
< ACK Send MID 1, Offset M
Final PDS ALR L occeammme] Al Packets Received T2
consEND | |final Packet ACK MID L) ___..oommeeeemnm™s2"" Al Packets Receive conie o

Figure3-22 - Multi-Packet Request, Expected Message

When a fetching atomic request (UET_FETCHING_ATOMIC) is issued, the sedtignm3id4 is
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Initiator Target
SES PDS PDS SES

Messages Msgs + Packets Packets Msgs + Packets Messages

i - MUET_READ, MIp o PSN=99
JET_READ MID g, PS."J-;;JLJ

UET READ,

UET READ
UET READ.

Rea
Rea
Rea
Rea
Reau

MID 0, PSN=107
MID 0, psN=

=
1]
wlo ol o
(=1 I8 §=4 =1 §=%
[=1 F=N I=W I<H I=N

YvY VY v Y

MID A Read MIDO

ONSE_W _DATA X 12
= 1RE33en = PMTU] FWD qu\é-%%a%s&m o
Payloac SENSE W DATA MIDD.Beacateg
L S PMTU FWD_PSN-‘JF.{PH, SN=0
2 2epONSE W DATA, MID S RGACHTG
bgymad 55 &EEP%TUD];T\JXDmﬁg%-lRPE; M Dln1
ELASED FWO PoN=102, PSN=
q?’lgggégr&kpwlgm\ WD E Rel\la—dlgnpgiu:u
;ayloadLen:Remainder] FWD_PSN=103,

. S

A A A

}.—

Read *
CONIPLETION |

........

--------------------- o Read
------- = Final ACK COMPLETION

h J

Figure3-23 - Multipacket Read Request Standard

always used. A broader discussion of these sequences can be found in the PDS speg@ificafichhe
remainder of this section focuses on the semantic sublayer characteristics of these sequences.

When the data that can be carried in an acknowledgment is small, the target issues new messages
containing the read payload data. These messages are technically responses; thus, the
UET_RESPONSE_W_DATA opcode is used. Reads (optionally) completegait tivbearall of the

response packets for the read have been acknowledged. Note that the response payload packets
contain the original message ID of the request and the original sequence number. The message ID from
target to initiator is only reflected tohie target in the acknowledgements; thus, it is entirely within the
purview of the target how they are assigned. Specifically, all responses to a single request message are
not required to use a singimessage ID.

As illustratedFigure3-23 allows for a semantic response to the UET_RESPONSE_W_DATA carrying the
read payload. This makes it possible to carry failure information from the initiator to the target;
however,Figure3-24 does not have this ability to carry failure information. A careful revieWatfle
3-19shows that very few error responses could possibly apply when a read response returns to the
initiator of the read. Implementations of the standard read sequerkigure3-23) MUST provide a

semantic response to the UET_RESPONSE_W_DATA,; however, that semantic response MAY be

UET _DEFAULT_RESPONSE in all cases. Indeed, this is what is illustrated in the figure where there is a
single cumulative acknowledgement. Implementations of the target MiéSdrepared to receive an

error response, which implies a guaranteed delivery response, and MUST clear packets that were
marked for guaranteed delivery. Target implementations SHOULD deliver any error response provided in
the read completion.
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Initiator Target
SES PDS PDS SES
Messages Msgs + Packets Packets Msgs + Packets Messages
fi_read() ] UET REA -
Read A0, MID 0, PSh=9g
Read [ ————=MID 0, PSN=109 fead >
Read »L_VET _READ, MID o, PSN=101 Read :
Read " lurtl RL:-AD' MID 0, PSN=107 Read |
Read o W‘ Read "
Read a
d, ACK PSN=99 #gyﬁﬁgﬁgalil%;%ﬁﬁﬁ"rm'ﬁﬁﬁfﬁ PSN=99 |,
Payloa =PNOSATA - eecemmem== o= ee=e ]
Payload, ACK PSN=100 ubgﬂaagﬁggé%;%ﬁgﬁ‘%mvos RCK PSN=100
ayloa = Py Y D Erh ha
#E,T.Tﬁﬁgﬁ’:‘;’ﬂi'ﬁﬁw&%&ﬁm'ﬁﬁs ACKPSN=10L | s
L o0a en=FafmSATA o oceeessss=======]
< ayload Len = P IO, oin " 70 eeeeessmemms R TTTETEEEEE AR R EE RS
Read ayload, ACK PSN=103 g_‘rv RE! EQI‘LS.E..VXL.%‘}‘-‘J VDS ACK PSN=103
CONIPLETION |¢ 4 5yToad Len - Remainde
Clear PSN = 103
\ o Read
Liear »| COMPLETION

Figure3-24 - Multi-Packet Read RequegtLarge PDS_MAX_ACK_DATA

Informative Text

the application terminating.

Errors related to a UET_RESPONSE_W_DATA can occur when the payload attempts to write 1
that does not have a valilanslation available. This can occur due to a programming error or due

In Figure3-24, payload data is carried in the acknowledgement. Read request formation is the same as
in the flow used irFigure3-23, but response data is carried in the acknowledgements. Because of this,
the read completion is delivered after all of the response packets are cleared.

The choice of protocol for reads impacts the mapping of the flows onto TCs. Acknowledgements are
mapped to the response TC (as illustratedrigure3-24). This is the primary reason that bulk data reads
are expected to typically use the sequencéigure3-23. It should be noted, however, that lossless
networks map the bulk data onto a response TC in both cases. In addition, de&éBdperation on a
lossless network may require additional care with resource management for the sequence shown in
Figure3-23. In both sequences, the initiator MUST guarantee that all response data can be accepted
without generating any wire transactions from initiator to target.

InFigure3-23, each UET_READ is acknowledged by a PDS acknowledgement. That PDS

acknowledgement carries a semantic response of either UET_NO_RESPONSE, UET_DEFAULT_ RESPONSE,
or UET_RESPONSE. SES failures can be carried by the UET_RESPONSE opcode. Errors detected later i

semantic processing are returned with the data. Read request packets that receiveRhdDK return
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code as part of the PDS acknowledgement do not receive a UET_RESPONSE_WF[Q#aie3-24,
the semantic response return code is returned as part of the UET_RESPONSE_W_DATA.

3.4.4.3 Rendezvous Transactions

Rendezvous transactions have two parts. The first part consists of the eager send (e.qg.,
UET_RENDEZVOUS_ SEND). The eager send has 0 or more bytes of payload as indicated by the eager size
in the rendezvous header. The second part is a rendezvous read gegd$aT READ) that completes

the transfer by pulling the data. The rendezvous read is an ordinary read transaction using the fields
provided in the rendezvous headétigure3-25illustrates how this works in the expected message case.

A rendezvous send message (i.e., UET_RENDEZVOUS_SEND) is initiated and consists of one or more send
packets carrying eager payload (illustrated with UET_RENDEZVOUS_SEND MID1, Message Offset (MO) 0
through N). Notionally, the eager size is set to cover the reuipcdandwidth delay product, so that the

first packet of the read request arrives just in time to start the read payload trahSfeere are two

completion points at the initiator of the transaction: the completion of the rendezvous send and the
completion of the read. These are delivered as one completion queue entry to software (i.e., through

the libfabric API). Similarly, complen at the target is based on both the arrival of the eager part and

the arrival of the read payload. Due to variations in network timing, the completion of the eager send

and the completion of the read can happen in any order; thus, both points areaditadthere.

Nonetheless, both completion points must be reached before the message completion (e.g., completion
gueue entry) can be returned through the libfabric API.

Note the interaction with PDS for read completion at the initiator of the rendezvous transaction. The
PDS provides reliability for read responses; thus, the completion of the read at the initiator of the
rendezvous occurs when all of the read response gachave been acknowledged.

Figure3-26illustrates the unexpected message variation for the rendezvous transaction. The difference
between the two sequences is limited to two features. First, the modified length in the response is
intended to truncate the eager portion of the message to thet plaat is buffered at the target. In the
figure, it is assumed that the target buffer is matched to the size of the eager portion; however, a
modified length could be shorter (often 0 bytes). In that case, the UET_RENDEZVOUS_SEND can be
completed with a mgle additional packet just like the deferrable send transaction. Second, the start
location of the read transaction differs from the expected case. When the message is unexpected, the
read starts from the point in the message that has been bufferatieatarget.

"There are a variety of reasons why the eager size may be set smaller. For example, the initial rendezvous send
may be ordered while the read response payload may be unordered.
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Target

Initiator
SES PDS PDS SES
Messages Msgs + Packets Packets Msgs + Packets Messages
T
pl UE
REGUEST ( [SendMD =1, ofr =8 LRENDEZVOUS senp, piip 4 MO0
. Send MID 1, Offset
- h 7
. length =Rlensth ' S R Buffer Found
Eager size —| UET_RESPONSELM‘_?}_"::\fMT-G ------- P
------------- + <
OO G
- - UET_REND .
SRS = T, O e P RENDERVOUS 5615 i,
' UET . , MID 1, \m
~RESPONSE W DATA WisS 2N ] Send MID 1. Offset)
“| Payload, Off=N+MTU
D "Read MID 7, Off = N+M
SEND
COMPLETION W.
bility ACK for MID 7 >
Fir\%\ FS%‘&?RTV RESPONSE e ccmmmomms=n="""""] Payload, Off=N+M it
_UET.DEFAULITZ2=s=5= COMPLETIOI
<—
Read
COMPLETION

Figure3-25- Rendezvous Transaction, Expected Message Case

When implementing a rendezvous transaction, a target MAY read more data than is siitlysary.
Any offset within the bounds of the original message is a legal starting point for the read that is part of

the overall rendezvous transaction.
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Read completions can be implemented by delivering a completion after every read response hg
acknowledgedUnacknowledged read responses are retransmitted by PDS until they are
acknowledged.

Initiator Target
SES PDS PDS SES
Messages Msgs + Packets Packets Msgs + Packets Messages
SEND »|_UET REND
= - EZ
REQUEST ([ SendMID =1, Off =T} YOUS _SEND, MID 1, Mo o
- Send MID 1, Offset §
) . D1 ceaee-- P — =T Y
Eager size —] UET_NO_RE_SF_O_‘\_I%.[M ---------- Found
T aylodt Bk
— — UET_RENDEZ ayload Buiferec
Send MID = 1, Off = N YOUS_SEND, MID 1, g (0<=J <= Eagei
Send MID 1, Offset
MO N, MLENGTHZL .oao? > _
£SPONSE, MIR 1u == 4ot Matching Buffer
< UEL Re=se Posted
«—" < PR
SEND W Read MID 7, Off = J
COMPLETIO - .
UET
‘RESPONSE_W_DATA, MID 7
Payload, Off=J ~
UET READMID 7, Off=1M “Read MID 7, Off = J+
UET
_RESPONSE\WvDATA, MID 7
-------- T —
Final Reliability ACK_______cocamemmons Payload, Off=J+M MSG
------------ COMPLETION
—
Read
COMPLETIO

Figure3-26 - Rendezvous Transaction, Unexpected Message Case

3.4.4.4 Deferrable Send Transactions

Deferrable send transactions are a similar concept to rendezvous sends. Deferrable sends begin a
transfer of the message. The congestion management sublayer is expected to limit the outstanding
payload based on the current congestion state. This meansajiyatoximately one BDP of data at the

current achievable bandwidth should be outstanding when a response returns from the targeuhe

3-27, the deferrable send (UET_DEFERRABLE_SEND) finds that the matching buffer is available at the
target. This causes a semantic response (UET_DEFAULT_RESPONSE) indicating RC_OK and a modified
length equal to the request length. The deferrable send procesdmg normal send.

The goal for deferrable sends is that the expected cases (sdgglre3-27) will return the semantic

response just in time to keep the wire fully saturated. In conjunction with the congestion management
sublayer, this should be achievable. In this case, there is little difference for any of the processing from a
simple send tragaction.
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Figure3-27 - Deferrable Sends, Expected Message Case

In the transaction illustrated ifigure3-28, the semantic ACK (UET_RESPONSE) indicates that the
message is to be deferred by setting thes.return_coddield to RC_OK and the modified length to O.

This response is marked for guaranteed delivery, since it does not use the default set of response values.
Later, a restart token (8675309) is used to restart the message using UET_DEFERRABLE_RTR. In the
illustrated example, the target has chosen to buffer J bytes of the original message. Thus, thoready
restart (RTR) message indicates that the restart should start at message offset J. The restarted message
MUST be delivered to the matching berfthat was provided. The target MUST remember J using some
mechanism (see Implementation Note), since it is not carried in the restarted message.

A second notable feature Rigure3-28is that the first message for the unexpected deferrable send
MUST be completed using a packet vatseom set. This allows the target to deallocate state
associated with that message.
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Figure3-28 - Deferrable Sends, Unexpected Message Case

A final variation on deferrable sends is illustratedrigure3-29. In this scenario, the target does not

reserve the buffer when a matching buffer is posted. This means that a deferrable send can be started,
deferred, restarted, and redeferred. This sequence can occur an indefieiten infinite¢ number of

times. Thdack of a reserved buffer is indicated by the passing of a target restart token of 0. A target
restart token of 0 MUST NOT be used for a reserved target bufferglme3-29, message IR is reused

for the third transmit of the deferrable send, since that message ID was no longer in use fetightin
message.
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Figure3-29 - Deferrable Sends, Unexpected Message Case, No Reserved Buffer
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3.4.4.5 Additional Unexpected Message Sequences

Unexpected messages are common in both Al and HPC and are a requirement as part of the libfabric
provider. To achieve interoperability, various compatible unexpected message sequences are provided.
This includes mechanisms supporting the RUD and RUDkptstihat enable a simple badif and

retry approach Figure3-30) (0) as well as mechanisms that can be used with the ROD protocol to
preserve ordering requirement84.3.6.2.1and3.4.3.6.2.2. Further mechanisms are defined to

support recovering from resource exhaustion with the ROD protocol while preserving ordeigige(

3-31) (3.4.3.6.3. The buffering schemes do not change the wire behawtter than the insertion of the

list field; thus, they are not illustrated.
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Figure3-30- Single Packet Messages using Backoff and Retry

Figure3-30illustrates a few features of the RUD transport when implementing a-bécknd retry

scheme. Singlpacket messages are illustrated, and a message in the middle of the stream (message ID
3) does not find a match at the target. This returns a UET_RE&R@IHSses.return_codeof
RC_NO_MATCH. This indicates to the initiator that the message was dropped at the target because no
match was found. The initiator is then responsible for retrying the message at a later time. Note that
when the message associated with MID=3 and PSNrel@¥es the RC_NO_MATCH response, it is
complete from the perspective of PDS and from the perspective of the message ID allocation. When this
message is retransmitted after the baok time, it MUST allocate a new PSN and MAdtate a

different message IDkigure3-30also illustrates how semantic processing can have very different
processing times; thus, the response to PSN 101 is somewhat delayed.

Implementation Note:
SES does not specify the backoff time or the implementation mechanisms for the backoff and re

For example, the backoff and retry could be implemented as part of the libfabric provider
implementation.

While Figure3-30illustrates only singlgpacket messages, multiacket messages have similar
characteristics. If the message associated with MID=3 and PSN=102 had beenpacheltinessage,
then the diagram would look much the same. While it is expected that the iséiad of a message
would complete before the baekff time expired, this is not a strict requirement. For example, a
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Figure3-31- Messages using Resource Index Generation

message using the RUD transport would be allowed to initiate an SES retransmit on a different PDC from
the initial transmission. This allows for the PDC to be torn down amdtablished between the first
(unsuccessful) transmit of the message and thearesmit of the message. It also allows for both the

original message and the retransmit of the message to be in progress concurrently.

For simplicity, one additional feature of the baoK and retry sequence is not illustratekh the figure, a
single bacloff is shown with a successful retry. In practice, a baf€land retry sequence could have
many failed attempts with successive retries of the message.

LikeFigure3-30, Figure3-31 uses singlgpacket messages to illustrate the mechanics of a different
unexpected message approach that applies specifically to ROD PDCs and uses the concept of a Resource
Index generationd). Because ROD PDCs require that ordering be maintained, a message that

encounters resource exhaustion creates a challenge. If resources were replenished while subsequent
messages were in flight, ordering could be violated if care was not taken. To @eékergphemeral

nature of PDCs, this resource exhaustion scenario is handled at the semantic sublayer rather than
injecting state into the PDC itself to recover.
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Figure3-31illustrates several aspects of the resource exhaustion protocol. First, once a resource is
exhausted (e.g., an unexpected message buffer), the next message and all subsequent messages fail
with an RC_DISABLED_GEN return cadsil resources are addedeSond, when resources are

replenished, the generation number is atomically updated with the addition of resources. Third,
messages that were already in flight encounter a generation mismatch and are dropped with an
RC_BAD_GENERATION return code beingagedeFourth, to maintain ordering, the first dropped
message is retransmitted with an updated generation number, but subsequent messages are not
retransmitted until a successful return code is received. Once the first message is accepted by the target
semantic sublayer, subsequent messages may be retransmitted with the new generation number.

Some features of this protocol are not illustrated. For example, a third FEP could send a message and
encounter a generation mismatch. It would follow the same recovery procedure as illustrated. Note

that, with multi-packet messages, it is still necessary to wait until the entire message has completed

before starting the next message. This is becaRiB& can promote a UET_NO_RESPONSE to a
UET_DEFAULT_RESPONSE as part of acknowledgement coalescing. It is not until the entire message has
been acknowledged that the initiator can know for sure that the message was accepted at the target.

Initiator Target
SES PDS PDS SES
Messages Msgs + Packets Packets Msgs + Packets Messages
SEND —y ———1_UET SEND MID 1 nam o
REQUEST SendMID=1,0ff=0 4 MO
Send MID 1, Offset 0
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oN Send MID 1, Error__
RESPO T ih)_ lgnn--- semantic. ...
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SEND Final PDS AT L camecmemmns All Packets Received [ MG
COMPLETION |Final Packet ACK, MID 1| cemmwme===""""" 7 7 | comPLETION
n Error < --"""" In Error

Figure3-32 - Multi-Packet Request, Expected Message, with Initiator Error

3.4.4.6 Errors Indicated by the Initiator

Two types of error sequences are illustrated-igure3-32 and Figure3-33. Errors that are detected at

the target are delivered to the initiator using return codes in a response using guaranteed delivery.
Errors detected at the initiator can be signaled to the target in two different ways. An error can be
signaled by setting #hinitiator error Eesie) bit in the header as shown KFigure3-32. This type of error
signaling only marks a packet as bad and results in a message completion in error at the target. The
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Figure3-33 - Multi-Packet Request, Expected Message, with Message Error

illustration shows an error being delivered to SES for the packet that is in erroexpigsted that the
message completion at the initiator would also signal an error in this case.

In other cases, an error at the initiator may need to terminate the message that is in progress. In this
case, the sequence Figure3-33is used. Here, a UET_MSG_ERRORsedtom set is sent using the
message ID of the message that is being terminated. As indicated in the figure, a message using this
mechanism may be terminated before delivering all of the packets in the message.

3.4.5 Error Handling

Errors in UET have three possible scopes: message level, PDS level, or device level. Error conditions fall
into three broad categories: recoverable errors, unrecoverable errors, and informational errors. Within
each category, errors are further subdividietlb synchronous and asynchronous errors. The UET

Semantic specification covers only errors that are communicated by the semantic sublayer and have a
messagdevel scope. PDS level errors MAY have mesieagé scope; however, PBSrel errors are
documentd in the PDS specification. Devlegel errors are beyond the scope of this specification.

3.4.5.1 Error Precedence

In general, UET uses a fisstor model of error precedence. That is, the first error encountered is the
error reported. If multiple errors are encountered for a message (i.e., different packets encounter
different errors), it is the return code (RC) asisted with the first error that is returned in the semantic
response. If a single packet encounters multiple errors, the error contribution of that packet can be any
of the return codes associated with an error the packet encountered. The first errouatezed may or

may not occur on the first packet (in packet sequence number order) of a message, since packets may
be received out of order.

198

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



Informative Text
A firsterror model is used because errors can often propagate into more severe errors that are
direct result of the first error.

3.4.5.2 Error Scopes

Amessagdevel error scope impacts one message. It may be recoverable, unrecoverable, or
informational. If it is unrecoverable, a messdgeel error MUST impact only one message and its
associated transaction.

A PDSevel error scope impacts an entire PDC. Unrecoverable@/@Berrors MUST terminate the PDC.
All transactions in flight on a PDC that terminates MUST terminate in error to the application through
libfabric. In other words, an unrecoverable PIe®| error becomes an unrecoverable message error for
any transaction that has not already successfully completed.

Devicelevel and devicespecific errors are beyond the scope of this document. Each vendor
implementation is responsible for mapping device errors to mes$exgd, PDSevel, or local noddevel

in scope. Only devielevel errors and PDIgvel errors maye asynchronous. That is, only deviegel
errors and PD%vel errors are ever delivered in any way other than as part of a message completion.

Informative Text

Many PDSevel errors also cause erroneous completion of a message; however, someveDS
errors may report only through otf-band mechanisms (e.g., to a driver or to a management
system).

3.4.5.3 Recoverable Errors

Recoverable errors may be retried by an intermediate portion of the communication stack (e.g., the
libfabric provider). Retries of recoverable errors are expected to succeed eventually. The number of
retry attempts MAY be limited by implementatiespecificcontrols. If the number of retry attempts is
limited, then messages that exceed the maximum number of retry attempts MUST terminate in error.

3.4.5.3.1 Handling of Recoverable Errors Detected at the Initiator

Recoverable errors detected at the initiator before a sequence number is allocated SHOULD be handled
by the initiating FEP without allocating a sequence number. Recoverable errors detected at the initiator
after allocating a sequence number MUST poisonR8& in the packet. An example of this type of error

is a parity error on an intermediate buffer that the packet passes through. Recoverable errors detected
at the initiator MUST NOT set tlsesie bit.

3.4.5.3.2 Handling of Recoverable Errors Detected at the Target

Recoverable errors detected at the target all fall into the class of resource exhaustion errors. These
scenarios are generally recoverable. Handling of the recoverable resource exhaustion occurrences MUST
utilize the mechanisms described in sect®nd.3.5.1
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3.4.5.4 Unrecoverable Errors

Unrecoverable errors are reported as failed messages. Medsagkfailures are not fatal to the
connection and are not fatal to the device. Deviatal errors are beyond the scope of this specification.
Errors that tear down a connection are definedpast of the PDS specification.

3.4.5.4.1 Handling of Unrecoverable Errors Detected at the Initiator

A variety of errors may be detected at the initiator that are fatal to the message. Such errors range from
hardware failures (e.g., a PCI Express read completion timeout) to programming errors (e.g., a user
process initiates a message with an address tlaginot be translated) to other errors that make data
unavailable (e.g., a process terminates after starting a message). Each of these cases is unrecoverable
and may occur while a message is in flight. Two mechanisms are provided for signaling of uriderrecta
initiator errors to the target.

The initiator error §esie) bit in the semantic header is used to indicate that the header was properly
constructed, but that the payload cannot be used. Implementations MAY useeth&bit to indicate

errors encountered at the initiator, but implementations are not required to have any class of error that
causes theses.iebit to be set. Packets with thees.iebit set MUST NOT access memory at the target.
Messages containing packets with thesie bit set MUST use a ndRC_Olses.return_codelf the

initiator error is the first error, the return code MUST be RC_INITIATOR_ERROR. Messages containing
packets with thesesie bit set MUST indicate an error at the target if a completion queue entry is
provided or if a counter is used to indicate completion. Becausadisdebit indicates that the header

was properly constructed, any completion delivered at the target MUST include the completion queue
data (i.e., header data from the wire) if tises.hdbit was set to indicate that such data is available.

The UET_MSG_ERROR opcode is used to terminate messages without transmitting all of the constituent
packets. The UET_MSG_ERROR opcode MAY be sent at anintinding the packet witkessomset.

When using a RUD PDC, the initiator MAY wait for all outstanding packets of the message to complete,
then issue the final packet of the message with the UET_MSG_ERROR opcode; however, this is not
required, and target implementations MUST NOT depemdt.cAll header fields within a

UET_MSG_ERROR MUST be settodlue that the packet would have used if it had not been in egror
except for the payload length. The payload length MAY use any size between 0 and the size the original
packet would have taken. Only one packet per message may indicate UET_MSG_ERROR. A

UET _MSG_ERROR packet MUS3esebm. Packets with the UET_MSG_ERROR opcode MUST NOT
access memory at the target. Messages terminating with the UET_MSG_ERROR opcode MUST use a
non-RC_OK return code. If UET_MSG_ERROR is the first error indication, theodeaMUST be
RC_INITIATOR_ERROR. Messages terminating with the UET_MSG_ERROR opcode MUST indicate an
error at the target if a completion queue entry is provided or if a counter is used to indicate completion.

Informative Text
The PDS treats a packet using the UET_MSG_ERROR opcode just like any other packet.
UET_MSG_ERROR does not change any packet reliability guarantees.
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3.4.5.4.2 Handling of Unrecoverable Errors Detected at the Target

A broad set of unrecoverable errors may be detected at the target of a message. These errors range
from programming exceptions (intentional or deliberate) such as permission violations
(RC_PERM_VIOLATION) to uncorrectable hardware errors of an unspgpdiédC_UNCOR).
Unrecoverable semantic errors are still limited in scope to a single transaction and do not impact the
state of a PDC, for example. Uncorrectable errors deliver an appropriate return code using a first error
model of error precedence, artfiat return code MUST be marked for guaranteed delivery.

Responses with data that return with an RC indicating an error MUST NOT write to memory at the
initiator.

3.4.5.4.3 Unrecoverable Errors and Rendezvous

Rendezvous transactions are relatively unique in their composition within UET. Thexagergortion

of the transaction originating frorthe initiator of the rendezvous using a UET_RENDEZVOUS_SEND (or
TSEND) message and a read portion of the transaction originating from the target of the rendezvous.
Unrecoverable errors in each stfansaction are delivered with the completion notificatiofts those
subtransactions. For example, the eager portion of a rendezvous transaction delivers errors as if it were
a send (or tagged send). The read portion of the rendezvous transaction delivers errors as if it were a
read transaction. These errors aaggregated through the provider to be delivered to software.

3.4.5.5 Informational Errors

A handful of return codes are marked as informational. These errors (e.g., a flpaiimgunderflow)

may be safely ignored by some applications in some use casesilgkesrrors, these errors MUST be
provided back to the application (if requested). Informational errors deliver an appropriate return code
using a first error model of error precedence among informational errors. Uncorrectable errors have a
higher error pecedence. An implementation that encounters an informational error and then a
subsequent uncorrectable error MUST deliver the uncorrectable error. The return code MUST be
marked for guaranteed delivery.

3.4.5.6 Return Codes

Return codesire defined for a variety of recoverahlanrecoverableand informationakrrors. These
codesare standardized for certain welistablished error scenarios to provide additional information for
debugging purposes. In addition, portions of the return code spaeavailable for vendospecific

return codes The return codes are enumeratedTiable3-19 along with a designation for their scope
and whether they are recoverable (R), unrecoverable (U), or informational (I).

3.4.6 Enumerated Types Used in Headers
This section enumerates field definitions for various header types. This includes opcodes, return codes,
and NACK types.
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3.4.6.1 PDS Next Header Enumerations

The next header field used by ti&S$eader and the PDS header is enumeratedable3-16. The next
header field indicates the size and format of the semantic header following the PDS lisaglsection
3.5.11.2.

Informative Text

Future iterations of the specification may include the ability to encapsulate and encrypt other tyy,
traffic in the UET Security Protocol. This would increase the usage of the next header enumeralt
within the encryption header.

Table3-16 - Next Header Enumeration

Mnemonic Constant Description
UET_HDR_NONE 0x0 No header follows this header.
UET _HDR_REQUEST_SMALL Ox1 The semantic header following the PDS header is
one illustrated inFigure3-13.
UET_HDR_REQUEST_MEDIUM 0x2 The semantic header following the PDS header is
one illustrated inFigure3-14.
UET_HDR_REQUEST_STD 0x3 The semantic header following the PDS header is

one illustrated inFigure3-9, Figure3-10, Figure3-11,
or Figure3-12.

UET_HDR_RESPONSE 0x4 The semantic header following the PDS header is
one illustrated inFigure3-18.
UET_HDR_RESPONSE_DATA 0x5 The semantic header following the PDS header is

one illustrated inFigure3-19.
UET_HDR_RESPONSE_DATA_SMALI 0x6 The semantic header following the PDS header is
one illustrated inFigure3-20.

Reserved Ox7-OxF

3.4.6.2 Opcode Enumerations
The opcode field in the header is enumerated for requesi&aible3-17 and for responses ifable3-18.
Each opcode space reserves encodings for vendor innovation.

Table3-17 - SupportedRequest Message(Oprode)

Mnemonic Constant Description

UET_NO_OP 0x00 SESnessage thaperforms no operation. MUST be a single
packet message. A FEP is not required to identify a buffer,
completion queue at the target fora UET_NO_OP.

UET_WRITE 0x01 RMA writeq used to supporfi_write().

UET_READ 0x02 RMA read; used to supporfi_read()

UET_ATOMIC 0x03

UET_FETCHING_ATOMIC 0x04 Includes compare and swap.

UET_SEND 0x05 (nonrmatching) send message.

UET_RENDEZVOUS_SEND 0x06 Incorporated to allow send over ROD (for ordering) with b
payload over RUD.

UET _DATAGRAM_SEND 0x07 Legal only when used with UUD PDS type.
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Mnemonic Constant Description

UET_DEFERRABLE_SEND 0x08 A send message where the payload transfer may be defer
by the target.

UET_TAGGED_SEND 0x09 A tagged send message using match bits for buffer select

UET_RENDEZVOUS TSEND 0x0A A rendezvous version of the tagged send.

UET_DEFERRABLE_TSEND 0x0B A deferrable version of the tagged send.

UET DEFERRABLE RTR 0x0C A deferred send is ready to restart.

UET_TSEND_ATOMIC 0x0D Atomic operations with tagged send addressing semanticg

UET_TSEND_FETCH_ATOMIC Ox0E Fetching atomic operations (including compare and swap
using tagged send addressing semantics.
UET_MSG_ERROR OxOF Used to terminate an Hprogress message ID. Can be sent
an early final packet of message for an light message
that encounters an error.

Reserved 0x10-0x2F
UET_VENDOR_DEFINED[15] | 0x300x3E | An encoding space to allow vendor extensions for
experimentation and differentiation.
UET_OP_EXTENDED 0x3F This opcode is reserved as an opcode space escape to af
extended opcode location to be defined at a later time.

Table3-18 - SupportedResponse MessaggOpode)

Mnemonic Constant Description
UET_DEFAULT_RESPONSE 0x00 A defaultresponse, where the return code is RC_OK, the
modified length is the requested length, and the list is
UET_EXPECTED.

UET_RESPONSE 0x01 A response other than a default response.

UET_RESPONSE_W_DATA 0x02 A response carrying data.

UET_NO_RESPONSE 0x03 An indication that no semantic response is available at this
time.

Reserved 0x050x2F

UET_VENDOR_DEFINED[16] 0x300x3F | An encoding space to allow vendor extensions for
experimentation and differentiation.

3.4.6.3 Return Codes

SES caancounter a variety of errorgranging from errors that may be only informational (1) (e.g.,
RC_AMO_FP_UNDERFLOW) to recoverable errors (R) (e.g., RC_BAD_GENERATION) to errors that are
fatal to the message (U) (e.g., RC_AMO_UNSUPPORTED_OP) to emuay tlegiuire more drastic

actions to correct (U) (e.g., RC_UNCOR)re&@&8 codes are listed ifiable3-19.

Table3-19 - Defined Semantic Return Godes

Mnemonic Constant | Scope/ Description
Recover
RC_NULL 0x00 NA/NA | The RC status of this transaction is unknown.
RC_OK 0x01 Msg/NA | The transaction completed successfully at the
target.
RC_BAD_GENERATION 0x02 Msg/R | Thegeneration in the request did not match the
generation at the target index.

203

Copyright© 2026 Ultra Ethernet ConsortiufY. All rights reserved.



Mnemonic Constant | Scope/ Description
Recover

RC_DISABLED 0x03 Msg/R | The targeted resource is disabled. Disabled
resource has precedence over RC_NO_MATCH

RC_DISABLED_GEN 0x04 Msg/R | The targeted resource is disabled asupports the
index generation. Disabled resource has
precedence over RC_NO_ MATCH.

RC_NO_MATCH 0x05 Msg/R | The message could not be matched at the targe
and was dropped. This is returned for matching,
nonmatching, and RMA transactions that fail to
find a buffer.

RC_UNSUPPORTED_OP 0x06 Msg/U | Unsupported network message type.

RC_UNSUPPORTED_SIZE 0x07 Msg/U | The message was larger than the supported siz¢

RC_AT_INVALID 0x08 Msg/U | Invalid address translation context.

RC_AT _PERM 0x09 Msg/U | Addresdranslation permission failure.

RC_AT_ATS _ERROR Ox0A Msg/U | ATS translation request resulted in either
unsupported request or completer abort.

RC_AT_NO_TRANS 0x0B Msg/U | Unable to obtain a translation.

RC_AT_OUT_OF_RANGE 0x0C Msg/U | Virtual address isut of range and unable to
attempt translation.

RC_HOST_POISONED 0x0D Msg/U | The host read (e.g. PCle) indicated the access V|
poisoned.

RC_HOST_UNSUCCESS CMP,  OxOE Msg/U | The host read (e.g. PCle) indicated an unsucceg
completion.

RC_AMO_UNSUPPORTED_OF  OxOF Msg/U | Unsupported AMO message type.

RC_AMO_UNSUPPORTED_DT| 0x10 Msg/U | Invalid datatype at the target.

RC_AMO_UNSUPPORTED_SI7 0x11 Msg/U | The AMO operation was not an integral multiple
the datatype size.

RC_AMO_UNALIGNED 0x12 Msg/U | The AMQoperation address was not natively
aligned to the datatype size.

RC_AMO_FP_NAN 0x13 Msg/l | An AMO operation generated a NaN and signali
is enabled.

RC_AMO_FP_UNDERFLOW 0x14 Msg/l | An AMO operation generated an underflow and
signaling is enabled.

RC_AMO_FP_OVERFLOW 0x15 Msg/l | An AMO operation generated an overflow and
signaling is enabled.

RC_AMO_FP_INEXACT 0x16 Msg/l | An AMO operation generated an inexact excepti
and signaling is enabled.

RC_PERM_VIOLATION 0x17 Msg/U | Messageprocessing encountered a permissions
violation (e.g., a mismatch in the JobID).

RC_OP_VIOLATION 0x18 Msg/U | An operation violation occurred. This includes a
read attempting to access a buffered configured
write only, a write attempting to access a buffere
configured as read only, or an atomic attempting
to access a buffer that does not have both read
and wrie permissions.

RC _BAD_INDEX 0x19 Msg/U | An unconfigured index was encountered.

RC_BAD_PID Ox1A Msg/U | PID was not found at the target node (within the
JoblID for relative addressing, or at all for absolu
addressing).

RC_BAD _JOB_ID 0x1B Msg/U | JobID was not found at the target node.
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Mnemonic Constant | Scope/ Description
Recover

RC_BAD_MKEY 0x1C Msg/U | The specified memory key does not map to a
buffer.

RC_BAD_ADDR 0x1D Msg/U | Invalidaddress (not covered elsewhere) (e.g., ar
offset that extends beyond the length of the
configured memory region).

RC_CANCELLED Ox1E Msg/U | Response indicating the target cancelled an in
flight message.

RC_UNDELIVERABLE Ox1F Msg/U | Message could not be delivered.

RC_UNCOR 0x20 Msg/U | An uncorrectable error was detected. The error i
not likely to be rectified without corrective action

RC_UNCOR_TRNSNT 0x21 Msg/R | An uncorrectable error was detected. The error i
likely to be transient.

RC_TOO_LONG 0x22 Msg/U | The message was longer than the buffer it
addressed. The target was configured to reject g
message that was too long rather than truncate

RC_INITIATOR_ERROR 0x23 Msg/U | This RC echoes back the initiator error field from
the incoming packet.

RC_DROPPED 0x24 Msg/R | Message dropped at the target for reasons othe
than those enumerated elsewhere.

RC_RESERVED 0x250x2F

RC_VENDOR_DEFINED[O 0x30 Vendor/

0x37 Vendor
RC_RESERVED WITH_DATA 0x38 This opcode space is reserved for use with
0x3D responsewith-data messages. Responses witho
data MUST NOT infringe on this space, since th
can easily define an extended RC space using t
reserved bits in the header.

RC_EXTENDED O0x3E Used to extend the RC space. The format for thi
extension will be defined when it is needed.

RC_RESERVED Ox3F

When buffered payload schemes are used for unexpected message handling, the initiator cannot
determine whether the message was expected or unexpected at the target. The libfabric provider

often even the hardware; knows which of those things happened; thus, this information is returned in

the semantic response. By returning this information to the initiator, it significantly simplifies the
synchronous send implementatioMPI_Ssendy))

Table3-20- ListWhere the Message was Delivered

Mnemonic Constant Description
UET_EXPECTED 0x0 Message matched the expected list.
UET_OVERFLOW 0x1 An unexpected header was tracked for this message

(3.4.3.6.2.1or 3.4.3.6.2.2. Message payload may have
been 3.4.3.6.2.2

UET_VENDOR_DEFINED[O

0x2-0x3
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3.4.6.4 Atomic Memory Operations (AMO) Enumerations

Table3-21 enumerates the atomic opcode encodings, whikble3-22 enumerates the encodings for
datatypes. A broad set of operations and datatypes are defined based on the datatypes that are defined
in libfabric, which was in turn inherited from the MPI definition. Two types beyond the MPI definition
(two 16-bit floating-point types) are specifically included for Al. Space is reserved in both encodings to
allow for vendor innovation. The UET_AMO_INVAL operation can be used in conjunction with the
delivery complete bit to make the cached item globally observable.

Table3-21 - Atomic Operation Opcodes

Mnemonic Constant Description
UET_AMO_MIN 0x00 Minimum: Target = MIN(Target, Initiator)
UET_AMO_MAX Ox0L Maximum: Target MAX(Target, Initiator)
UET_AMO_SUM ox@2 Sum: Target = Target + Initiator
UET_AMO_DIFF 0x03 Diff: Target = TargetInitiator
UET_AMO_PROD ox4 Product: Target = Target * Initiator
UET_AMO_LOR 0(03) Logical OR: Target = Target || Initiator
UET_AMO_LAND 0x06 Logical AND: Target = Target && Initiator
UET_AMO_BOR 0x07 Bitwise OR: Target = Target | Initiator
UET_AMO_BAND 0x(8 Bitwise AND: Target = Target & Initiator
UET_AMO_LXOR (0)(0°) Logical XORTarget = Target && Initiator) ||

(ITarget &&Initiator)
UET_AMO_BXOR 0x0A Bitwise XOR: Target = Target " Initiator
UET_AMO_READ 0x0B Atomic Read: Initiator = Target
UET_AMO_WRITE 0x0C Atomic Write: Target = Initiator
UET_AMO_CSWAP 0x(D Compare and swap if equal
UET_AMO_CSWAP_NE OxCE Compare and swap if not equal
UET_AMO_CSWAP_LE OxOF Compare and swap if less than or equal
UET_AMO_CSWAP_LT 0x10 Compare and swap if less than
UET_AMO_CSWAP_GE 0x11 Compare and swap if greater than or equal
UET_AMO_CSWAP_GT 0x12 Compare and swap if greater than
UET_AMO_MSWAP 0x13 Swap masked bits:

Target = (Target & Mask) ” Initiator
UET_AMO_INVAL 0x14 If the location at the target is cached, invalidate t

cache.
Reserved 0x150xDF
UET_AMO_VENDOR]0] OXEGOXFE | Vendor defined AMO
Reserved OxFF

Table3-22 - Supported Atomic Datatypes

Mnemonic Constant Description
UET TYPE_INT8 0x00 8-bit signed integer
UET_TYPE_UINTS8 0x01 8-bit unsigned integer
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Mnemonic Constant Description
UET_TYPE_INT16 0x02 16-bit signed integer
UET_TYPE_UINT16 0x03 16-bit unsigned integer
UET_TYPE_INT32 0x04 32-bit signed integer
UET_TYPE_UINT32 0x05 32-bit unsigned integer
UET TYPE_INT64 0x06 64-bit signed integer
UET_TYPE_UINT64 0x07 64-bit unsigned integer
UET TYPE_INT128 0x08 128-bit signed integer
UET_TYPE_UINT128 0x09 128 bit unsigned integer
UET TYPE_FLOAT O0x0A Singleprecision floatingpoint value
UET_TYPE_DOUBLE 0x0B Doubleprecision floatingpoint value
UET _TYPE_FLOAT_COMPLEX 0x0C Pair of floats (real, imaginary)

UET _TYPE_DOUBLE_COMPLEX 0x0D Pair of doubles (real, imaginary)
UET_TYPE_LONG_DOUBLE 0x0E Doubleextended precision floatingoint value
UET TYPE_LONG_DOUBLE COMPL OxOF Pair of long doubles (real, imaginary)
UET TYPE_BF16 0x10 16-bit floating-point value (bfloat 16)
UET TYPE FP16 0x11 16-bit floating-point value (FP16 format)
Reserved 0x12-0xDF
UET_TYPE_VENDGE) OXEQOXFE | Vendordefined types
Reserved OxFF

Informative Text

Typical programming interfaces (e.g., MPl, SHMEM) are silent on the details of handling NaN in
floating-point arithmetic and define it aglatform-specific.

Table3-23- AMO Semantic Control

Field Size Description
UET_AMO_CTRL_CACHEABLE| 1 | This AMO operation may be cached by the target device.
UET_AMO_CPU_COHERENT 1 | This operatiorshould be performed in a way that is coherent wit
CPU accesses.

Reserved 3 | Reserved

VENDOR_DEFINER]O 3 | Vendordefined encoding space.

The matrix of supported operation types versus datatype is showWilihe3-24. The tables use to

denote a supported operation on a given datatype ando indicate an optional operation. Blank cells
indicate an unsupported operation. Notable trends in the tables are that product is optional across all
RFEGFGeLSazr | yR &K I -bitRéegelsudd Nk |6fthag gptionab Sirdilarip, Bnlywhesin
basic operations are required on the complex floatpajnt formats. Nonsensical operations (e.g.,
logical operations on floatirgoint numbers) are excluded.
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Table3-24 - Valid Combinations of Operations and DatatypéAlternative)

CSWAP_LT

CSWAP_Gl

CSWAP_G’

Min
Max
Sum
Diff
Prod
LOR
LAND
BOR
BAND
LXOR
BXOR
READ
WRITE
CSWAP
CSWAP_NE
CSWAP_LE
MSWAP

UET_TYPE_INT8 |, |. |. |.
UET_TYPE_UINTS
UET_TYPE_INB T
UET_TYPE_UINT16|, |. |. |.
UET_TYPE_INT32
UET_TYPE_UINT32|, |. |. |.
UET TYPE_ING®

UET_TYPE_UINT64
UET_TYPE_INT128
UET_TYPE_UINT12¢
UET_TYPE_FLOAT
UET_TYPE_DOUBLE
UET_TYPE_FLOAT
MPLEX
UET_TYPE_DOUBLE N Tt Tt
COMPLEX
UET_TYPE_LONG [ * |* [* [ |1 T[T [T [T [t [t [t |1
UBLE
UET_TYPE_LONG_[ Tt |1 R
UBLE_COMPLEX
UET TYPE BF16 | |* |* |* |*® T[T [T [T [t [t [t [t
UET TYPE FP16 | |* |* |* | R I I R R R R

v
v
v
v
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v
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Informative Text

Datatype use in Applications is a rapidly evolving field. Many modern types (e.g., int4 and smal
FP4 and FP6, etc.) are not useful for summation across multiple nodes due to the limited range
representation. Similarly, some formats (e.g. MX formats) have Jaragsdfinitions that are harder to
map well into meaningful network transactions.

3.4.7 Device Expectations
To help ensure higherformance interoperability and a consistent level of isolation between processes
and users, this section provides guidelines for device implementors.

3.4.7.1 Header Field Integrity Enforcement

The JobID MUST be protected within a privileged context that is at the highest level of privilege within
the reachable network. This MAY be achieved by having the privileged context insert the JobID or by
having the privileged context check the JoblID at ithitiator to confirm that the initiating process is

allowed to use that JobID. One initiating process MAY be part of more than one JoblD, and the number
of JobIDs it is allowed to utilize is implementatidefined (a number greater than or equal to 1).
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The source FA MUST be protected within a privileged context that is at the highest level of privilege
withing the reachable network. This MAY be achieved by having the privileged context insert the source
FA or by having the privileged context check the FA

Implementation Note:
It may be difficult to achieve a higherformance implementation if the privileged context performir
JobID and FA validation for each message is privileged softurameng on the host.

In virtualized environments, the JobID and source FA MUST be protected within a configuration state
that is controllable only by the HyperVisor/VMM. In configurations that supporoditand

provisioning systems, the JoblID and source FA SHOULD be emfpresdurces that are controlled by
only the provisioning system to protect against HV/VMM escalation attacks.

3.4.7.2 SDI Assignment to Applications

The secure domain identifier (SDI) is used as part of the selection of an encryption key. Devices MUST
limit how the SDI is utilized by applications. An application MUST NOT be allowed to use an SDI that is
not assigned to it. A device MUST support theaipgiof SDI and JoblID at the initiator. That is, the device
MUST provide a mechanism to guarantee that a specific SDI is used only with JobIDs that are allowed to
use that SDI.

One JobID MAY be allowed to use more than one SDI. The number of SDlIs that are usable by a single
JoblID is implementaticdefined (a number greater than or equal to 1).

3.4.8 UE Transport Semantics: Memory Model

The UET Semantics provides a memory model that is consistent with options that are available through
the libfabric API. The memory model includes a set of minimal requirements that is expected for all
implementations as well as how that memory model istoolfed to be stronger for implementations

that choose to do so.

3.4.8.1 Ordering
Ordering consists of two components: message ordering and data ordering. Both message ordering and
data ordering are tightly tied to the underlying transport layer.

3.4.8.1.1 Message Ordering

The RUD and RUDI protocols do not make any message ordering guarantees.

LYLX SYSyildltdAazya 2F GKS wh5 LINRG202f a! {flowéLINB A RS
between SES on an initiator FEP and SES on a target FEP. At minimum, a flow is defined as the traffic

from one PIDonFEP at the initiator to a sped#fesource Indeassociated with a PIDonFEP at a target
FEP. One or more flows may be mapped onto a single PDC.

SES MUST process messages in the order presented to it at a target FEP for a specific {JobID, PIDonFEP,
Resource Index} tuple.
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3.4.8.1.2 Completion Ordering

If requested, implementations MUST deliver completion notifications at the target after alhdata
been placed. Messages marked with the delivery complete bit MUST NOT deliver the target completion
until the corresponding global observability has been achie@eti§.3.

The wire protocol does not provide direct support for fully ordered completions at the target. For
example, rendezvous transactions do not use the same sequence number space for payload delivery as
they do for initial request processing. As another examitie fully ordered completion order for

deferrable sends are based on the order in which matching receives are provided to the

implementation. This is beyond the scope of the transport definition.

Implementation Note:

The transport definition does not preclude libfabric provider implementations that deliver stronge
completion ordering; however, such implementations are vendefined. One historical completion
model ¢ where sendafter-write ordering is guaranteed delivers the completion for a send
transaction only after all preceding writes have completed. This requires leveraging the informa
from the sequence number space to determine when all prior writes have completed.

3.4.8.1.3 Data Ordering

Data ordering refers to the order in which data for a given target location is placed. Specifically, if two
messages access a single memory address from a single source, data ordering describes the order in
which the accesses become globally observabldefing between bytes in a given message is not

defined. That is, the last byte of a message MAY become globally observable in host memory before the
first byte. Similarly, the last byte of a message MAY be the last byte of a message deposited in memory.
Implementations MAY provide stronger ordering semantics, but those are beyond the scope of this
specification and are not likely to be portable.

The RUD and RUDI protocols do not make any data ordering guarantees.

Implementations of the ROD protocol that support atomic operations MAY provide an option to achieve
data ordering (RAW, WAW, WAR) for ATOMIC and FETCHING_ATOMIC operations on data that is 16
bytes in size or less. The granularity of such ordering is tiniitéhe size of a single element of the size

of the datatype. Implementations MAY combine atomic operations on the target FEP so that not every
update is globally observable at the target.

Informative Text

The node and bus architecture that a FEP is attached to are beyond the scope of this specificat
however, the data ordering model irposefully relaxed based on known limitations in
contemporary (ca. 2025) architectures and implementations.
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3.4.8.2 Consistency and Atomicity
If atomic operations are supported, atomicity MUST be guaranteed at the granularity of a single element
of the size of the datatype.

If atomic operations are supported, concurrent atomic operations MUST be consistent at the target at
the granularity of a single element of the size of the datatype. Concurrent operations are defined as two
operations targeting the same {FA, JobID, PIDBnREsource Index, Memory Key/Match Bits, Offset}
tuple where one or more operations start concurrently with or after one or more other operations that
have not completed. Concurrent operations can be initiated from the same FEP or from more than one
FEPThis includes consistency between ATOMIC and FETCHING_ATOMIC operations. This includes
consistency between UET_AM®@/RITE, UET_AM®EAD, and other atomic operations.

Implementation Note:

Concurrent access is scoped to a {FA, JoblD, PIDonFEP, Resource Index, Memory Key/Match
Offset} basis because aliasing to a single physical memory location behind those constructs mg
be detectable by the FEP (e.g., when a host is using an IOMMU)

If atomic operations are supportednplementations MAY support consistency between concurrent
send, write, read, and atomic operations; however, it is not required. Users needing write or read
semantics that are consistent with atomic operations MUST use the atomic versions of thosear=erati
Concurrent operations are defined as two operations that have not completed back to the initiator.

Informative Text

The classical definition of consistency is used. That is, consistency is defined as having the ope
appear as if they executed in some order. It is a common limitation in network APIs that consist
between send and an atomic to the same memonatan is not guaranteed. The UET atomic
operations include atomic read and atomic write operations to allow upgeeel APIs to achieve
consistency, where needed.

Implementations MAY support stronger atomicity. The UET_AMO_CPU_COHERENT semantic control
allows peers to request atomic operations that are coherent with (and atomic relative to) CPU accesses.
If the requested semantics cannot be provided, the targetiieilPns RC_AMO_UNSUPPORTED_OP.

Implementation Note:

There are many ways to provide coherent atomics relative to the CPU. As an example, an
implementation could utilize PCI Express atomic operations to implemerddaivesponding network
atomic operations.

3.4.8.3 Global Observability
The default for global observability is that global observability is not guaranteed. A FEP MUST NOT
indicate that a message has completed until all of the packets have been acknowledged by PDS. In
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addition, the FEP MUST wait until a semantic response is received before indicating that the message is
O2YLX SGSd® ¢KAA Aa adzZFFAOASYG F2NIAYLI SYSyidAy3a GKS

An implementation MAY support stronger global observabilitthe DC (delivery complete) bit is set in
a message, an implementation MAY indicaith a semantic failure that the transaction is not
supported.If an implementation does not indicate that the transaction is not supported, then the
implementation MUST defer the semantic response until it can guarantee that the data is globally
observable at the target.

Informative Text
Global observability can be implemented ibguinga flushing read on PCI Express aitsuinga data
write.

While target completion delivery falls largely outside the scope of the semantic specification, lib
compliance suggests that target completions should consistently indicate global observability.
example, in many PCI Express hierarchies, this can be accomplishagiby setting RO=0 for
completion notifications from the FEP.

3.4.8.4 Idempotency

Operations performed using the ROD or RUD protocol MUST appear in memory at the target and at the
initiator as if they were performed exactly once. This creates specific requirements for

C9¢/ 1 LbDy! ¢halL/ 2LISNIGA2Y AT ¢ KAKQdify MmBretabdiyattheK S a2 f R:
target. If a target implements FETCHING_ATOMIC operations, the target MUST buffer the old data to

handle the case where the response is lost. This is true for both the ROD and RUD protocaols.

3.4.9 Mapping of *CCL Send/Receive to Proposed Semantics [Informative]

The text in this section is informative and not normative. The section describes two approaches for

mapping *CCL send/receive APIs to the propdagebric/lUET semantics, where the notation *CCL is

used to denote a generic Collective Communication Library (B@h@approachesim to maintain the
OdZNNByYy G F/ /[ 0dzZFFSNJ dzal 3S aSYlLyGAO0a Ay Oz2yadzyOiaAz2:
Other approaches beyond those described in this section are also possible.

The section assumes *CCL APIs of the form shown below:

1 *ccl_send API to send a message with parameters that identify:
0 The buffer containing the messagad its size.
0 The peer rank that the message is destined to
0 A communication context for the message.
1 *ccl_recv API to post a receive buffer with parameters that identify:
0 The addresand sizeof the buffer.
0 The peer rank that the buffer is being posted.for
0 Acommunication context for the message.
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In one of the approaches descrihate *CCL plugin that implements the *ccl_send/*ccl_recv APIs uses
the libfabricfi_tagged()APIs, while the other approach uses the libfafiricma() APIs.

3.4.9.1 TagBased *CCL Mapping

The tagbased *CCL mapping leverages the libfafirimgged()API beneath the untagged send and

receive operations within a typical *CCL API. The *CCL user API is unchanged, but the tagged API
implementation allows the ordered send/receive pair to use an unordered protocol underneath for

better network efficiency. @ simplify the underlying implementation, libfabric will be extended to allow

GKS fAO0FI 0NRO dzaeRatImatds S2L0ISON- FieA 20yKal (g AfyEf @0 S4 & dzLJLJ2 NI S
Index. In tlis model, libfabric is initialized with FI_ORDER_NONE. This allows the implementation to

choose a RUD PDC.

A *CCL send must match the corresponding *CCL receive based on the order in which they were issued.
To achieve this while using the RUD protocol, the *CCL implementation maintains the following state
per communication context:

1. A send message sequence number (MSNpeer rank
2. Areceive MSN pgreer rank

The tag passed through thie tagged()API is a communication context identifier concatenated with the
appropriate MSN for that peer. For example,farisend()uses the send MSN combined with the
communication context identifier. The source rank is part of the local endpoint and is placed in the
initiator field of the packet by the provider. Thiest_addrfield of thefi_tsend()comes from the
destination in the *CCL send. Each time a *CCL send is called, the send message MSN for the
corresponding rank imcremented. Correspondingly, thie trecv()uses the receive MSN combined with
the communication context identifier. The source rank is used to populatsrteaddifield. Each time

a *CCL receiver is called, the receive MSN for the corresponding rank is incremented.

The use of the MShables is illustrated ifrigure3-34.

Rank N-1 Rank 0
Send MSN Table Receive MSN Table
tag is exact match
» BELUESCUST ©  increment send MSN after use with no duplicates rank 0 recy MSN
rank 1 send MSN rank 1 recv MSN
\ e i fi_trecv(tag = {recv MSN, Rank N-1}) | . \
%l cn ! < ! v i = 1
CL'—SE nd rank N-2 send MSN rank N-2 recv MSN
to Rank 0 rank N-1 send MSN » rank N-1 recv MSN |
from Rank N-1 fi_tsend(tag = {send MSN, Rank 0})

increment recv MSN after use

Figure3-34 - Use of MSN Tables

Asequencealiagram for tagbased *CCL send and receive operations is showigimre3-35below.
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Rank S Rank R

*ccl_recv()
fi_trecv() «
kil

Exact match fag,
Nd duplicate [tags
*ccl_send()
- fi_tsend()
’ —_, |libfabric UET Request — Tagged Send libfabric
*CCL e (Message Data — Packet 0) UET *CCL
UET | —— — — —
Provider| UET ACK — Message Packet 0. — — — Provider
“ - -
s
UET Request — Tagged Send
(Message Data — Packet N-1)
[ — —-— — — ) cmp
UET ACK — Message Packet N-1 - —— cmp
cmp . T —
cmp .
PR

cmp = completion

Figure3-35- TagBasedSequencdor *CCL Send and Receive

The sequence above illustrates the expected message sequence and does not distinguish the specific
type of tagged send message. The rendezvous tagged 3eh8.9 may also be used. Unexpected
messages can be particularly challenging in tagged environments; however, the use of an unordered
PDC (a RUD PDC) simplifies unexpected message handling. The implementation may use any of the
unexpected message handling meafsms outlined in sectioB.4.3.5.1

3.4.9.2 RMABased *CCL Mapping
The RMAbasedmapping requirelRMAwrite and RMAwrite with immediatefunctionality, both of
which are provided bWET.

TheRMAbasedmapping uses eendezvougjueue data structure that is illustrated Figure3-36 below.

Rendezvous Queue at Each Sender

rank 0 msn 0
rank 0 msn
Receive Entry (32B)

Max Size in Bytes [8B]

Rendezvous Queue

R rank 0 msn M-2
Each rank allocates this

memory at init time and
pre-shares the RMA

rank 0 msn M-1

rank 1 msn 0 AR [SB]

rank 1 msn 1

Handle with all other Offset [88]
ranks.

rank 1 msn M-2 Immediate Value [8B]
Ranks know how to index rank 1 msn M-1

this based on their rank #
(0 to N-1) and the # of Each receiver rank is responsible
receive entries (M) TRk msn 0 for RMA writing entries to this
configured. ki msn L Sender’s memory.

rank N-1 msn M-2
rank N-1 msn M-1
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Figure3-36 - Rendezvous Queue Data Structure
Therendezvougjueue works as follows:

9 Therendezvougjueue isaset of N descriptor rings, one per rank
0 Each ring contains entries for sending to a particular rank
0 The entries are produced lrgceivers and read bgenders in FIFO order
0 Thesender maintains &ail index for each ring that is used for consuming entries
0 Thereceiver maintains headindex for each rank that is used for producing entries
0 Thereceiver is also responsible for managing the case where a ring is full
T When a *CCL receiver of rank R posts a receive buffer for a given sender of rank S:
0 The receiver writes geceiveentry for the buffer to therendezvousjueue of rank S
0 The entry is written to the ring associated with rank R usinghtredindex for rank S
that is maintained at rank.R
1 When a tcl_send APl is called by rank S to send to rank R:
0 Thesender uses the ring associated with rank R
0 Thesender accesses the ring entry at ttagl index
o Ifthere is a valid receivengry at the tail index, thethe snderuses the information in
the entry to write the message data to th810 S A EifeNID &
o Ifthere is not a valid receive entry at the tail index, tiilbe sender waits for valid
receive entry to be written at the tail index.

Asequencaliagram for writebased *CCL send and receive operations is showigime3-37 below.

Rank S Rank R

*ccl_recv()

UET Request — Write with Immediate
(Write Receive Entry to Rendezvous Queue)

| writedatal() N

“+

cmp
L« UET ACK

*ccl_send()

N fi_write()

: . UET Request — Write : :
*CCL . |libfabric (Write Message Data — Packet 0) libfabric *CCL
UET .| UET
Provider UET ACK — Message Packet 0 Provider

UET Request — Write
(Write Message Data — Packet N-1)

UET ACK — Message Packet N-1
cmp

«
UET Request — Write with Immediate
(Generate Completion)

fil_writedatp(

cmp
»
> cmp

cmp UET ACK
" cmp

cmp = completion
Figure3-37 - Write-BasedSequencdor *CCL Send and Receive
The writebasedsequenceproceeds as follows:

1 An application call is made to thecl_recv()API by rank R to post a receive buffer for rank S
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1 The *CCL at rank R consults teadezvougjueue data structures and calls the libfabric
fi_writedata() APl to generate an RM&xite with immediatetransactionfor the purpose of
writing areceiveentry for the posted buffer to rank.S

1 The completion for thevrite immediate informs the *CCL at rank S that tleeeiveentry is
available, which is useful when there is a pending gesmasactionfor rank R

1 An application call is subsequently made to thel_send()API by rank S to send a message to
rank R

I The*CCL at rank S consults theadezvougjueue data structures and calls the libfabric
fi_write() API to generate an RMAxite for the purpose of writing the message to the buffer
posted by rank R

1 The completion for thdi_write() is assumed to inform the *CCL at rank S that the message has
been delivered to the posted buffer and is globally observable

1 The *CCL at rank S then calls the libfafirieritedata() API to generate an RM&xite with
immediate for the purpose of generating a completion to the *CCL at rank R

1 The *CCL then delivers completions to the application forttee_recv()at rank R and the
*ccl_send(at rank S

The abovesequencas for the case when alid receiveentry is available at the tim&ccl_send()s
called. If avalidreceiveentry is not available, the *CCL saves the requestsena pendingqueue.
When the completion of an RMArite immediate indicates that eeceiveentry has been posted for
rank R, thesend pendingqueue is checked, and if there is a pending send request for rank R, that
request is removed from the queue and serviced using the pageéiveentry. In this manner, the
proposal does not requirezcdver not ready (RNR) functionality from UET.
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3.5 Packet Delivery Sublayer (PDS)

The packet delivery sublayer is the part of the Ultra Ethernet Transport (UET) protocol responsible for
delivering packets over IP/Ethernet networl$e packet delivery service offers reliability and ordering

capabilities. PDS exists as a sublayer in the hEWgeenthe semanticsublayer (SESnd the transport
security sublayer (TSS¥s illustratedn Figure3-38.

libfabric APls

Semantics
Map ULP APIs to packets,
transaction tracking, ordering, completions, etc.

| $
|I Packet Delivery
| PDC setup & teardown
Ultra packet delivery & ordering, selective retransmit
Ethernet T
Transport

Congestion Management

| TX rate control, adaptive path selection

|II 1
I" Security ; Ethernet
'\L Encryption, Key Management ' Fabric

IP Packets

Figure3-38- PDS High.evel Architecture Diagram

3.5.1 PDS Terminology

Table3-25 contains a summary of PDS terminology. The terms defined here are used in this section and
other Transport layer sections. Some of these terms are previously defined in the UE Specification
frontmatter, sectionl.2.2, but are listed here again to provide additional context.

Table3-25- PDS Terminology

Term Description

ACK Acknowledgement

CC Congestion controlaka congestion management).

CCC Congestion control context

9 Used to control traffic congestion in one direction for RUD/ROD.

Clear Use to acknowledge an acknowledgement (ACK) when the ACK requires guaranteg
delivery; that is, the ACK is carrying semantic state that must be deligevech as error
information or return data.

CP A control packet type used for RUD and Ri@livery services

Deferrable Send Send with option for the target to indicate the receive buffer is not yet available with
NACK and later send a restart transmission request (RTR) packet when the receive
is available.
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Term Description
DEF_RESP Default response, shorthand for UET_DEFAULT_RESPONSE; this SES Response
used for ACKs when multiple PSNs are coalesced into a single ACK and if PDS is 1
creating an SES Response that was not guaranteed delivery.
Destination FEP to which a transmitted packet is sent
DPDCID Destination PDCID

1 PDCID assigned by peer FEP that is the destination of packet (i.e., the FER
other end of the PDC).

Duplicate packet

Refers to a packet that is received at the destination a second time, e.g., if the sour
retransmits a packet that was successfully received. For RUD/ROD, duplicate pack
not passed to SES and may be acknowledged.

Entropy value (EV)

The entropy used to load balance packets depending upon the encapsulation used.
UE packets in native IP encapsulation the EV is taken fropd$hentropyheader field.
For UE packets encapsulated in UDP the EV is taken frontdfh&rc_portfield.

Forward Direction

The direction used bl C5Request packetsom initiator FEP to target FERCKSs for PDS
Requests packets in the forward direction flow from target FEP to initiatorSdeP.
Figure3-39.

Forward PSN PSN assigned to packets (initiator requests) on the forward direction; may be carrie
with return data on return path.

GTD_DEL Guaranteed delivery; thislentifies SES Responses that are guaranteed to be deliver
from target to initiatorc that is, the response is stateful. Example stateful responses
error events, use of unexpected list, and fetching atomic responses (data).

Initiator FEP that initiates establishment of a PiyGending a packet to another FEP.

IPDCID Initiator PDCID

1 Assigned by FEP that initiates PDC establishment.

MID Message identifieg assigned by SES, treated as opaque by PDS; this acronym is us
clarify orderingmplications in the packet sequences figures.

I A message is a group of one or more packets using the same message ID.

MO Message offset, packet number within an SES message; this acronym is used to clg
ordering implications in the packet sequences figures.

MP_Range Maximum PSN rangalefines the maximum number of packets (PSNs) at a destinati
that can being tracked on the PDC based on available resources.

Thisvalue is carried in compressed format for in PDS ACKs usipddimaprfield.

NACK Negative acknowledgement

Highest PSN Refers to the highest PSN value, noting that when the PSN space wraps, the highe
may have a lower numerical value than older PSNs.

OOR Out of Resources

PDC Packetdeliverycontext including both a forwardirection and return directionThe PDC
isephemeral with dynamic establishment and close

PDS ACK Generated by PDS and transmitted over Ethernet fabric to a PDS on another FEP; {
carrySES Resporsthat are delivered to SES at destination

PDCID Packet delivery context identifier.

PDS Packet delivery sublayer.

PDS Request

Generated by PDS and transmitted ottez Ethernet fabric taa PDS on another FEP;
thesePDS Requestarryan SESRequestor SES Response with déitathe return
direction)to be delivered tadhe destinationSES.

PSN

Packet sequence number.
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Term

Description

Return Data

Datasent from the target to the initiator in response to an SES Request (i.e., read
response). This may be carried in a PDS ACK in the forward direction or in a PDS H
in the return direction.

Generated by SES apdssedo PDS to request delivery of a packetrying read
response datan a specifitROD or RUBDJn the return direction.

Return Direction

The direction used bl C5Request packetsom target FEP to initiator FERCKSs for PD§
Request packets in the return direction flow from initiator FEP to target G&#Eigure
3-39.

Return PSN PSN assigned to packets (target return data) on the return direction.

RTR Restart transmission requestthis SES Request is used to restart a deferrable send t
was deferred. It uses a separate PDC, as the target for the original deferrable send
as an initiator to send the RTR.

ROD Reliable ordered delivery.

RTO Retransmission time o event when a timer expires before an ACK or NACK is rece
for a transmitted PDS Request or CP

RUD Reliable unordered delivery.

RUDI Reliable unordered delivery of idempotent operations.

SACK Selective acknowledgement.

SES Semantic sublayer.

SERequest Generated by SES apdssedo PDS to request delivery of a packet with specified

ordering and reliability service; only the initiator may issue these
These are relayed to SES at the destination using a PDS Request.

SES Response

Generated by SES receiverandpassedo PDS in response teceipt ofan SE®equest
¢ these may be carried in PDS ACKSs or PDS Requests. Refer to the description foll
Figure3-39 for more information.

SES RTR 5 ST SNNI cestat tranSnysston BqueStT NBEFSNJ G2 aSYl yiai
Set / Clear 2 KSy NBFSNNAYy3I G2 FTAStRax aSid YSlIya 2
Source FEP that transmits the packet
SPDCID Source PDCID
1 PDClassigned by FEP that transmitted the packet (i.e., the locally assigne
PDCID for the PDC)
Target FEP thats the destination for a packet from another FEB{ablishes a POG response
to the initiator.
TC Traffic class.
TPDCID Target PDCID
9 Assigned by FEP that is the target of a PDC establishment request.
uuD Unreliable unordered delivery
Note:

! Requestg A G K |
f requestco A G K |

i us¥d iolrefer toHafé€ to SES and PDS header types (SES Request)
f 2 s 89dd tdrefér & SESMIY PDS actions (SES request to send a pa

3.5.2

Illustration of PDS Terms

Initiator and target terms are related to a specific PDC. All FEPs may opienateaneously as both
initiator and as target.

Figure3-39 uses the following basic sequence with numbers in the ovals matching the following:

1. SES Request generated by fAEBPES.
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Initiator generated PDS Request carries SES Request to target.

SES Request passed to 8EBES.

SES Response to this request generated byBF&PS.

Target generated PDS ACK carries SES Response to I4itihisrACK is part of forward
direction.

6. SES Response passed to-BEES

a M wDN

E.g., Send, Write, Read, Atomic, RTR

FEP-A FEP-B
_INITIATOR Forward Direction PDC TARGET
SES \ ‘/i\‘ PDS -/2\ \ ‘__‘ PDS . %\. SES
Message SES Request| 1 | PDS Request, £ | e SES Request| 3 | Message
packetization —————— AP -——-———--——- /W‘\ T T R ————— "  reassembly
SES Response i IPDSACK, _~SES Response
A v () B N
"/ Ethernet / \_/
SES Return Data 7 et PDS Request SES Return Data
Message | | ! '; o P
reassembly SES Response PDSACK | | L SES Response

/ ! \_UJ A packetiz;tion

. SES Response with Data
Return Direction

FEP-A FEP-B
INITIATOR TARGET
SES PDS PDS SES
Messages Packets Packets Packets Messages
SES Request
MSG SEND SEND N
REQUEST _ DS Request
PSN = 6290, Ol 7 SES Request
T = 6289 [5EN SEND
-l DATA
l-nenmennccasannsnmsnnsnmsnmaannaansnnann I
GEMERATE
POS ACK _____oomeerras ) RESPONSE COMPLETION
SES Response| '90CP\CK - 6290 [RESP SES Response
- CcK= 6290,
RESPONSE Al .
MSG ontro|
COMPLETION - Packet
Clear Control pacranre
- - ACKet[CLEAR - 6290]

CLEAR is carried in next packet sent to target —
Clear Control Packet only needed if RESPONSE carries
state/data and there is no pending packets to send

Figure3-39- lllustrated PDS Terms

The lower arrows depict the same sequence in the return direction for read responses. Congestion
control is not applied to PDS ACKs. The return direction is used to carry large read response;packets
this creates a path from target to initiator where caggion control is applied. Smaller read response
data may be carried in a PDS AsSKlescribed in sectid®5.12.1

Note that larger read response data is carried in a PDS Request in the return dir€btsm. packets,
fl6Stf SR W{ 9 {Figwes-8xalfecthitallylSES Responses and psksaext_hdrfield
(e.g.,,UET_HDR_RESPONSE_DATA or UET_HDR_RESPONSE_DAPRBSIR&4jLiests carry both SES
Requests (in forward direction) and SES Responses with data (in return direction). P& AQ@IiKE/
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SES Respons@sK NP dz3 K2 dzi GKA&a aSOGA2y (GKS GSNXY WwW{9{ NXBIdzsS
LI O1SG dzaAay3a | t5{ wSldsSSadod ¢KS GSN¥Y WwW{9{ NBalLkya
PDS ACK. The lower case is used to indicate the PDS functiootahd SES next header type.

3.5.3 Packet Delivenyservices
Thepacket delivernysublayerservices include:

1 Delivery ofrequestsand responsesourced bythe localSESo the destination SES.
0 PDSrocesseSE®acketsg not messages.
A SES requests PDS to deliver a packet with specified ordering and reliability.
0 PDS processes SE&sponses.
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